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Be\«VARD Inasa 1. Mepwvl npedocmopooxcnocmu

MnaBa 1. Mepbl NpeaOCTOPOXHOCTHU

MNepea ucnonb3oBaHMemM HEO6XOAUMO NOMHUTBL HUXKecTeayloLlee.

HaHHbIN NpoayKT yaosneTBopsieT Bcem TpeboBaHunsam 6e3onacHoctn. OgHako, kak n nobown
anekTponpubop, B cryyae HenpaBUSIbHOTO MCMONb30BaHMSA MOXET Bbi3BaTb NoXap, 4TO, B CBOI
oyepedb, MOXeT noBredb 3a cobon cepbesHble nocrefcTeus. Bo msbexaHne HecHaCTHbIX

cny4daeB ob6sA3arenbHO n3y4vunTte MHCTPYKUUIO.

BHUMAHUE!
Wcnonb3yiiTe npu 3kcrniyaTauuy TOSIbKO COBMECTUMbIE YCTPOMCTBA. Vcrnonb3oBaHME YCTPOWCTB, He

0006pEHHbIX NPOU3BOAMTENEM, HEAOMYCTUMO.

CobnropganTe MHCTPYKLUIO NO 3KcnnyaTauuun!
N3berante AnNUTENbHOIO MCNOMbL30BAHMA WNN XpaHEHMS1 Kamepbl B HebnaronpusaTHbIX
YCINOBUSIX:

e [lpy CrMLWIKOM BbICOKMX MIM HU3KMX TemnepaTtypax (paboyasi TemnepaTtypa yCTPOWCTB
ot -10°C go +50°C).

e W3berante nonagaHusa NPSMbIX CONTHEYHBIX Ny4Yelr B TEYEHMNE ONMUTENBHONO BPEMEHU, a
TaKke HaxoXaeHus Nobrm3ocT OTONUTENBbHBLIX U 0O0orpeBaTenbHbIX NPUOOPOB.

e |130erante 6M30CTM C BOAOW UM UCTOYHMUKAMM BNaXHOCTU.

e [3Berante 6nm3ocTM C ycTpomcTBamu, obrnagarowmmm 60nblWMM 3NEKTPOMarHUTHLIM
adhdpekTom.

e Heponyctuma ycTtaHOBKa kaMepbl B MECTax C CUIbHOW BUBpauunen.

BHUMAHUE!

B cnyyae HencnpaBHOCTM Kamepbl CBSXKUTECH C cepBUCHbIM LieHTpom OO0 «HIIM «besapay.

B cnyyae HekOppeKTHON paboTbl KaMepbl:
o [lpun oBbHapyxeHnn gpima unm Heobbl4HOMO 3anaxa.
e [lpy nonagaHum BOAbLI UK APYrMX MHOPOOHbIX OO bEKTOB BHYTPb.

e [lpn nageHun kamepbl UK NOBPEXAEHUN Kopryca:

BbinonHuTe cneaytowme oeNCTBUA:
e OTKNIOUMTE KamMepy OT UCTOYHMKA NUTAHUSA U OTCOEAMHUTE BCE OCTanbHbIe NPOBOAA.
o Casaxutecb ¢ cepBucHboiM LeHTpoM OOO «HIMIM «beBapa». KoHTakTHble AaHHble Bbl

MOXKeTe HauTu Ha canTe http://www.beward.ru/.
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Be\«VARD Inasa 1. Mepwvl npedocmopooxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE Kamepbl MOMOXWUTE €e B YNakoBKY MPOW3BOAMTENs wunu noboi

ApYrovi MaTepuarn CoOOTBETCTBYIOLLErO Ka4ecTBa U Y4apOnpOYHOCTH.

BeHTnauua
Bo usbexaHvne neperpesa, HM B KOEM clnydae He BNOKMPYNTE LMPKYNALMIO BO3ayxa BOKPYr

Kamepbl.

Yucrtka

Mcnonb3ynte MSArKYyI0 Cyxyld TKaHb Afi MNpPOTMpPaHUs BHELLHMX MnoBepxHocTen. [Ons
TPYAHOBbLIBOAMMBIX MATEH WCMNONb3ynWTe HebonblLloe KONMMYEeCTBO YMCTALWEro cpenctsa, nocne
Yero Hacyxo BbITPUTE MOBEPXHOCTb.

He ucnonb3ynte netyymMe pacTtBOpUTENW, TakMe Kak CnMpTocodepxalume cpeactsa unu

GeH3MH, Tak kKak OHW MOTyT NMOBPEeAUTbL KOPMyC Kamepbl.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl N320



B@\,VARD Tnasa 2. Obwue ceedenus

MnaBa 2. O6wue cBegeHUs

BEWARD N320 — aTo KOMnakTHasa MeranukcensHasa IP-Bugeokamepa co BCTPOeHHbIM Wi-
Fi mogynem ctangapta IEEE 802.11 b/g/n, MynbTMNoOTOKOBbLIM BuaeonsobpaxeHnemM B hopmaTtax
H.264/MPEG-4/MJPEG, BCTPOEHHbIM MWKPO(OHOM, CNOTOM ANs YCTAHOBKM KapTbl MNaMsTy
ctaHgapTta MicroSD, BbicokovyBcTBUTENBHBIM KMOI1-cEHCOpomM HOBOro MOKOMEHUs, OyHKUMEN

WDR (paclumpeHHbIV AUHAMWUYECKUI ManasoH).

BEWARD
1

Puc. 2.1

IP-kamepa BEWARD N320 nossonset npocMmatpmBaTb BUOEO B pearnibHOM BPEMEHU Yepes
ctaHgapTHbolh  UHTepHeT-6pay3ep.  OCOBEHHOCTLIO  Kamepbl  ABASETCA  BO3MOXHOCTb
ncnonb3oBaHus npodunen Hactpoek BuaeousdobpaxeHus (pyHkuma X-Panner), koTopble Bbl
MOXeTe CKOHcurypmpoBaTtb 3apaHee. Kaxgomy npodunio MOXHO 3agath MHAMBUMAYalbHbIE
napameTpbl: TUM KOAMPOBaHMWS, paspelleHMe n 30Hy npocmoTtpa. lNonb3oBatenb, 3agaBas nns
KaXxgoro npodunst ceor dopmaT M CKOPOCTb nepedadn AaHHbIX, OOCTUraeT onTMMarbHOro
COOTHOLLEHUS KayecTBa M300paXKeHUss 1 UCNOMb30BaHUA NOMOCkl NponyckaHnda. Takum obpasom,
BO3MOXHO BblOpaTb HYXHbI NPodunIib 1 NCMOMb30BaThb €ro, Koraa 3To Heo6xoaAMMO.

Kamepa cnocobHa BblgaBaTb BMOEOMOTOK B pasnuyHbiX hopmaTtax cxatus:
H.264/MPEG4/MJPEG. ®opmat kognpoBaHus H.264 aBndetca waeanbHbIM A51s1 UCNOJb30BaHUS
Kamepbl B cpefle C OrpaHWYeHHOW MOMocon MpornyckaHud, rnpu ero UCnonbL3oBaHUM OOCTUraeTcs
HaMMeHbLUMA TpaduK U Xopollee kayecTBO nsobpaxeHna. MIPEG npegHasHadeH anga 3anucu u
oTOOpaXeHnss BUOEOU300paKEHNss B HaumnyylleM KavecTBe, HO npu atom TpebyeT OGonbLumx
CeTeBbIX PECYPCOB M MeCTa Ha >XeCTKOM JUCKe Npu 3anncu.

Kamepa N320 nogkntodaeTcs K ceTu npu nomoLum nposogHoro nHtepdenca 10/100BASE-

TX Ethernet, a Takke ¢ ucnonb3oBaHnem GecnpoBogHoOro coeavHeHust ctaHgapta Wi-Fi IEEE

PykoBoacTBO no noagkntoyeHuto IP-kamepbl N320



Be\’vARD Inasa 2. Obwue ceedenus

802.11 b/g/n. Ons yoobctBa n GbICTPOTHI MNOAKMOYEHMS Kamepbl K 6eCnpoBOAHOM CeTu kamepa

pononHeHa dyHkunen WPS. [lpy mcnonb3oBaHUM AaHHOM YHKUUMKM 0N NOAKMHYEHUs K
6ecnpoBOAHOMY COEAMHEHUI0 AOCTAaTOYHO MOCnefoBaTenbHO HaXaTb COOTBETCTBYHOLLYIO KHOMKY
WPS Ha Touke goctyna (Npy noggepxke gaHHOW (OYHKUMW CO CTOPOHbI YCTPOWCTBA) M KHOMKY
WPS Ha kopnyce kamepbl, Yepe3 HEKOTOPOe BpeMsi kKamepa aBTomaTuyeckn byaet nogknioveHa K
©ecnpoBoaHOM ceTu.

Bbicokoe KayecTBO M300paKeHWst MeranuKkCcenbHOro paspelleHusi pearibHOro BpeMEeHU
obecneynBaeTca 3a CYET NPUMEHEHUS COBPEMEHHOrO CEHCOpa BbICOKOM YyBCTBUTEITbHOCTU C
NPOrpeccmMBHbBIM CKaHMpOBaHMEM, a Takke Gnarogaps NpUMeHeHUo 3EKTUBHENLLNX METOO0B
cXKaTusa BUOEOMNOTOKOB.

Mpn ncnonb3oBaHMK KPYMHbIX CUCTEM BMAEOHAOMIOAEHMS OnepaTtop He Bcerga CMOXET
cpa3y 3aMeTuUTb 3aKpbiTe kamepbl. Ons npepynpexneHns noaobHbIX AEWCTBUMIA CO CTOPOHbI
TPETbMX NWL, CNYXWUT BCTPOEHHbI AEeTeKTop caboTa)ka, KOTopbIi Nno3BonsieT MHPOPMMPOBATb
onepartopa O NOAOGHbIX HECaHKUMOHMPOBAHHbLIX AEUCTBUAX MU AenaeT BuaeoHabnogeHne bonee
WHTEeNNeKTyanbHbIM.

Mognepxka kapT namaTn Tvna MicroSD, no3BonseT caenaTb CUCTEMY BUAEOHAGNoaeHNs
ewe 6onee HageXxHoON: BaXKHasA MHAOPMaUMA He nponageT npu notepe coeamHeHusi. Becb 06bem
MHopMaumm OyOoeT CoxpaHeH B CaMOW KamMepe Ha KapTe namsiTv, KOTOpbIi MOXHO Oyaer
BOCMPOM3BECTU KaK HENOCPEOCTBEHHO C KapTbl, TaK U YAaneHHO nocne yCTpaHeHUs TEXHUYECKMX

npobriem ceTu.

2.1. OcobeHHoCcTM |IP-Baeokamepbl BEWARD N320

o OnTuManbHoe COOTHOLLEHME LieHa/kauvecTBO Ans |IP-Bngeokamepsl

e 1/4" KMOI-ceHcop ¢ nporpeccuBHbIM CKaHMpoBaHMem 1 nogaepxkon WDR

o [lopaepxka dyHkumMM X-Panner

o [lopaepxka kapT namsti Tuna MicroSD/SDHC

e BctpoenHbin Wi-Fi mogynb 802.11b/g/n ¢ nogaepxkon WPS

¢ [IpodeccrmoHanbHoe nporpaMmmHoe obecneyveHmve (16 KaHanoB) B KOMMEKTE

¢ OpgHoBpeMeHHOe MHOroopmMaTHoe kogmpoBaHue gaHHbix (H.264/MPEG4/MJPEG) anga
obecneyeHma oNnTUManbHOro oTobpaxeHust BUAEO 1 3anucu hannos

e B03MOXHOCTb MPOCMOTpPa 3anucaHHbIX hannos HenocpeaCcTBEHHO U3 Beb-nHTepderica
C NOMOLLbIO BCTPOEHHOIO nneepa

e BcTpoeHHbIn MUKpOdOoH

e BcTpoeHHbIM AnHamMuk

e BcTpoeHHbIn aeTekTop caboTaxa, AETEKTOP ABWKEHUSA N AETEKTOP 3BYyKa

e OTnpaBka kagpoB 1 BUOEOPONMKOB MO 3NEKTPOHHOM noyvte u Ha FTP

PykoBoacTBo no noakstoyeHuto IP-kamepbl N320 n



BekvARD Inasa 2. Obwue ceedenus

3anncb Ha BHELLHWUI hannoBbl cepBep (B TOM YMCHIE M B Nanky ¢ OTKPbITbIM 4OCTYNOM
Ha K ¢ yctaHoBneHHon OC Windows unu Linux)

Moppepxka ONVIF

2.2. OCHOBHbIE XapaKTepUCTUKH

CBeTo4yBCTBUTENbHBIN aneMeHT: MmeranmkcensHbln KMOIT-ceHcop ¢ nporpeccuBHbIM
CKaHupoBaHuem 1 nogaepxkon WDR

O6bekTnB (onumoHanbHo): f4.0 mm F1.8 (yron o63opa 52° no ropusoHTanm)
PaspelwweHnne: 1280x800, 1280x720, 640x480, 320x240, 160x120.
YysctButenoHocTb: 0.2 nk npn F1.8

3aTBop: 3NEeKTPOHHbIN OT 1/2 ao 1/10000 cek

Ycunenme sngeocurdana: ot 1x go 64x

YacTtoTta kagpos: o 30 kagpoB B CEKyHAOY AN BCEX paspeLleHni

dopmaTbl kognposaHus: H.264, MPEG-4, MIPEG

OpHoBpemeHHoe KogupoeaHue B oopmatax: H.264, MPEG-4, MIPEG
[lBycTOpOHHMI ayguokanan, komnpeccus: G.711 u-law, a-law, AMR

Mopoepxka Wi-Fi IEEE 802.11 b/g/n ¢ dyHkumen WPS

Mopoepxmaemble npoTokonsl: Bonjour, TCP/IP, DHCP, PPPoE, ARP, ICMP, FTP,
SMTP, DDNS, NTP, UPnP, RTSP, RTP, RTCP, HTTP, TCP, UDP, 3GPP/ISMA RTSP
MuTtaHne: 5B, 0.6A (MOCTOAHHbLIN TOK)

Pabouas TemnepaTtypa: ot -10 go +50°C

BnaxHocTb okpyxatowen cpeabl: 20-80% (6e3 obpasoBaHust KoHAeHcaTa)

Mopaepxka oTpacnesoro ctaHgapta ONVIF

2.3. KomnneKT nocTtaBKu

IP-BMaeokamepa ¢ yctaHoBfneHHbIM 06bekTneom M12, f4.0 mm, F1.8
Kabenb naty-kopa (onvHa 1 m)

MCTOYHUK NUTaHUS NOCTOAHHOro Toka 5B, 1A

TepMuHanbHbIN 6MOK (4X KOHTaKTHBIN, TPEBOXHbIE BXOA/BbIXOL)
AHTEHHa ans nogkroyeHus K 6ecnpoBogHoOn cetn

KpOHLUTENH C KOMMNNEKTOM Kpenexa

CD-guck ¢ nporpaMMHbiM obecrnedeHremM 1 JOKyMeHTauunemn

PykoBoacTeo nonb3oBatens no 6bICTPoN ycTaHoBKe

PykoBoacTBo no noakstoyeHuto IP-kamepbl N320



Be\,VARD [nasa 3. Brewnuil 6uo

MnaBa 3. BHewHun BUA

3.1. Bug cnepeau

Ha nuueBon Yactu kKamepbl pacnornoXeHbl cnegyowme anementol (Puc. 3.1):

Ob6bekTuB

MHavkaTop nutaHus T
"
WHavkaTop coeanHeHus _1

BcTpoeHHbI MUKpOdOH

BcTpoeHHbI anHaMumk BE\,\,ARD
I

Puc. 3.1

O6BbEeKTMB: Npu pasMbiTOM U300paKeHUNn HeoBXO4MMO HACTPOUTb (POKYC Kamepbl, Ans
3TOro BpallanTe KoNbLO HaACTpoMkm ¢hokyca, noka He gobbeTecb HeobGxoammon OKYCUPOBKU
(n3Ha4anbHO OOBHLEKTUB KaMepbl yKe CHOKYCMPOBaH M He TpebyeT AONONMHUTENTbHON HACTPOWKN).

MHaukaTop nuTaHmsa: 3aropaeTcsi Nocrne NoakmoYeHnst Kamepbl K UCTOYHUKY NUTaHUS.

e MHgmkaTtop NUTaHMA ropuT KpacHbiM: K |P-kamepe nogknioyeHo nuTaHue, uaet
3arpyska CUCTEMbI.

e WHpaukaTop NnUTaHMA ropuT CUHUM: 3arpyska |IP-kamepbl 3aBepLueHa, Kamepa rotosa K
pabore.

e WHpukaTtop nuTaHma wMuraet ¢uoneTtoBbiM LBETOM: MWAET COeOUHEHWE C
f6ecnposoaHon ceTtbto Wi-Fi nocpeactBom WPS. Takke nHamMkatop muraet BO BpeMsi
npouecca o6HOBMEHMSA NPOLLUMBKMA KaMepbl, He OTKMoYanTe NUTaHMe U He 3akpbiBanTe
OKHO Bpay3epa [0 3aBepLUeHMs NPOLUMBKU N NOMHON 3arpy3kn Kamepbl.

e MHpukaTop nuTaHus He ropuT: K IP-kamepe He NoAKNoYeHO NuTaHne NMbo OTKMYeHa
WMHOWKaLMSA B HACTPOMKAxX KaMepbl.

MHgukaTop coeAMHEHUA: MHOMKATOP 3aropaeTcs Npu MNOAKMYEHUN Kamepbl K CeTn U

MOKa3blBaET TEKYLLYO CETEBYIO aKTUBHOCTb.
e WHpgukaTop coegMHeHUs MUraeT CMHUM LBeTOM: |IP-kamepa noakniyeHa K ceTu C

NOMOLLBIK NPOBOAHOIO CoeANHEHNA.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl N320 m
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° MH,CIVIKaTOp coeaAunHeHunA He ropuT (He MVII'aeT)Z IP-Kamepa OTKITKOYEHAa OT I'IpOBO[J,HOI7I

ceTn, NMbo OTKNIYEHa MHONKALUS B HACTPOMKaX KaMepbl.
BcTpoeHHbIN MUKPOGOH: MO3BOMNSET MONb30BATENO CrbllaTh TO, YTO MPOUCXOAUT B
30HE HabnaeHnst KaMmepbl.
BCTpOEHHbI AUHAMUK: B COBOKYMHOCTU CO BCTPOEHHbIM MUKPOPOHOM Kamepbl AaHHas
onuusi OaeT BO3MOXHOCTb OpraHM3oBaTb [ABYCTOPOHHWUIA ayauokaHam Mexay onepaTopom,
ynpaBnsiloWMM KaMepoh 4Yepe3 BeO-MHTepdenc, M YeroBEeKOM, HaxoAsWwuMmcs B 30He

HabngeHus.

3.2. Bup c3agun

Ha 3agHen naHenu kopnyca (Puc 3.2) kamepbl pacnosfioXeHbl CrieayoLmne afieMeHTbl:

O

Pasbem nutaHmsa

CeTeBoOl pasbem

©

Cnot Micro8SD

TpeBOXHbIN
BX04/BbIX0q

EEX
4321

Cbpoc HacTpoekK

®
s
Q Wuavkaums Wi-Fi
©

Knonka WPS = Pasbem Wi-Fi aHTeHHBI

Puc. 3.2

Pazbem nutaHua (DC5V): npegHasHayeH Ansa nogknoyveHus 6noka nutaHmna 5B, 1A.

[nsa koppekTHoM paboTbl KaMepbl PEKOMEHAYETCH MCMOSb30BaTh TONbKO MCTOYHMK NUTaHUSA
BXOAALLMI B KOMMIIEKT MOCTaBKM.

Cnot MicroSD: cnot gns kapTbl namaTtn popmata MicroSD/SDHC.

[Mo3BonsdeT ncnonb3oBaTh KapTbl NAMATU 4118 3anncn MHPOPMaLMK Kak B pexxume TpeBory,
Tak U B pexume MNOCTOAHHOW 3anucu. Takxke npegycMoTpeHa BO3MOXHOCTb aBTOMAaTUYECKOW
pe3epBHOW 3anncuK Ha KapTy BO BpeMSi OTCYTCTBUSA CETMW.

CeteBon pasbem (Ethernet): pasbem Onsa MOOKMOYEHUSI Kamepbl K CeTu VIHTepHerT,
poyTepy nnn KommMmyTaTopy npu nomowim ctaHgaptHoro RJ-45 wtekepa.

TpeBOXHbIN BXOA/BbIX0OA, BO3MOXHA HAaCTpPOMKa akTMBaLMKU pasfnyHbiX COObITMI Npu
OonpeaeneHHbIX COCTOSHUAX TPEBOXHOIO BXO4A, M HACTpoKrKka COBbITUIA NpU akTUBaLUUKN KOTOPbIX,
TPEBOXHbIN BbIXOA4 M3MeHUT cocTosHue (bonee noopobHO cM. B nNyHKTe 4.5 [AaHHOro

PykoBoactsa).
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Cbpoc HacTpoek [Reset]: kHoMka npegHasHadyeHa Ans cOpoca HACTPOEK Kamepbl U

BO3BpaTa VX B 3aBOACKME YCTaHOBKM.
[na cbpoca napameTpoB YCTPOWCTBA K 3HAYEHUSIM MO YMOMYaHUIO yOepXXnBanuTe AaHHYH
KHOMKYy HaxaTonm B TedeHne 10-15 cekyHn. Ecnm nonb3oBatenes OygeT yaepkuBaTb KHOMKY
HaxkaTton go 10 cekyHa, kKamepa nepesarpy3untcsa 6e3 cbpoca napaMeTpoB B 3aBOACKME YCTAHOBKM.
KHonka WPS (nonyaBTomaTtuyeckoe nogknw4veHme no Wi-Fi): ata «kHonka
npegHasHadeHa AnNs NonydeHnsa ceTeBbiX HacTpoek no npoTtokony WPS. [Ona nogkniodeHus
Kamepbl Kk 6ecnpoBogHon cetn ¢ nomowpbo WPS HeobxooMMo HaxaTb OaHHyH KHOMKy Ha IP-
Kamepe un Ha gpyrom 6ecnpoBOAHOM YCTPOWCTBE, K KOTOpomy Tpebyetcsa nogkntoumTtbea (bonee
noapobHyo nHdopmMauunio cM. B NyHKTe 6.2 aaHHoro PykoBoacTea).
MHpaukauma Wi-Fi  (6ecnpoBOgHOro noOAKMKOYEHUA): MHAWKATOP  MOOKIHYEHNS
3aropaeTca Npuy NOAKMYEHUM KaMepbl K CETU M NOKa3bIiBaeT TEKYLLYH CETEBYIO aKTUBHOCTb.
e MHpaukaTop NOAKNOYEeHUA MUraeT CMHUM: |IP-kamepa nogknioyeHa K ceTu ¢ NOMOLLbIO
©ecnpoBOAHOro coeguMHEHUS.
e WHaunkaTtop nopgknwyYeHUss He roput (He wmwuraet): IP-kamepa oOTKMA4YeHa OT
6ecnpoBoAHOM ceTu, NMBO OTKMYEHA MHOMKALUMS B HACTPOMKaX Kamepbl.
Pa3zbem Wi-Fi aHTeHHbl: RP-SMA KOHHEKTOp Afsl NOAKMIOYEHUS1 BXOAALLEN B KOMMNIEKT
aHTeHHbI Ana 6ecnpoBOgHOMO MNOAKIHYEHMS.
Kpome Toro Ha 3agHen naHenn HakneeH CTukep, cogepxawmm nHpopmaumnio 0 Npoaykre:
e SN: cepuinHbIn HoOMep IP-kamepbl
o MAC: MAC-agpec IP-kamepbl B cetn LAN (MAC agpec ycTponcTBa npyv NPOBOAHOM
NOAKMYEHNN)
e WMAC: MAC-agpec IP-kamepbl B cetu WLAN (MAC apgpec ycTtponctesa npu

©ecnpoBOAHOM NOAKITHOYEHNN)
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naBa 4. YctaHOoBKa 1 nogkniroyeHue |P-kamepbl

4.1. O6wume cBegeHns o nogknoyYeHun IP-kamepbl N320 k ceTn

IP-kamepa N320 mMoXxeT nogkroyaTbCs K JlokanbHOM ceTn nubo cetu VIHTEepHET kak npu
nomown npoeogHoro coeanHenus (Ethernet), Tak n no 6ecnpoeogHomy (Wi-Fi) coeanHeHuio.
lNogkntodyeHne MOXeT OcCylecTBnATbCca Kak Hanpamyo K K, Tak v npu nomowm

BCMomoraTtenbHOro ceTeBoro obopyaoBaHust (MapLLpyTU3aTopbl, KOMMYTaTopbl, TOYKM 4OCTYNA).

EC MpoBoaHoe coenHeHne
@ Internet

BecnpoBoaHoe coeiUHEHNEe

Et

-

- — ) = /
! L I

Puc. 4.1

O6GblMHO B [OOMalUHMX MapllpyTusaTopax npeaycmoTtpeHbl oauH  WAN-nopTt Aans
noakntoYeHns cetn MIHTepHeT 1 YeTbipe BHyTpeHHux LAN-nopTa Ansa noakntoYeHnst KOMMNboTEPOB,
IP-kamep M OpyrMx yCTPOWCTB AomaluHen ceTu. Kpome Toro, MapLupytusaTop Ans NoaKmYeHus

IP-kamep N320 npu nomowum Wi-Fi coegmnHeHna gomkeH nmetb Wi-Fi nutepdeliic.

4.2. PekomeHaauum no yctaHoBKe
B paHHOM pasgene npuBegeH KpaTKUMMA CMNUCOK PeKoMeHOauun, KoTopble Heobxoaumo

yuynTbIBaTb NPU MOHTaxe obopyaoeaHus IP-BugeoHabnogeHus.

PekomMeHpauum no pasmeLLeH1Io KaMmepbl:

e |IP-kamepa BEWARD N320 npegHasHaveHa Onsi OCyLLEeCTBNEeHUsa BMaeoHabniogeHnsa B
NMOMeLLEHMAX C NpeaenbHON TemnepaTtypon akcnnyaTtaumm ot -10 go +50°C.

e [3Berante nonagaHnsa Ha kamepy MPSAMbIX COMHEYHbIX NyYyen B TeYeHue OfUTEerbHOro
BPEMEHM, a TaKKe HaxOXAeHus nobrmM3ocTn OTONUTENbHBIX W OborpeBaTerbHbIX

npnbopos.
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e HenpaBunbHasi paccTaHoBKa kamep BuAeoHabnaeHus nNpuBedEéT K MOSIBNEHUIO

HexenaTesibHbIX «CrenbiX» 30H, KoTopble OyayT ocTaBaTbCA BHE MONs 3peHus
onepaTtopa.

e [3Berante 6nmn3oCcTn ¢ BOOON UMW UCTOYHMKAMWN BNAXHOCTMU.

e [3Berante 6nM30CTM C YCTPOMCTBAMMU-TEHEPATOPAMM MOLLHBIX 3NEKTPOMArHUTHbIX
BOJTH.

e Ybeantecb B BO3MOXHOCTM pasMeLLeHUs YCTPOMCTBA C Yy4yeToM noAaBoda
coeanHUTEnNbHbIX Kabenen.

o W3berante cnocoba KpenneHust Kamepbl, OOMYCKAKOLWEro 3HavuMTeslbHy0 BMOpauumio.
[laHHoe Bo3gencTBue CHU3NT IPPEKTUBHOCTL AeTekTopa ABWXKEHUA W YeTKOCTb
n3o6paxxeHnsi B LENOM.

o Kamepbl BUoeoHabnwogeHns HeobxooMmo gepXatb B HEOOCAraemMocTu Tak, 4Tobbl kak
cnyyamHoe, Tak M cneuuanbHOe MOBPEeXOeHWe UM U3MeHeHne HanpasneHnsa ob3opa
ObINI0 HEBO3MOXHO.

e HanpaBneHvne o63opa (30Ha BuMAeoHabNAEHUS) Kamepbl LOMKHO ObiTb TBEPAO

onpeaerneHo Ha MOMEHT YyCTaHOBKN.

PekomeHpauum no npoknagke Kabensa tTuna «BUTasa napa:

e B «kopmpopax >xenatenbHO NpOKnNagbiBaTb MYYKM SNEKTPUYECKUX U CnaboTOYHbIX
kabenen no pasHbiM Kabenb-kaHanam, NPOXoaALUM Mo pasHbIM CTEHAM.

e [lonyckaetca B ogHOM kabenb-kaHane npokraabiBaTb BUTOMAPHbIE U 3rEKTpUYEecKkue
kabenn B pasHbiX OTCEKax WM CEeKUMUSX, WMEKLWMUX CrOoWHbIE NPOAOSibHbIE
neperopogkn € npegesiom OrHectomkocTn He wmeHee 0,25 4. M3 Hecropaemoro
Martepuana Tornbko B paboumx 30Hax Ha paccTtosiHuM He Gornee 15-TM meTpoB, ecnu
anekTpuyeckast MOLWHOCTb ByaeT He Gonee 5 kKBA.

e OnekTpuyeckne u cnaboToudHble kabenbHble Tpaccbl AONyckaeTcs MpoknagbiBaTh
napannenbHO Ha paccTosiHMM He MeHee 50 MM apyr OT Apyra B pa3Hbix kabenb-kaHanax
unn cekumsix kabenb-kaHanoB. Ecnu  HanpsKeHHOCTb  ANEeKTPUYeckoro  nons,
obpasytolleroca OT anekTpuyeckoro kabensi, 6yaer 6onee 3 B/Mm, T0 Heobxogmmo
YBENUYNTb PaCCTOAHME MEXAY 9SNEKTPUYECKMMM W CcriaboTovHbIMKM Kabensamu unu
CHU3UTb YPOBEHb 3NIEKTPOMArHUTHbLIX NOMEX.

e ButonapHble 1 anekTpuyeckme kabenu LOOMKHbI NepecekaTbCs TONMbKO NoA MNpPsiMbiM
yrrom.

e HeakpaHupoBaHHble BuUTONApHble KabenbHble TpacCbl [OOMMKHbI MPOXOAUTb Ha

pacctoaHunm He MeHee 125 MM OT rasopaspsagHbiX Jflamn  [OHEBHOro CcBeTa
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(MIOMWHECLIEHTHBIX Namn) W APYrux BbICOKOBOMbTHbIX YCTPOMCTB, COAEpXKaLLmX

paspsagHuKN.

e HeoskpaHupoBaHHble BUTONApPHbIE Kabenn OOMKHbI NPOKNaAbiBaTbCA Ha PAaCcCTOSHUKN He
MeHee 1.5 MeTpPOB OT MCTOYHMKOB CUJIbHBLIX 3NEKTPOMAarHMTHbIX NOMeX, obpasyoLmx
HaNPsPKEHHOCTb 3M1IEKTPUYECKOro Nons cebiwwe 3 B/m.

e PacnpepenutenbHble YCTPOWCTBA C 3a4eNaHHbIMU HESKPAHUPOBAHHBIMW BUTOMAPHBIMU
kabensmu OormKHbl pacnonaraTbCs Ha PacCTOAHUN He MeHee 3-X METPOB OT MCTOYHWNKOB
CWMbHbIX 3NEKTPOMarHUTHbIX MOMEX, O00pasyloLWmMX HaNPSXKEHHOCTb 3NEKTPUYECKOro
nons cebiwe 3 B/m.

¢ [lpoknagka BUTOM Napbl MeXay ToOYKamMun NOAKMOYEHNS 4OMKHA NPON3BOAUTLCS LienbiMuy
Kyckamu, Npy 9TOM HanpasfieHne Tpacchl criegyeT 3apaHee npoaymaTb Tak, YTobbl eé
NPOTAXKEHHOCTb BblNna Kak MOXXHO MEHbLLIE.

o MuHuManbHbIM paguyc u3rMba gna kabenss — JeTblpe AuameTtpa kabens (i 1
arnM=2,5 cM), HO CYLLECTBYHOT peKkoMeHOaumm pasmMelwiatb kabenb Taknm obpasom,
4yTObbI 06ecneunBaTb N3rMG paguycom 2 aronma (5 caHTMMEeTpoB).

o MakcumanbHasi AnuHa cerMmeHTa gosmkHa obiTb He 6onee 100 meTpoB.

e [lpn wucnonb3oBaHun OGecnpoBogHoro Wi-Fi coeanHeHus cnegyeT yuuTbiBaTb, 4TO
YPOBEHb/Ka4eCTBO CUrHana CuUsibHO 3aBMCUT OT MHOXeCTBa (PakTOpPOB: yaaneHHOCTN OT

TOYKM O0CTyna, OT SJ'IeKTpOMaFHI/ITHOI‘/‘I OGCTGHOBKVI, KOH(bVIpraLI,MVI nomMeweHna n 1.4.

4.3. MoHTax ycTpomMcTBa

LWar 1: npukpenuTe KPOHLUTENH K MOBEPXHOCTU, UCMOSb3yA OTBEPCTUS B OCHOBaHUM.

War 2: ocnabbTe BMHTOBOE coeauHeHne duKcaTopa KpOHLWTENHa, 4TOObl WUMETb
BO3MOXHOCTb NOBOpayMBaTb Kamepy Ans Bbibopa He06X0AMMOW 30HbI HAbMAEHS.

War 3: 3akpenuTe Kamepy Ha KpOHLITEWHEe, HACTpPOMTE Yrofnl HaknoHa Kamepbl U

3admkenpymte eé (Puc. 4.2).

-~

Puc. 4.2
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4.4. NMpoBoagHOe NogKr4vYeHMe Kamepbl K ceTu

War 1: nogkntounte IP-kamepy K MCTOYHUKY NUTaHusa 5B 13 komnnekTa nocTaBku.

War 2: ncnonb3ysa coeauHuTEnbHbIN Kabenb ¢ pasbemMom RJ-45 (BxoguT B KOMMNEKT
nocrasku), nogknoumnTe IP-kamepy kK nokanbHon cetu (pasbem LAN-mapLpyTtusatopa).

B cnyyae HeobxoaMMOCTU coeanHUTENbHbIM Kabenb MOXHO NpUoBpecTn OTAENbHO UNu

npn Harnn4dnm HeO6XO,EI,VIMbIX MaTtepuanoB, MHCTPYMEHTOB U OnbiTa NU3rOTOBUTb CaAMOCTOATENbHO.

BapuaHTt «npamoro» ka6ensa (UTP kaTteropuu 5e) pasbemom RJ-45

KOMMyTaLI,VIOHHbIVI LHYp And coeanHeHusd C MK nnn ceteBbiMK KOMMYTaTopaMu.

C oAHOM CTOPOHDI C [pyron CTopoHbl
1: Beno-opaHxeBbli 1: Beno-opaHxeBbli
2: OpaHxeBbli 2: OpaHxeBbli
18 18
[T 3: beno-3enéHbin [T 3: beno-3eneHbin
CHIASY: 4: CyHWIA CHASY. 4: CyHMIA
5: beno-cnHui 5: beno-cuHui
CIEPERM: E% 6: 3enéHbin CRErEAu: E% 6: 3enéHbIn
bt 7: beno-Kopu4HeBbLIN bt 7: Beno-kopu4HeBLIN
8: KopuyHeBbIN 8: KopnyHeBbIN

[na n3rotoBneHns «npsiMoro» kabensi Heobxoaumbl: kabenb UTP (BuTas napa kateropun
5e vnn ny4we), oBa pasbema RJ-45 1 yctponcTteo gnst ooxnma pasbemoB RJ-45 (kpemnep).

Mpn Takom nopsiake MNOAKMIYEHUss nap, YykasaHHOM B Tabnuue, obecneudnBatoTcs
rapaHTMpPOBaHHbIE NMPOU3BOAMTENEM BENWYMHA W pacnpefeneHve 3agepXek pacnpoCTpaHeHUs

cuUrHana, a, COOTBETCTBEHHO, 1 3asABMeHHasi CKOPOCTb nepepayun gaHHbix 100 MouTt/cek.

4.5. NMoaknoyeHne TPEBOXHbIX KOHTAKTOB
IP-kamepa BEWARD N320 cHabxeHa TpeBOXHbIM BXOAOM W TPEBOXHbLIM BbIXOAOM A
NOAKMOYEHNS BHELLHUX JATYMKOB U TPEBOXHbIX YCTPOMWCTB.

e TpeBOXHbIN BXOA: CIYXUT ANSA MNOAKIYEHUS BHELLHUX OATYMKOB (Hanpumep, AaTyuk
ob6bema). BO3HMKHOBEHME TPEBOXHOrO cobbITMS 00YCNnoBneHO 3aMblkaHueM nunbo
pa3MmblkaHMeM (3a4aeTcs HacTPOMKaMy KaMepbl) KOHTAKTOB 3 (TPEBOXHbIN BXod) u 2
(GND) (Puc. 4.3).

e TpeBOXHbIA BbIXOA: CNYXUT ONS MNOAKMYEHUS TPEBOXHbLIX YCTPOUCTB (Hanpumep,
u3Bellatenb) 4epes3 peTpaHcnsaTopbl (Hanpumep pene). B cnyyae HacTynnenus
TPEBOXHOro COBbITUS KOHTAKT 4 (TPEBOXHbIN BbIXOA) 3amMblkaeTcs NnMbo pasmbikaeTcs

(3apaeTtca HacTpovikamu kamepbl) ¢ KOHTakToMm 2 (GND). 3To NpvBOAUT K U3MEHEHMIO
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HanpshkeHna mexgy koHTaktamu 1 (5V DC) u 4 (TpeBOXHbIN BbIXOL), YTO BbI3biBaeT

N3MEHEHME COCTOSIHNE perie MOAKMYEHHOro K 3TUM KOHTakTam (Puc. 4.3).

POWER INPUT
5V DC < 5V DC
GND
K< GND
RELAY
5V DC % 1
] | ]
GND ¢ 2 5\ W
- 3 | DIODE %g \ DEVIGE
TDeBOMHbINA BXOA ¢ o o
TpEeBOMHbIN BbIXO,4 & 4 SW
Puc. 4.3

NMPUMEYAHMUE!
Mpn ncnonb3oBaHWM BHELLHEro peTpaHcnaTopa, HeobxoanMo MoaknovaTh AMOA napannensHo Harpyske
ANA 3aWNTbI 3NEKTPOHUKN KaMepbl OT CKa4YKOB HanpsiXeHus BO BPeMs nepexofHbix npoueccos. (Puc. 4.3).

I'Ip|/| ncnonb3oBaHMM BHELWHUX OaT4MKOB cneayeT NOMHUTb O TOM, YTO BXOAb!/BbIXOAbl TpeBOrn KamMmepbl

niormyeckune 1 JonyckaTtb NpeBbIeHne AONYCTUMbIX 3Ha4YeHW HanpsxeHus/Toka (5B/100mA) 3anpeLyeHo!

BHUMAHUE!

He peKoMeHOyeTCA BbINOJIHATb NOAKIIOYEeHNe yCTpOIZCTB npuv BKIMKOYEHHOM NMUTAaHNUN KaMepbl.
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MnaBa 5. HacTtponka npoBogHoro coeanHeHus anst Windows 7

Ona Toro 4to6bl IP-kamepa N320 pabotana B Bawen nokanbHOM ceTu COBMECTHO C
Bawumn komnbtoTepamu, HoyTOykamu n gpyrum obopyaoBaHMeM, Heobxooumo BKNOUUTL |P-
Kamepy B CETb B COOTBETCTBMM C HAaCTpOMKamMu SAHHOW CETU, Ansi Yero HeobxoaMMo onpeaenvTb

TEKyLLne HaCTPOMKM.

NMPUMEYAHUE!
OnuncaHne ycTaHOBKM W HacTpolku coeguHeHust ans Windows 7 BbinonHeHo Ha npumepe Windows 7
MakcumanbHas. Ha3BaHue NyHKTOB MEHI0 M HEKOTOPbIX (YHKUMA MOXeT oTnuvatbcs oT Baluen sepcuu

Windows, oagHako anropntm npmMBeaeHHbIX JeNCTBUI SIBNSETCH YHUBEPCArbHbIM.

5.1. OnpepeneHve napameTpoB JIOKaNnbHOM CeTU ANA MNPOBOAHOrO
noaknoyeHus
Mpn nogknioyeHMn C NOMoLbio kabensa nayT-kopg Heob6XOAMMO onpedenvTb Tekylime
HacTpovikn kabenbHon ceTn. NMpu nogkntoveHun no Wi-Fi (6e3 ncnonb3oBaHua WPS) Heobxoammo
onpeaenuTb HAaCTPOWKK Kak BecrnpoBO4HON CETU, TaK U NPOBOOHOWN CETW.
Onsa onpepeneHvs TeKywWMX HACTPOEK KOMMbiOTepa B JOKanbHOW MPOBOAHOM CeTU

HaxmuTe lMyck — lNaHenb ynpasneHus (Puc. 5.1).

fe Internet Explorer
C

Skype BEWARD

Microsoft Office Excel 2007 Aoy

W=zobpaeHnn
‘| Bnokrot
Mysbika
DVR Server
Wrpe
BRSController
Komnstotep
BEWARD IP Visor
Manens ynpasneHna
BEWARD Player
YcTpocTEa M NPUHTEpBI

58 . Cyxbel
-

Mporpammel No yMonuasuo

Cry#6el KOMNOHEHTOR
Cnpaska n nogaepxxa

Bce nporpammel

alimu npozpammel u gatine: | [Sascptiicrine paborar | > |

B oTkpbiBlIEMCA OManoroBoM OkHe BbiGepuTe NyHKT [[pOCMOTP cOCTOAIHUA ceTu U

3apav] B pasgene [CeTb n UHTepHeT] (Puc. 5.2).
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Windows 7

HacTpolika napaMeTpoB KoMMbloTEpa

CucTema W De30MacHOCTE
Mposepka COCTORHWA KOMMBIOTEPS
ApXMEMPOBAHWE A3HHBIX KOMMBHITERE

Mownck n ncnpaeneHne

npobnem

| l!'lgocmcrrp COCTOAHUA CETH 1 3343y I
-

Bribop napameTpos goMaluHed rpynnel v ebuiero

ACCTYN3 K A3HHBIM

OBopyaosanne n

3BYK

MpocmoTp yoTpoiicte u npunTepos
[obBaenenne ycrpoiicrea

Mporpamme

¥,AaneHne nporpammel

Puc. 5.2

- H TMouck & naHeAU ynpasieHus

Mpocmotp: Kateropwa ~

YueTHble 3anucK NoaL30BaTenei u

CeMelH...

@ Jo6asnenne n yaaneHue yHeTHBIX 3anncei
nonbscsaTensi

'@' YcTanoska pogMTENsCKOro KOHTRONA ANA BCEX
nobsosaTenei

OdopmaeHne v nepcoHanmsauma
Mzmenermne Temol

Mzmenenune dona pabouero cTona
HacTpoiika paspelueHna skpana

L‘laChl, ASbIK W PETWOH

CreHa packnagku KNaenatypel Wi Apyrix
cnocoBos BEoga

WM3amenenne asbika nntepdeiica

CneunansHele BO3MOXHOCTH
Pexomengyembre Windows napamerpel
OnTUMU3aLMA M306PaKEHNA HA IKPAHE

B oTkpbiBLEMCS AnanoroBom okHe Haxmute [loakntoyeHue no nokanbHon cetu] (Puc.

5.3).

Manens ynpasneqns -
ACMALUHAA CTpaHMLE

Mzmenenmne napamerpos
apanTepa

MzmennTe gononHuTensHble
napameTpsl obLLEMD AOCTyNa

WNzneren

&.

BEWARD

e
Heckoneko cetei

(3T0T KomMneoTER)

MpocMoTp aKTWEHBIX CeTEl

Cems 4
OBLecTEEHHEA CETE

WE CETEELIX N3PaMETROE

MpocMoTp OCHOBHLIX CBEIEHWIA O CETH M HACTPORKA NOAKIKUEHWIA

0 MpocvmoTp nonHoii KapTel

Wnteprer
MogknroYenne nnn oTKNOHEHE

Tun goctyna: WHTepHer

Moggnrovenna:

gl Hacrpoiika HoBOMD NOAKAMOHEHWA MAW CETH

=

Cha. Taicke
Bpanamayzp Windows
Aomalunan rpynna

CeoficTea cBospesatena

NMPUMEYAHMUE!

Hacrpoiika GecnposogHoro, LWMPOKONOAOCHOTS, MOgeMHOro, nparMore win VPN-nogenroqenna

WM 3KE HACTPOIIKA MApPLUPYTHIaTOpa N

MogniounTteca K ceTH

W TOHKK 4OCTyNa.

MeaknioyeHne WAW NOBTOPHOE NOAKMOYEHUE K BECNPOBOAHEMY, NPOBOAHOMY, MOAEMHOMY

CETEBOMY C WK NOAKr

kK VPN

Buifop AoMalLHER rpynnbl W napameTpos obLLero aoctyna

Joctyn k dalinam n NpUHTEPaM, PACNONOKEHHEIM H3 APYTUX CETEBBIX KOMMEHOTEPAX, MK
M3MEHEHWE N3PaMETPOE OBLLErD A0CTyNA.

YCI'DEHEHME HENON3Z0K
Jnarnoctuka u WCNPaBneHHE CETEBLIX N

Puc. 5.3

poBAEM WAKM NoAYHEHWE CEEIEHMA 0B nCnpaBneHnn,

I'Ipvl HaNM4YnUM HECKONbKNX NOOKIHOYEHUN BblﬁepI/ITe TO, K KOTOPOMY NniaHNpyeTcAa NOAKIMH4YNTb IP-Kamepy.

PyKOBOACTBO no NOoAKNK4YeHUnro

IP-kamepbl N320
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B oTkpbiBLUEMCS OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).

I Cocroamue - Mogkmouenne no NokansHoii cetn ﬂ

Ofwme

MNoaxntoyeHe
IPV4-NOAKMHOYEHUE: WHTEPHET

IPvE-NOAKMOHEHME: Bes noctyna k MHTepHeTy

COCTOAHWE CPEflbl: MoAkmoYeHs
ANUTENEHOCTE: 04:47:33
CropocTb: 100.0 MéwT fc

AKTMBHOCTL
OTnpasneHo —— Lﬁ! = [puHATO

o
Baitr: 79188 140 I 805 509 770

[ @Csoﬁcrsa ][@OTmmuMTb] [,ﬂuarHochK.a ]

Puc. 5.4

B AavanoroBoM OKHe CBOWCTB CETEBOr0 MOAKMOYEHUS HeobXoaMMO BblGpaTh MyHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.5).

[ Mogkmouenve no Aokanstoi ceTi - ceoiicTea ﬂ

Cemw | Oocyn

Momrniouerne yepes:

L¥ Realtek RTL8139/810x Family Fast Ethemet ceTesoi an:

OTMENEHHBIE KOMMOHEHTEI MCTIONEZYOTCA 3THM NOOKMIOYEHNEM

1B Kaspersky Anti-Virus NDIS 6 Fitter -
gﬂnanpoBmum nakeTos QoS
I Cryxfia gocTyna K eainam u HDHHTBDBM ceTei Micre—

paiiEep /8 TONONOra KaHaNkHOr o yPOBHA | 4
& Oemmni 0BHaPYXEHMA TONONOMM KaHaNLHoro YPoE =
| | 1

YeTaHosuT... Yoanum | CeolicTea I

Onucanne

MpoTokon TCP/IP - cTaHaapTHeIt NpoToKon rnoSansHen
CeTed, 06ECMNEYMBAIILMIA CEASE MEX Y PA3MM4HBIMIA
BSEMMODB“CTBWOLUMMM CeTAMA

Puc. 5.5

OTKpoeTCs OKHO, B KOTOpPOM OTobOpaxaeTrcs WHGPOpMauMs O HaCTpoWkax CeTeBOro
nogknoyeHns. BoamoxHbel ABa BapuaHTa HacTponkun IP-agpeca ceTeBoro nogknioveHus Baero
MK:

1. Nonyuutb IP-apgpec aBTOMaTu4vecku: IP-agpec HasHavaeTcs aBTomaTudeckn DHCP-
cepsepom (Puc. 5.6). Ecnu IP-agpec Bawewmy [MK Bbigaetcs aBTomatMyecku, toraa Aang

onpefeneHns napameTpoB NoKanbHOW ceTn nepenanTe K NyHkTy 5.1.1 gaHHoro PykoBoacTea.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl N320
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Ceoiictsa: Mpotokon WHtepHeta sepcinn 4 (TCP/IPv4) @lg

OBlwMe | AnbTepHATUEHERA KoHHrypaLIa |

MapaMeTpil IP MOMYT HA3HEYATHCA AETOMATUHECKH, BCIM CETh
NOAAEPHUBAET 3TY BOSHOMHOCTL, B NPOTWUBHOM CliyYae NapameTpel
TP MOMHO MONYYMTE Y CETEBOMD 3AMMHACTPETOPA.

(@ Mony-mTe IP-3Apec aBToNaTHHECKN I

() MicnonesosaTe cieayiowmil IP-anpec:
IP-agpec:
Macka noacets;

OICHOEHOA LMK

| (@ Mony4MTe agpec DNS-CEpBEPa SBTOMATHHECKH I

(71 MicnonbsosaTe cneayrowwe aapeca DNS-cepsepos:

Mpeano4mTasmeli DHS-cepeep:

ANETEPHATHEHEIA DMS-CepEep!

MoATEEPAMTE NEPEMETPEI MPK BeIX0AE [ ———

Puc. 5.6

2. Ucnonb3oBaTb cnepyrowmn IP-agpec: IP-agpec 3agaetcs nonb3oBaTeneM BpPYYHYHO
(Puc. 5.7):

—
Ceoiicrea: Mpotokon WhrepHera eeparn 4 (TCP/IPvA) @u

Ofiwme

MapameTpe! IP MOrYT HA3HAYSTLCA SETOMATUUECKM, BCIM CETh
NOAAEMKMBAET 3TY BOSMOMHOCTE, B NPOTMBHOM CNYYae NapaMeT Pl
IP MOMHO NOMYYMTE ¥ CETEEOMD SAMMHWCTPETOPS,

() MonyunTe IP-agpec SETOMATHIECKM

Wnonesosate ciedyrowmi IP-agpec: I

[P-aapec: 192 . 168 . O .
Macka noaceTi: 255,255,255,

OcHoBHOI Whkos: 182,168 . 0O .

Mony4uTe aapec DNS-cepsepa aBToOMaTHHEOM

(@) Mcnonb30BaTE CNEAVHOWWE anpeca DNS—cepBepos:I
Mpeano4nTastsii DNS-cepsep: 192.168. 0 . 1

AnbTepHaTHBHEI DNS-cepeep:

[ NoaTEEpAMTE NapaMeTpE Npu BEIXORE

Puc. 5.7

3anomHuTe NnbOo 3anuwinTe KOHUrypauuo ceTeBbix HacTpoek agantepa Bawero MK (IP-

agpec, Macka nogcetun, Cetesown wnto3, DNS-cepsep).

BHUMAHUE!
Ecnun Bbl He 3anucanu gaHHble TeKyLlero ceTeBOro NnoAKmYvYeHns, TO nocrne HacTponkn kamepbl N320
OyOeT HEBO3MOXHO BEPHYTb CETEBble HACTPOMKM KOMMbIOTEPA B MEpPBOHAYaNIbHOE COCTOSIHWE [AJIS

NOAKMIOYEHNS K NTOKanbHOM ceTu u/unm cetn ViHtepHeT!

PykoBoacTBO no noagkntoyeHuto IP-kamepbl N320
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5.1.1. OnpepeneHue napameTpoB ceTu Npu auHamu4veckom IP-agpece

NMPUMEYAHME!
[aHHbIn NyHKT PyKOBOACTBa NpefHas3HadeH AOns onpedeneHus napamMeTpoB fOKanbHOW ceTn npu

HasHayeHun |IP-agpeca Bawewmy MK aBTomatuyecku (DHCP-cepeepom).

Mogkntounte kommnbioTep (HOYTOYK) C¢ nomowibio kKabensa k Bawen nokanbHom cetn u
AOXONTECH OKOHYaHUSI NpoLecca NOAKITHYEHMS.
Mocne aToro Ana onpeaeneHns TEKYLUX HAaCTPOEK KOMMNbIOTEPA B fOKarbHOW NPOBOAHOM

cetn Haxmute lyck — NMaHenb ynpaeneHusi (Puc. 5.8).

@ Internet Explorer
C

@ Skype BEWARD

|23 Microsoft Office Excel 2007 -

-‘-"" BnokHoT

Mysbika
E DVR Server

Wrpsi
m BRSController

Komnetotep

@ BEWARD IP Visor
m BEWARD Player

i'(.. I':. CrysBel
a1t 'y

Manens ynpasnexns
YeTpoicTea w NpUHTEpPLI

porpammel No yMON4aHARD

@
0@, Cry#Bbl KOMNOHEHTOE
Cnpaska u nogaepxia

» Bce nporpammel

— - - — IS TTE————
‘ Halmu npozpamme u hatine Fe | 3aseplenne pabotel | + |

| | St sttt s |
T ® 8 & &
Puc. 5.8

B OTKpbIBWUEMCA OMarioroBOM OKHe Bbl6epI/ITe NYHKT [npOCMOTp COCTOAHUA CeTU "

3apnad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).

PykoBoacTBO no noagkntoyeHuto IP-kamepbl N320
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[ e

& » Manens ynpaenenma »

HacTpoiika napaMeTpos KoMMetoTepa

% CucteMa v BesonacHocTs
MpoBEpKa COCTOARNA KOMMBOTEPE
ApPXMBMPOBAHNE JBHHEIX KOMMEHOTEDE

Mowck u ucnpasneqne npoGnem

| lHSOCMOTp COCTOAHWA CETH M 33434 I

BolBop napamMeTpos 4oMALUHER rpynnsl n obuerc
ACCTYNa K A3HHBIM

OBopyaosaHue W 38YK
MpocMoTp YCTpoicTs M NpUHTEpOS
[JoBaeneHue ycTpoidcTea

MNporpammil

¥aaneHue nporpammbl

Puc. 5.9

Mpocmotp:  Kareropua

YueTHble 3anNUcK NOAL30BaTENed K

CEMEWH...

@,ﬂ,ofwaaﬂenhe 1 YARIEHUE YHETHBIX 3aNMCed
nonbseeaTenei

'@' ¥CTEHOBKA POAWTENBCKOD KOHTPONA ANA BCEX
nonkzoBaTenei

OdopmneHne W NepcoHaNnsaLmna
WMamererne Tembl

VameHenmne doHa paouero crona
Hacrpoiika paspeluema skpaqa

Yacel, A3LIK U pernoH

CreHa packnagkn KNaematypsl Mam 4pyri
cneceboe BECAA

VameHenmne asbika MHTEpdeiica

CI'IE‘LI,HBJIIJHIJIE‘ BO3MOXHOCTH
Pexomengyemere Windows napamerper
OnTrmmsaums n30Bpaxenna Ha IKpaHe

- || [Mouck & narenu ynpasncHus

B oTkpbiBLEMCS AnanoroBom okHe Haxmute [[loaknioyeHue no nokanbHon cetu] (Puc.

5.10).

HTepHET b LlenTp ynpasnenna ceTAmn u oBLymm JocTynom -

Manens ynpaenexns -
ACMALLHAA CTPaHMLE

V3MEHEHME NApaMETPOB e S
Easllis BEWARD
MzmennTe gonoaHuTenbHEIE (3707 KomnbtoTEp)

napameTpel obluero octyna MpocmoTp aKTUBHBIX CETER

Cets 4
CBuwecTeeHHaA CETE

MzMEHEHNE CETEBLIX NAPAMETPOE

Heckoneko cetefi

MNpocMoTp OCHOBHBIX CEEAEHWIA O CETH WM HACTPORKa NoAKAHYEHMA

0 MpocmoTp NonHo#R KapTel

WHTepHeT

MoAKNHYEHNE UK OTKNHOYEHHE

Tun goctyna: WHTEpHET

MogknoueHna:

gu HacTpoiika Hosore NogkntoHeHna nan CeT

HacTpoiika BecnpoeogHore, WMpoKononocHoro, MogemHore, npamoere wan YPMN-nogeaouenna

WM 2KE HACTPOIKE MApPLUPYTUIATOPa MK TOUKK A0CTYNa.

s. MoakntounTeca K ceTH

MoAKNHYEHME WKW NOETOPHOE NOAKS

CETEEOMY COEA) WAN NogKS

[Mouck & nasenu ynpasneHus yel

K Becnp
K VPN,

ﬁ BeiBop AcMaELUHER rpynnel n napameTpos obulere AocTyna

Cr. TaKCKE Joctyn k daitnam n NpuHTEPaM, PacNONOHKEHHBIM Ha APYTWX CETEBBIX KOMMNBFOTEDAX, MW

Bpanamaysp Windows
[omalukan rpynna YcTpanenne HENONAACK

CeoiicTea obospesatena

Puc. 5.10

NMPUMEYAHMUE!

W3MEHEHWE NAPAMETPOE ofwero AoCTyna.

JMarHoCTHKE M MCNpPaBNEHNe ceTesbx Npobnem nnKn nonyHedne ceegennid of ncnpasnesnn,

I'Ipvl HanM4MmM HECKOSbKMX CETEBbIX MOAKMOYEHUN Bbl6€pVITe TO, K KOTOPOMY nnaHNpyeTcA NOAKIIOYNUTb

IP-kamepy.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl N320
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B oTkpbiBLIEMCA OKHE HaxmuTe kHomKy [CBeaeHus] (Puc. 5.11).

4 CocroaHue - MNogkaroueHne No NOKANLHORA ceTh ﬂ

Obwne

MNoaknoYeHne
IPv4-noaKnoHeEHIe:
IPvE-noaktoHeHme:
CocToAHKME Cpedbil:

AnUTensHOCTE:

CKOpOCTE:

WHTEpHET

Bes poctyna k MHTEpHETY
Moarnioyero

04:47:33

100.0 MBuT fc

AKTMBHOCTL

OTnpasneHo — ;ﬁ!{ ——  MpuHATo
w7
baiiT: 79 138 140 I 805 509 770

[ @'Csoﬁcrsa ] [@'Oﬂmmumb] [,CluarHocrnK.a ]

Puc. 5.11

B OTKpbIBLUEMCA OKHE MOXHO YBUOETb I/IHC*)OpMaLl,I/II'O O TeKywem ceTeBOM NOAKNHYEHUN
(Puc. 5.12).

CEEAEHMA O CETEEOM no,q,unoqenuul u

JononHuTensHbie cBENeHnA o CeTH:

CaolicTeo ZHaueHue

COnpegenenHeii ans no....
Ormcanwe Realtek RTLE16BC{P)/E111C{P) Family P
Pusnyecrril agpec 00-24-1D-57-45-30

HCP ermiouer [Oa

ec [Pvd 152.168.0.14

Macka nopcem [Pvd 2h5.255 265.0
Lperina nonyuexa 11 aneapn 2011 . 10:27:11
Lperpna wctexkaeT 11 wespana 2011 r. 10:27:11
Wnios no ymonuaraio 1P 15216801
DHCP-cepeep [Pvd 15216801
DMNS-cepeep IPvd 192.168.0.1
WINS-cepeep [Pvd
CnyxGa NetBIOS yepes... [a
INokaneHelid IPvE-agpec... fe8D:3126:2820:8112:163%11
Wnies no ymonuaruio 1P
DNS-cepeep IPvE

4| 1

Puc. 5.12

Ecnu B oTkpbiBleMcst okHe Bbl yBuagenu cnepytowme ctpoku: [DHCP BknroveH] — [a,
[Appec IPv4— xxx.xxx.xxX.xxX] (F4e XXX.XXX.XXX.XXX — 3Ha4yeHue |P-agpeca), s3HaumT Bawemy MK
AN NPOBOAHOrO coeAuHeHus Obin HasHadveH IP-agpec, 3HayeHWe KOTOpOro ykasaHo B CTpPOKe
[Appec IPv4], macka nogcetn ykasaHa B cTpoke [Macka noacetm IPv4], agpec ceTeBoro wwto3a -
B cTpoke [lUno3 no ymonuaHuio IPv4], agpec DNS-cepBepa - B ctpoke [DNS-cepsep].
3anomMHuTe Nnbo 3anuwmTe KOHdUrypaumio ceteBblX HacTpoek agantepa Bawero MK (IP-agpec,

Macka nogcetun, CeteBon w3, DNS-cepsep).

PykoBoacTBO no noagkntoyeHuto IP-kamepbl N320
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BHUMAHMUE!

Ecnun Bbl He 3anucanu gaHHble TeKyllero ceTeBoro noakr4eHud, 1o nocne HaCTpOl7IKI/I kamepbl N320
6y,£|,eT HEBO3MOXHO BEPHYTb CETEBbLIE HaCTpOVIKVI KOMMNbOTEPA B NepBOHa4YalibHOE COCTOAHME ONA

NoaKIoYeHns K nokanbHon cetn n/mnu cetn NHtepHeT!

BHUMAHUE!

Ecnn B oTkpbiBwemcs AuanoroBom okHe [CBepmeHuss o ceTeBOM nopgkmntoyeHuun] Boel yBuaenu
cneaytowme ctpokn: [DHCP BknroueH] — [a, [IPv4-agpec aBTOHACTPOMKU — XXX.XXX.XXX.XXX] (rae
XXX.XXX.XXX.XXX — 3Ha4yeHue |P-agpeca), 3HaunT Bam He yganocb MogkmiounTbecs K ceTu no kabenbHomy
coeanHeHuto (DHCP-cepBep He npucBoun IP-agpec Bawemy [1K). [MpoBepbTe npaBUIibHOCTb

NOAOKITKYEeHNA K I'IpOBOﬂ,HOVI cetm wn B Cliydae HeobxoaumMocTu 06paTVITer K CUCTEMHOMY

agMuHucTpartopy Bawen cetn.

5.2. \3ameHeHMe napamMeTpoOB FfI0OKaribHOW CeTU AN NPOBOAHOIO NOAKMIYeHUs
IP-kamep

Mo ymonuaHuto IP-kamepa N320 umeetr IP-agpec 192.168.0.99. [Ons TOro 4rtobbl

MOAKIIOYMTBCA K Kamepe A1 NepBOHaYanbHOM HACTPOVikn Heobxoaumo, 4Tobbl Baw komnbloTep

Haxoauncs B TOM e noaceTu, 4to u kamepa. lNMpu atom IP-agpeca kamep, KOMMbLIOTEPOB U NHOObLIX

ceTeBbIX yCTpOI‘/‘ICTB B Ce€T He OO0JTKHbI CoBMaaaTh.

BHUMAHUE!
IP-kamepbl BEWARD N320 no ymonuaHuto umetoT IP-agpec 192.168.0.99! Ecnn Bbl nnaHupyete
nogkrtoyaTb HeCKosbKko IP-kamep, To Ansa nckrodeHus koHdnukra IP-agpecoB nogknoyante kamepbl No

OAIHOW 1 n3meHsnTe nx IP-agpeca Ha nobble cBoOOAHbIE M3 Baluen nokanbHom ceTu!

BHUMAHUE!
Ecnun Bbl yBepeHbl, 4To ceTeBon agantep Bawero MK, nogkntioYeHHbIn B NPOBOAHYO ceTb ¢ |IP-kamepon
nmbo Hanpsamyto k IP-kamepe, HaxoguTca B ogHom noacetu ¢ IP-kamepon, Toraa Bel MmoxeTe nepentu K

nyHkTy 5.3 naHHoro PykoBoacTea.

,D,J'IFI M3MEeHEHNA TeKyLMX HaCTpOeK KoOMnbTEpPa B nokarnbHomn I'IpOBO,El,HOIZ CeThn HaXXMute

Tyck — Manenb ynpaenerHus (Puc. 5.13).

PykoBoacTBO no noagkntoyeHuto IP-kamepbl N320
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| X5/ Microsoft Office Excel 2007

4
'd"‘ Bnoknot

@ DVR Server
m BR5Controller
m BEWARD IP Visor
Q EEWARD Player

_% CrnyBe

a
9‘, Crny#Bbl KOMNOHEHTOE

> Bee nporpammae

| Halmu npozpammsi u ghailabi

Puc. 5.13

obpaxeHnsa
VIy3blka

Wrpei

Komnetotep

MaHens ynpaeneHna
Ycrpoiicrsa n npuHTEpDI
Mporpamme! no ymon4aHno
Crpaska n nogaepxka

»

3aBepLUeHNe paboThl

B OTKpbIBLUEMCA OMaroroBOM OKHe Bbl6€pI/1Te NYHKT [npOCMOTp COCTOAHUA CeTu

3apay] B pasgene [CeTb n UHTepHeT] (Puc. 5.14).

QU

@ » [laHens ynpaeneqna b

HacTpolika napameTpoB KOMMbloTEpa

Ceth i MHTepHeT

&h [Mpocmorp cocroting cew v sanay]
=3

Buibop napameTpos ACMALUHER rpynnel n oBuiero
ACCTYNA K A3HHBIM

Cuctema v BE30NACHOCTb
I'Ipoﬁepka COCTOAHWA KOMNBHOTEPA
ApXV‘EMpUEEHIﬂE AdHHBIX KOMNBHOTEPA
Mowck 1 ncnpasneHne npoGnem

O6opyaosaHe 1 38yK
MpocroTp yCTpoicTe U NpUHTERCE
JloBasneHue yeTpoiictea

Mporpammeo

¥aanenne nporpammel

Puc. 5.14

o
_— )

Mpocmotp:  Kareropua

YueTHble 3anucK NoaL3oBeaTenei u

CEMEFH...

'@' JloBaenenue n yaaneHne yueTHEIX 3annceil
noAL30EaTENEd

'@' YcTaHoBKa POAMTENECKOTO KOHTPONA ANA BCEX
noL30BaTenei

OgopmneHne W NepcoHannsaLma
Mzmererme Teme

Wsmernenne dona paboyero crona
Hacrpoiika paspelenna 3kpana

Yacel, A3bIK U PETMOH

CMEHa packnagkm KNasnaTypol WK Apyrix
cnoceBos secga
MzmeHeHmne A3bika nHTEpdEca

CI'IE.‘LLI"IaJ'IthIE.‘ BOZMOXHOCTH
Pexkomengyenbie Windows napamerpel
OI'ITMMI/L’-ELI'ME M,’-DSFIE)KEHME Ha 3KpaHe

B oTkpbiBLIEMCA OKHE HaxmuTe «lloaknovyeHne no nokanbHomn cetn» (Puc. 5.15).

PykoBoacTBO no noagkntoyeHuto IP-kamepbl N320
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Marens ynpasneqna -
AOMALUHAA CTPaHMLa

zmerenmne napameTpos
ajanTepa

MamennTe goncaHuTentHble
napameTpel obLyere goctyna

Cra. TaroKe
bpanamaysp Windows
HomawHan rpynna

CeoiicTea oBospesarenn

NMPUMEYAHMUE!

I'Ipvl HanM4MM HECKOSbKMX CETEBbIX MOAKMOYEHUN Bbl6epVITe TO, K KOTOPOMY njiaHNpyeTCA NOAKIOYUTb

IP-kamepy.

BRI

% LY <« CeTh u VIHTEPHET b LLEHTP YNPAaBNEHUA CETAMN M OBLIMM AOCTYNOM - || [Mouck 8 naHeau ynpasneHua »

MpocmMoTp OCHOBHBIX CBEAEHWA O CETM M HAaCTPOMKa NOAKNMOUYEHWA

&; S i. 0 Mpecmotp nonHoii kapTel
» R —

BEWARD Heckoneko cetei Wrreprer
(3T0T KomnstoTER)

MpocMoTp aKTneHBN: CETER MogKntoyerne nan oTKIOYEHNE

Cems 4 Tun goctyna: IHTERHET
OBLUECTEEHHEA CETE MNogknoyeHna:

Wzmenenune ceTeBbix napameTpoe

@l HECTpDﬁKE HOBOTC NOAKNHOYEHHA MAK CETH

Hacrpoiika BecnposogHoro, WMpokonoaocHero, MogdemHors, npamoro unn VPN-nogkntouerua
WK 2KE HACTPOHKE MApPLUPYTU3aTopa AN TOYKN JocTyna.

‘5. MNogKnHYKUTECA K CETH

MeakaroueHne nan NOETOpHOE NOAKS K Becnpoeog) y, NPoBOA) Y, MOA
CETEBOMY COEIMHEHUHY MAKW NogkntodeHme Kk VPN,

Buifop AomMalLHed rpynnbl W NapaMeTpos obLUero AocTyna
Joctyn k daiinam u NpUHTEPaNM, PaCNONONEHHEIM HA APYTHX CETEBBIX KOMMBHOTEPAY, MAKN

W3MEHEHWE NAPAMETPOE obLyere AocCTyna.

YcTpaHeHne HENONAA0K

JuarHocTuka n NCnNpasneHne ceTeekix Npob. CEEAEHMI 0B McnpaBneHum,

Puc. 5.15

B oTkpbiBLIEMCA OKHE HaxmuTe kHonKy [CBomncTBa] (Puc. 5.16).

I Cocr - Mok

Ofiume

MoaknmoqeHe

IPv4-nogknioyeHme: WHTepHeT

IPvE-NoAKNIOYEHHE: Bes nocTyna k MHTepHeTY

MoaknioueHo
04:47:33

CocToaHue cpeasl:

AnuTensHoCTb:

CKOpOCTE: 100.0 MauT/fc

AKTUBHOCTE

y
OTnpaeneHo — &! ——  [MpuHATO

BaiT: 79 188 140 I 805 509 770

[@O‘rmouwrh] [ﬂuarHocrnKa ]

Puc. 5.16

PykoBoacTBO no noagkntoyeHuto IP-kamepbl N320
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B OTKpbIBLLUEMCA OKHE CBOWCTB CETEBOro MOAKMYEHMS Heobxoommo Bbl6paTb NYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.17).

[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa g

Cem | Ooctyn

MoaknioveHne yepes:

l_-?‘ Realtele RTL2133/810¢ Family Fast Ethemet ceTeson ag:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.Q Mnarmposwwk nakeTos QoS
QCnyxﬁa ADCTYNE K $aiinam W npuHTepam ceTel Micri—

=i ] HTeoHETE Bepci & (11 PyE)
-& MpoTtokon WHTepHeTa sepcim 4 (TCP/IPv4) .

=& [lpaiisep 6/B ToNonora KaHaneHoro YpoBHA

m

& OTBETUMK 0GHAPYXEHWA TONONOMMK KEHANEHOr 0 YDOE ~

] |
| )
Onucanve

Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHsms
ceTed, 06ECnEYMBaIOLLIMA CEBASE MEXKLY PASMM4HEIMK
E3EMMONEACTEYIOLLMMIA CETAMM.

[ oK ] [ Ommena

Puc. 5.17

OTKpoeTCs MeHI, B KOTOPOM HeobxoauMo YCTaHOBUTbL 3HayveHusa IP-agpeca u macku
noacetn. Boibepute nyHkT [Mcnonb3oBaTtb cnepyrwowmn IP-agpec] v Beeante csoboaHbin [IP-
appec] n3 noacetM kamepbl, Hanpumep 192.168.0.20, [Macky noacetun] 255.255.255.0,

ocTanbHble 3Ha4YeHns BBOAUTb HET HeobxoanmocTn (Puc. 5.18).

Ceoiictea: [Npotokon WktepHeta sepann 4 (TCP/TPvd) @g

Ofiwme

MapameTpel IP MOMYT HA3HEHATECA AETOMATUHECKM, ECIN CETh
NOAASPHUBEET STY BOSMOMHOCTE. B NPOTMBHOM Clydae napaMeTpel
IP MOXKHO NONYHKMTE ¥ CETEBOrD AMMHNCTPATOPE,

() NonyauTe IP-aapec SETOMATUYECKI

(@ Wmonb3o6aTh cneayowmi IP-anpec:
IP-appec: 192 .168. 0 . 20

Macxka noaceti: 255.255.235. 0

OcHOBHOIA WKo3:

MonyunTe aapec DNS-cepeepa aBTOMaTUYECKM

@) Wnonb3oBaTe CRenyowmMe aapeca DNS-cepeepos:

Mpeano4nTaeMkIid DNS-Cepeep:

AnbTepHaTHEHbIR DNS-cepeen:

|7 NoaTeepAMTE NapameTpel Npu BexonE
Comes

Puc. 5.18

[na npyuMmeHeHnsa nameHeHun HacTpoek Haxkmute kHonky [OK] anst Bcex OTKpbITbIX OKOH.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl N320
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5.3. Nony4yeHue pocrtyna K IP-kamepam

MonyunTb gocTyn K IP-kamepe Bbl MmoxeTe cnegyrowmnmm cnocobamu:
e C nomouwbto NO «BEWARD IP Installer».
¢ C nomouwpto meHto [CeTtb] OC Windows 7.

e C nomouwpbto 6paysepa Internet Explorer.

BHUMAHUE!
Mpn nogknoyeHnn IP-kamepbl K NOKanbHOM ceTu HEOBXOOUMO Y4UTbIBATb, YTO NO ymonyaHuto IP-kamepa

nmeet ceTeBou agpec: 192.168.0.99.

5.3.1. YctaHoBka «BEWARD IP Installer»

BcraBbTe guck ¢ nporpammHbiM - obecnedeHnem B npusog CD-ROM. Ha akpaHe
aBTOMaTUYECKN MOABUTCH MEHI0 ycTaHoBku (Puc.5.19).

Ona ycTtaHoBkn nporpammHoro obecneveHus Bblibepute [BEWARD IP Installer] u
BbINOMHUTE NPOLIECC YCTaHOBKM (NOAPOGHO npouecc yctaHoBku onucaH B «PykoBopacTteBe no
akcnnyaTtauum MO BEWARD IP Installer»).

BeWﬁRD NOCETWUTb CAMT | HA3AL | CBEPHYTb | BBIATW | ENZE

BEWARD IPS
lNpodeccroHansHoe NporpaMMHoe obecrneyeHmne
AnA NocTpoeHWA CUCTEMBI BesonacHocTK

BEWARD IP INSTALLER
MporpamMMHoe ofecnedeHne OnA NOMCKa
W HAcTpoKK IP-Kamep B ceTH

OOKYMEHTALUA

JoKyMeHTauMA ANA YCTaHOBHKKW W HACTPOMKW KaMep cepun N

PDF READER
MporpamMma gnA YTeHKAa JoKyMeHToB B popmate PDF

Puc. 5.19

5.3.2. Nony4yeHue poctyna K IP-kamepam ¢ nomouwbio MO «BEWARD IP Installer»

BHUMAHUE!
IOna nowucka IP-kamep ¢ nomowbto MO «BEWARD IP Installer» gomkHa 6biTb BKAOYEHaA nogaepkka
TexHonorun UPnP gnsa Bawero MK n ans IP-kamepel. s OC Windows 7 nogaepxka UPnP BkrntoveHa no

YMOYaHuHo.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl N320
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NMPUMEYAHME!
Ons IP-kamep BEWARD N320 ncnonb3oBaHne nogaepxkm texHonornm UPnP BkntoYeHO Mo yMon4aHuto.

Onsa noncka kamepbl ¢ nomowbto MO «BEWARD IP Installer» 3anyctute nporpammy npu

NnOMOLLUKN Apnblka Ha pa6oqu ctone. B OTKPbIBLLEMCA OKHE NOABUTCA CMUCOK BCEX aKTUBHbIX

Kamep u BuaeocepsepoB. Beibepute Tpebyemyto IP-kamepy n Haxmute [OTKpbITh B IE] (Puc.

- B
KoHdwmrypmposanue IP Bupeokamep / IP BuaeocepsepoBs BE@\VARD
O Kamepa |D. O nporpamme |
— CNMCOK HalgeHHbIX YCTPORCTE
YerpoicTED | IP-anpec | tMAC-aapec | [M0AHOE HAUMEHDESHWE | togent | ‘5 HacTpoiiku '
E Metwork. Camera 192168093 004B10034104  H.264 720P Wireless IP Cube C..  N320
T OtHoEnTe '
ahe
%+ COpocHacTpoek '
U Mepeaarpyaka I
d nouck || @  ompumeslE _J
- CoBeT
BrifepuTe cpegn HaMZeHHbIX HEOTX0gUMYID KAMEDY, @ 3aTEM HEXMUTE HeoXoguMyH EHONKY MeHw. HaxmuTe Monck
ANA Ha34ana HOBOro NoOWCKA.
Puc. 5.20
BHUMAHUE!

l'lpVIJ'IO)KGHVIVI Bawero aHTUBUPYCa N CETEBOIO 3KpaHa.

NMPUMEYAHMUE!
B Windows 7 gnsa koppekTHoun paboTbl nporpamMmmbl MoxeT notpeboBatbes 3anyck BEWARD IP Installer

NMPUMEYAHME!
Ecnun IP-ycTponcTBO (MnKM yCTPOMCTBA) HE MOSIBUNNCL B OKHE MOMCKA, TO HaXxXmuTe KHonKy [Mouck] ans

obHoBneHus cnucka (Puc. 5.20).

nosasuBLLEMCA KOHTEKCTHOM MEHIO Bbl6epV|Te NYHKT [3anycx OT UME€HMU aAMMHMCTpaTOPa].

Ona koppektHor pabotel BEWARD IP Installer Heobxoaumo [o6aBuTb €ro B CMUCOK OOBEPEHHbIX

OT MUMEeHN agMUHUCTpaTopa. D,J'IFI 3TOro0 HaXMUTe Ha ApJibike nporpamMmmbl HpaBOVI KMaBULLEN MbIWLK U B

PykoBoacTBO no noagkntoyeHuto IP-kamepbl N320
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5.3.3. Nony4yeHue poctyna Kk IP-kamepam ¢ nomowbo MeHro [CeTb] OC Windows 7

NMPUMEYAHMUE!

Ons IP-kamep BEWARD N320 ncnonb3oBaHue nogaepXkm texHonornm UPnP BkntoYeHO Mo yMon4aHumio.

Onsa noucka kamepbl ¢ nomowbio MeHo [CeTb] OC Windows 7 oTtkponte okHO [Mow

komnbloTep] 1 BoibepuTe nyHKT [CeTb] (Puc. 5.21).

¥nopagouute ¥ CeoiicTea cucTembl ¥aanuTe WA MSMEHWTE Nporpammy >

b 50 WsBpantoe 4 XKectkwe auckm (3)

Noxanexei guek ()

1[5 BuBnuoTern e'f,'-, — —
14,0 T ceoBoaHo 3 39,9 TB

| Noxaneneni guek (D:)

| &> 1M Komnstotep

= |
- S0 10815 coobogmo 109 16
I CeTb
Tranzcend (F)
P
== 161 I'E ceoBogto n3 232 Th

4 YCTpOWCTBa CO CheMHBIMKM HocuTenAMHA (1)

‘$ Nuckosog (A)

. |{ CONTENTMGR PaGowuan rpynna: BEWARD MamaTe: 4,00 6
‘ I Mpoueccop: Intel(R) Celeron(R) CPU ...

Puc 5.21

B nosiBuBLLEMCA MeEHIO HaWaUTe MHTepecylolee Bac yCTpOMCTBO U HaXXMUTe Ha HEM [Ba
pa3a NneBown KHOMKOW Mblln (Puc. 5.22).

Mocne atoro IP-kamepa N320 oTkpoeTca B 6Opay3epe, KOTOpPbIA YCTaHOBMEH MO

YMOJT4aHUIO.
"
[E=SNE >
¥nopagounte * LienTp ynpasneHnA ceTAMI 1 0BLLAM A0CTy oM £ s o+ O @
4 DoToKamepsl (6) -
0 WsBpanmoe o
I"tgl‘ o 12201 Megapixel IP Camera -
Bl Eutinvorexs H_JJ 004B10006404
R
\ | N320 H.264 Wireless IP Camera -
18 Komnbrotep [g l
Rﬂé! 001BFE045AA5
€ [
SiCery | g; N37210 2M Bullet IP Camera -
,%)J 004B1000A735
|é’li NS00 H.264 PoE Cube Camera -
H_)% | ooeiECsABAR
" sy N13201 Megapixel IP Camera - 004B100... Kareropui: @oTokamepb!
|!-{{IJ Ceresoe pasmelie.. HeonosHanHan cete

Puc 5.22
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5.3.4. Nony4yeHue poctyna Kk IP-kamepam ¢ nomowbto 6pay3sepa Internet Explorer

IOns poctyna k kamepe ¢ nomoulbto 6paysepa Internet Explorer HeoGxogmumo 3anyctuTb
Gpay3ep 1 B agpecHOM CTpoke BBECTU 3anpoc: http:/<IP>:<port>/;, rae <IP> — IP-agpec kamepsbl, a

<port> — 3Ha4yeHue http-nopTa), nocne 4ero HaxaTtb [[epenTn] nnéo [Beoa] (Puc. 5.23).

BHUMAHUE!
IP-kamepa BEWARD N320 no ymon4aHuto umeet ceteBon agpec 192.168.0.99, http-nopt 80.

NMPUMEYAHMUE!

Ecnu gns http-nopTta ucnonbsyetcsa 3HaveHve 80, Torga ans AocTyna k kKamepe B Gpaysepe A0OCTaTOYHO

BBECTM CTpoKy http://<IP>/, roe <IP> — |IP-agpec kamepbl.

' EI EE B
—
a'\_\/) = http://192.168.0.99/ P~aXx (2 MycTan cTpannua i * E?s’

Puc. 5.23

5.4. Nony4yeHue aoctyna K Be6-nHtepcency IP-kamepbl
Mocne Toro kak Bel nony4nnu goctyn k IP-kamepe nobbiM n3 cnocoboB, paCCMOTPEHHbIX B
nyHkTax 5.3.2, 5.3.3, 5.3.4 gaHHoro PykoBoacTsa, byaet 3anyweH 6paysep Internet Explorer, rae

OTKPOEeTCA OKHO aBTOpu3aunn and nonyyvyeHmda gocrtyna K Be6-MHTepcbe|710y yCTpOVICTBa.

NMPUMEYAHUE!

[na koppekTHon paboTel Beb-uHTepdpeiica IP-kamepbl Heobxoauma Bepcus Gpaysepa Internet Explorer

He Huxe 9.0.

BeeanTte nmsa nonb3oBartens un naponb, nocne yero Haxmute [OK] (Puc. 5.24).

BHUMAHMUE!
Mma nonb3oBaTens no ymonyaHuto: admin. Mapone no ymonyaHuo: admin.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl N320
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-
Bezonackocts Windows @

[na exoa Ha cepeep 192.168.0.99 no agpecy N320 H.264 Wireless IP
Camera HyHEI MMA NONE30EATENA W NAPCIE,

Mpegynpeskaenne: Cepeep Tpebyer Nepeadn MMEHW NONL30BATENA N
napons yepes HebesonacHoe coeguHeHne (Byaet eeinonHena oBeiyHan
NpoBEpKa NOAMUHHOCTH).

| admin ‘

[] 3anomHuTe yueTHbIE gaHHbIE

Puc. 5.24

Mocne ypayHon aBTOpM3aumm npu nepsoMm nogkntodeHnn OC Windows 7 6Gyget

GnokupoBaTb YCTaHOBKY npunoxeHust ActiveX (HeobGxoauMmo AN MpocMoTpa U30bpakeHus ¢

KaMepr), O 4yeM 6y/:|,eT cBunaeTenbCTBOBaTb CUCTEMHOE YyBEOOMI1EHUE B HMXHEN 4YacTu OKHa

Internet Explorer: «3ToT Be6-caWT nNbITaeTCA YCTAaHOBUTb Creaylolyd HaaCTPOWKY:

«AxMediaControl.cab» ot «BEWARD Co., Ltd». Haxmute Ha kHOnky [YcTaHoBuUTbL] Ans

npogosmkeHnst yctaHoBku (Puc. 5.25).

BHUMAHUE!

NMPUMEYAHUE!

coobuwenun B gpyrnx OC cemerictea Windows nnu B gpyrmux 6paysepax.

YcTtaHoBka KOMMOHeHTOB ActiveX Bo3MOXHa Tonbko Ha 32-6uTtHyto Bepcumio bpaysepa Internet Explorer.

B onepauuoHHoi cucteme, otnmnyHom ot Windows 7, nnm B 6paysepe, otnuyHom ot Internet Explorer 9.0,

Ha3BaHUS MEHK WU CUCTEMHble COO0OLLEeHMs MOryT OTNnun4aTbCA OT Ha3BaHWN MEHID N CUCTEMHbIX

PykoBoacTBO no noagkntoyeHuto IP-kamepbl N320
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W 192168.0.99 | |

‘q __;__-|l‘lu hittp://192.168.0.99/ p-B>X]|

=

N320 H.264 Wireless IP Camera

* X (HHOCMOTD] Hacrporkmn 1

(OO0 O 05-06-2012 11:32:43 | e | © 6 )

COPYRIGHT £ 2012 BEWARD Co., Ltd.Bre npams saumugsn:.

37107 BeB-CafiT NbITAETCA YCTAHOBMTE CAEAYHOLYto HagoTpoky: "AxMediaControl.cab” ot
"BEWARD Co,, Ltd".
MaKTopbI pUCKa

¥eTanoenTe

Puc. 5.25

Cuctema 6esonacHoctn Opaysepa Internet Explorer Takke ©OygoeTr aBTomMaTUYECKM

6nokupoBaTb ycTaHoBKy ActiveX. [Ins NpoO4OMmKeHNs YCTaHOBKM HaXXMUTE KHOMKy [YcTaHOBUTL] B

OKHe noaTBepXxaeHus yctaHoBku (Puc. 5.26).

Internet Explorer - Mpeaynpexgexve cuctemel GesonacHocTH [&J

YCTaHOBHT b 3TO NporpamMtuoe obecneyenne?

Wma: AxMediaControl.cab
WMzpatens: BEWARD Co., Ltd.

| % | pononHuTensHo | YCTEHOBMTb | [He YCTEHABNMEATD

B DaiANE M3 VHTEPHETE MOTYT BbiTh NONESHLI, HO 3TOT TN haiAna MoHeT
s ’ /  NOBPEAWTE KOMMotoTep. CReAyeT YCTaHaBMMEaTL NPOrpaMMsl, MONyHEHHbIE
= TONBLKO OT A0BEPEHHOND M3AaTENA, ‘I’ﬁNTOEb\ PUCKS

Puc. 5.26

NMPUMEYAHUE!
Mpu ycraHoBke ActiveX gna OC Windows 7 npu BKMHOYEHHOM KOHTPOSe Y4YeTHbIX 3anvcen Oyaet

OOMNOJNTHUTENbHO NMPOn3BOAUTLCA 6J'IOKVIpOBKa YCTaHOBKK, O 4eM nosb3oBaTtesiio 6y,u,eT BblOaBaTbCA

[OMONHMTENBbHOE onoBeleHne. OAns paspelieHna yCTaHOBKU Heob6XoauMO MONOXUTENIbHO OTBETUTL B

nodaBuBLLEMCA OMNANoroBomM OKHe.
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Mpy npaBunbHO BbIMNOSIHEHHbLIX AEUCTBUSAX Bbl cMoxeTe yBuaeTb nsobpaxeHue ¢ Bawen

IP-kamepbl yepes Beb-6paysep (Puc. 5.27).

G@ WY http://192.168.0.99/ £~ B ||WY192168099

BG\VARD N320 H.264 Wireless IP Camera

Li_,l \XJ [npocmorp] HacTpoiiku

| 2013-03-26 12:14:51 | @ =0 Q | @ @

COPYRIGHT © 2013, Beward R&D Co., Ltd. ALL RIGHTS RESERVED.

Puc. 5.27

5.5. UameHeHMe HacTpoek noakno4veHus |IP-kamepbl Yepes3 Be6-nHTepdenc
Mocne nopgkntodeHus k IP-kamepe N320 no npoBogHoOM ceTu HeobxoauMo M3MEHUTb
HaCTPOMKM Kamepbl Takum obpasoM, 4Tobbl OHa Haxogunacb B OAHOM MOACETU C ocTarbHbIM

o6opynosaHunem (Hanpumep, Bawum [MK).

BHUMAHMUE!

Ons pabotbl IP-kamepbl n Bawero MK Heobxogmmo, 4tobbl coBnaganu Tpu 4Yactu |IP-agpeca, 3a
WCKIIOYEHMEM YETBEPTON YacTh, 1 HEOBX0AMMO, YTOObI MOSIHOCTLIO COBNaaana Macka noaceTu.
Hanpumep, IP-agpec Bawero lNK: 192.168.50.40. IP-agpec pasgeneH Todkamu Ha 4veTbipe okTeTa. B
AaHHoM npumepe: 1 okteT — 192, 2 okteT — 168, 3 okTeT — 50, 4 okTeT — 40. Bam Heo6Xx0ONUMO N3MEHUTL
IP-agpec kamepsbl, 4TODObI y HEro NepBble TPW OKTETA COBMAZanu, TO eCcTb YTOObLI ObINO 3HAYeHUe BMAA

192.168.50.XX. YeTBepTbIi OKTET 00s3aTENbHO OOMKEH OblTb OTNMYHLIM OT 3HayeHust Ha Bawem [K, a

Takke gpyroro ceteBoro obopynoBaHus Bawen cetu (ecnm Takoe nmeetcs).
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[ns n3ameHeHUsi ceTeBbIX HACTPOEK B BEG-UHTEPAENCE HAXMUTE B FNaBHOM MEHIO Kamepbl

KHOMKY | X [HacTpouku] n nepengute B meHio Cemb — OcHo8HbIe (Puc. 5.28).

BE\VARD N320 H.264 Wireless IP Camera
| ﬂ ||X| 'WT PPPoE ‘[ Wi-Fi ‘[ WPS ]

Hudopmaymn

CHCTEMHDBIE MpoTokon WHTepHeTa Bepcuu 4 (TCP/IPv4)
> CeTb MAC-agpec

OcnoBHble ® NonyuwTs IP-aapec asToMaTHueckn (DHCP)

[ononHWTEnbHble _ .
@ HWcnone3oeaTe cnegyrowmi IP-agpec

MpocmoTtp

BocnpoM3BefeHHe IP-appec 192 . 168 . 0 . 99

CobbiTne Macka nogcetn 255 . 255 . 255 . O
OCHOBHOM LLLMHO3 152 . 168 . 0 . 1

@ Wcnons3oBaTs cneayolMe agpeca DNS-cepeepos

DNS-cepeep 1 12 . 168 . 0 . 1
DNS-cepeep 2 o . o . 0 . 0
HTTP
HTTP-nopT @ 80 © (1124 ~ 65534)
CoxpaHuTs ] [ OTMEHHTE
COPYRIGHT © 2013, Beward RE&D Co., Ltd. Bee npasa saupmuénb.
Puc. 5.28

Bo Bknagke [TCP/IP] HyxHO BBecTu TakuMe 3HayeHus |P-agpeca n gpyrmx ceTeBbiX
napametpoB pAns |IP-kamepbl, 4TOObI OHa Haxogunacb B OAHOM MNOACETM C  OCTalNbHbIM

obopynosaHunem (Puc. 5.28).

NPUMEYAHUE!
B cnyyae Heob6xoaMMOCTWM ONS Ha3HayYeHUs CETEBbIX HACTPOEK YCTpoWcTBam obpaTutechk k Bawemy

CEeTeBOMY aAMUHUCTPATOPY.

[insi COXpaHeHUs N3MEHEHWI CETEBbIX HACTPOEK NPOBOAHOIO COEANHEHNS HAXKMUTE KHOMKY
[CoxpaHuTb], Nocne Yyero B NOABMBLLMXCA OKHaX Heobxoanumo HaxaTtb KHonky [OK].

Ha atom HaCTpOIZKa npoBOAHOIro coeanHeHna and |P-KaMepr 3aBepLieHa.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl N320
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Ytobbl BEPHYTb 3Ha4YeHunA NpoBOOHONo CeTeBOoro NOoAKNKYeEHNA K YCTaHOBJIEHHbLIM paHee

3Ha4YeHuAM, BbINONIHUTE cneaywmne nencTeus.

Haxwuute lyck — lMaHenb ynpaeneHus (Puc. 5.29).

@. Internet Explorer
ST

| X2 Microsoft Office Excel 2007

-
_ﬂ Enoknot
@ DVR Server
@ ERSController
@ EEWARD IP Visor
m BEWARD Player

S5
g, CnyxBol

L

9‘, CryBel KOMNOHEHTOB

» Bce nporpammel

| Hatimu npozpamme u dhaiine

P ®

[NokymeHTbi
Vsobpaxenna
Myseika

Wrpei

Komnerotep

Makens ynpasnenna
Yerpoiictaa n npuHTEpBIl
Mporpamme Mo yumonuaHuo
Cnpaska n NoIepxKa
—_———
»

3asepuieHne paboTel

B OTKpbIBLUEMCA OMaroroBOM OKHe Bbl6€pI/1Te NYHKT [npOCMOTp COCTOAHUA CeTu

3apayv] B pasgene [CeTb n UHTepHeT] (Puc. 5.30).

@ v [Manens ynpasnexus »

HacTpoiika napaMeTpos KOMMetoTepa

CUCTEMA W DE30MACHOCTh
HpDEEpKE COCTOAHWMA KOMNBHOTERS
ApXMEMpDEEHIﬂE AGHHBIX KOMNBHOTEPS
Mowuck n ncnpaenedne npoénem

Cerhn WVHTepHeT
|HéDCMDTp COCTOAHKWA CETH M 33434 I

Buibop NapaMeTpos AomMaluHel rpynnel v obuiero

ACCTYN3 K S3aHHBIM

OBGopyaosanmne v 38K
MpocmoTp yeTpoiicTe u npuHTepos
[oBasnenue ycTpoiicTtea

Mporpammbl

YaaneHne nporpammel

Mpocmotp:  Kateropua +

YueTHble 3anucK Nonb3oBsatenei n

CEMERH...

'@' JloBaeneHne n yaaneHne yUETHBIX 2aNUCEd
noab3osaTenei

'@' YcTaHoBKa pOAMTENECKOTO KOHTPONA ANA BCEX
nofssosatenci

OgopmaeHre M NepcoHanMsaLma
MzmeneHune Temsl

HMzmenenne dona pabouero crona
HacTpoiika paspelueHma 3kpada

Yacol, A3bIK 1 PErMoH

CMEHE packnadky KNaBnatypbl WK Apyrix
cnocoBos BE04E
MameHeHne azeika nHTepdelica

CI_IE“I_I'Iv‘|134"II:|HI:\IE‘l BO3MOXHOCTH
Pekomengyemere Windows napamerper
OnTumusauma n30Bpaenna Ha IKpaHe

B oTkpbIBLIEMCSH OKHE HaxxmuTe [MoakntoyeHue no nokanbHoun cetu] (Puc. 5.31).
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GU

Manens ynpaenexma -
ACMELUHARA CTpaHNUE

&' — h-j R MpecMoTp NonHo KapTel
Mamenenne napametpos | ——— -

=EmEE BEWARD Heckoneko cetei WHTepHeT
IZMEHNTE ZONOAHWTENEHEIE (70T KoMABIOTE)

MpocMOTP OCHOBHBIX CBEAEHWA O CETH M HACTPORKa NOAKNHOUEHWA

napamMeTpel ofLLErD 4oCTyna MpocmoTtp akTuBHB ceTeil MoaknioueHne AN oTKAHOYEHNE

Cemn 4 Tun gocTyna: WNuTepHer
OBuwecTaeHHan ceT MogkntoueHna:

[3MEHEHWE CETEBBIX N apaMeTpoB

@i Hactpoiika HOBOrO NOAKNMOHEHNA MW CETH

HacTpoiika BecnpoBcdHoro, LWMPoKSNoADCHOrD, ModemHers, npamore wan VPN-nogentodeHns
WM KE HACTPOIKE MAPLUPYTUIaTOPa MK TOYKN AoCTyna,

-s. MoAKNHOYMTECA K CETH

rlO,D'KJ'IK)HEHME WNKU NOETOPHOE NOAKS K 6ECI",.;
CETEBOMY COEIMHEHWHD AW Nogkntodedine k VPN,

BoiBop AoMaluHed rpynnebl v napameTpos oblero aoctyna
Cha. TakoKe Aoctyn k daiinam u npUHTERaM, PacnonomeHHBIM H3 ADYTUX CETEBRX KOMMNBHITEREX, WAN
; W3MEHEHKE NapamMeTpoe oBlero gocTyna.
Bpanamaysp Windows s P !
JowmaluHas rpynna ¥cTpaHeHne Henonagok

Ceoiictea obospesatens AnarHocTika U NCNpasneHne ceTesbix NpoBRen WAN NoAyYeHUe CBEAEHNA 06 ncnpasneHn,

Puc. 5.31

B oTkpbiBLIEMCA OKHE HaxmuTe kHoMKy [CBomncTBa] (Puc.5.32).

@ CocroaHue - MogknoueHne No NOKaNLHOR CeTi i u

Ofume

MNoaknoyeH1e

IPv4-NoaKIOHERre: WHTepHeT
IPvE-NOAKIIOYEHME: Bes aoctyna K MHTepHeTY
COCTOAHWE cPedbl: MoprnoYeHo
JNUTENBHOCTE: 04:47:33
CKOpOCTb! 100.0 MéuT fc

AKTHBHOCTE

|
OTnpaBneHo —— %g ——  TpuHATO

79188 140 I 805 509 770

[ @Cﬁoﬁnaa ][@D‘rmﬂl—m‘rb] [ﬂmarHocrw(a ]

Puc. 5.32

B OTKpbIBLUEMCA OKHE CBOWCTB CETEBOro MOAKMYEHMS Heobxoammo Bbl6paTb NYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.33).
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[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa u

Cem | Ooctyn

MogrnioveHing yepes:

l_-?‘ Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.Q Mnarmposwwk nakeTos QoS
[w] QCnyxﬁa AOCTYNE K aifnam 1 I'IDMHTEDEM ceTeit Micro—,

W] .2 NpoTokon MHreoHeTs Be:

-. P MpoTokon HHT&;Hem BEPCHN -i{TCF‘ 'IF‘v-iI .

vl i Tlpaiteep 6/5 TONDNOra KaHAMEHOMD YPOBHA B
i OTBETUMK oﬁHapyxemn TOMONOrWKM KEHANEHOM0 YPoE ™

[l | [

YCTaHOBMTS ... Yoanuts | Caoncma I

Onucanve
Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHsms
ceTed, 06ECnEYMBaIOLLIMA CEBASE MEXKLY PASMM4HEIMK
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.33
OTKpoeTCcs MeHl, B KOTOPOM HeobxoouMo 3adaTb 3HAYeHUs1 CeTeBbIX HAaCTPOeK,
YCTaHOBIIEHHbIX M3Ha4anbHO (CM. NyHKTbI 5.1, 5.1.1 aaHHoro PykoBoacTea).
Ecnu mnsHavanbHo IP-agpec Bawewmy MK HasHavyancs aBTomaTuyecku, Torga Bblbepute
nyHkTbl [Monyuntb IP-agpec aBtomatuyecku] wn [[onyunts appec DNS-cepsepa

aBToOMaTM4ecKku], nocne yero Haxmute kHornky [OK] ons Bcex oTKpbITbiX OKOH (Puc. 5.34).

Ceoitcrea: Mpotokon Mutepreta sepcun 4 (TCP/IPv4) lélg

Ofiwme ANbTEPHATMBHAA KOHQHI YpaLma ‘

MNapameTpel IP MOryT Ha3HAYATHCA SETOMATHHECKM, BCAM CETh
MOAAEPHUBSET STY BOSMOMHOCTL, B NPOTMBHON ciyYae NapaMeTpel
IP MOXHO MOAYUWTE ¥ CETEEOr0 AAMMHUCTPATOPA.

|a Monywits IP-aapec aBTOMATHYECKK I

(0) MNoNb30BaTE CREAYKOWMIA [P-aapec:

IP-aapec:
Macka noareTH:

QCHOBHOA WK

| (@ Monysntb anpec DNS-CepEEpa SETOMETUHECKK I

() Minonb308aTh CNEAYIOWAKE aapeca DNS-Cepsepos:

MpeanouMTaemeR DHS-cepeep:

AL TEPHATHEHEIN DN3-CepEep:

MNoATSEpANTE NEPEMETPEI NP BhIX0AE ——

Puc. 5.34

Ecnn mnsHavanebHo IP-agpec Bawemy MK 6bin 3agaH BpyyHylo, Torga BblbepuTe MyHKT
[Mcnonb3oBaTb cnepyrowmn IP-agpec] n 3anonHute Heobxoaumble nons (CM. NyHKT 5.1

AaHHoro PykosoacTea), nocne yero Haxmute kHonky [OK] ans Bcex oTKpbIThbiX OKOH (Puc. 5.35).
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Ceoitcrea: Mpotokon Muteprera eepcun 4 (TCP/IPv4) @g

Ofwme

MapaMeTpl IP MOTYT HE3HEHATECA AETOMATUHECKM, BCIW CETh
NOAAEPHMBAET STY BOSMOMHOCTE, B NpOTHSHOM Cryyae MapaMeTpel
IP MOXHO NONYYMTE ¥ CETEBOr0 aAMUHUCTPETOPE.

() MonyuuTe IP-aapec aBTOMaTUUECKM

@ Wnonb30BaTh Cneayrowmi IP-aapec: I

IP-agpec: 192.168. 0 .
Macka nonceTu: 255 . 255 . 255 .

OcHOBHOI WAk 192.168. 0 .

Mony-mTe agpec DN5-cepsepa asToMaTHHecM

@ Wcnonb3oBaTh cieayowme anpeca DNSﬂpBEmBlI
MpeanounTaemeni DMS-cepsep: 192.188. 0 . 1

AnbTepHaTHBHEIR DNS-cepeep:

[FInoaTeepanTs napameTpe npu seixone

Puc. 5.35

5.7. TlpoBepka npaBUNBLHOCTM HACTpPOeK Mnoakn4vyeHusa IP-kamepbl K
NnoKarnbHOW ceTu
[na KOHTpoNns npaBWNbHOCTM CETeBbIX HAaCTPOEK KaMepbl W KOMMNbIOTEPA HYXXHO
NOAKMYNTBECS K Kamepe Yepes 6paysep Internet Explorer.
3anyctute 6paysep Internet Explorer. na atoro Haxmute lMyck — Bce lpoepaMmbi v

BblbepuTe cTpoky [Internet Explorer].

Beeante B agpecHom cTpoke |IP-agpec, nNpuUCBOEHHbLIN Kamepe (Hanpumep:
http://192.168.0.99) (Puc. 5.36).

[ L= Ehg1
e@ @ hitp://192.168.0.99/ 0 + > % || @ nycras crpannua = AL

-

Puc. 5.36

Mpn npaBunbHBIX HACTPOMKaxX OTKPOETCA MEHI0 aBTopusaumn. [Ina aBTopmsaumm BBeauTe
UMs nonb3oBaTtens u naponb, nocne vero Haxmute [OK] (Puc. 5.37).
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BHUMAHMUE!

Mms nonb3osaTtens no ymonyaxuto: admin. Maponb no ymonyaxumio: admin.

L

[na exoga na cepeep 192.168.0.99 no agpecy N320 H.264 Wireless IP
Camera Hy:HbI WA NONBI0BATENA W NAPCIE.

Mpegynpesxaenne: Cepsep Tpebyer NEpeaa|n MMEHN NONB30EATENS 1
napons 4epes HebesonacHoe coeguienne (ByaeT spinonrena oBbi4Han
NPOBEPKA NOANMHHOCTI).

. —

[ 3anomMHUTE yHETHBIE AaHHBIE

Puc. 5.37
Mpn npaBWbHO BbLINOMHEHHBLIX AEUCTBUAX Bbl cMOXeTe 3anTn B BeG-uHTEpdenc yepes
Gpaysep v yBnaeTb nsobpaxeHue c Bawen IP-kamepbl (Puc. 5.38).

oo

BG\VARD N320 H.264 Wireless IP Camera
@ \XJ [I‘Ipocno‘rp] Hacrpoiku

WY http://192.168.0.99/ £~ B X ||WY192168099

| 2013-03-26 12:14:51 | @ —e= | ©® ®

COPYRIGHT © 2013, Beward R&D Co., Ltd. ALL RIGHTS RESERVED.

Puc. 5.38

NMPUMEYAHMUE!

B cnyyae HeynoayHOro COeAUHEHUs C KaMepoW MpoBepbTe MPaBWUMbHOCTb MOAKIIOYEHUS] K MPOBOAHOM

CeTU, BEPHUTECH B Ha4Yano AaHHOW rMaBbl U MOBTOPUTE HAcTpoKKy. B cnydyae HeobxoammocTn obpatutecb
K CUCTEMHOMY aAMUHUCTPaTopy Bawen ceTu.
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Nnmaea 6. HacTtpouka 6ecnpoBogHoro Wi-Fi coeguHeHus

6.1. O6wme cBegeHusi o 6ecnpoBogHom Wi-Fi nogknrouyeHun IP-kamepbl N320
[nsa toro utobbl IP-kamepa BEWARD N320 pa6oTtana B Bawen 6ecnposogHon Wi-Fi cetn
COBMECTHO C Bawwumu komnbroTepamu, HoyTOykamy u apyrum obopyaoBaHueMm, Heobxoanmo
BKMNOUNTb IP-kamepy B ceTb B COOTBETCTBMM C TEKYLLMMU HACTpoOWMKamMu gaHHOW GecnpoBOLHOM
ceTu. MNoaknoyeHne MOXHO BbINONTHUTL creayowmmmn cnocobamm:
o [logkniounte IP-kamepy, wucnonb3ys TexHonormwo WPS, «koTopas nossondeTr
aBTOMATMYECKM NONYYUTb OaHHble, Tpebyemble cucTtemon 3awmnTbl 6ecnpoBOAHON CEeTH

(Mpwn ycnoBuu, 4YTO CeTb ABNAETCSH 3aLUULLEHHON).

BHUMAHUE!
HacTtporika IP-kamepbl ¢ nomoLbo pyHkumm WPS BO3MOXHa TOMNBKO MPUW YCMOBMM, YTO MapLUpyTM3aTop,

K koTopomy Bbl xoTute nogkntountbes no Wi-Fi coeanHeHnto, nogaepXnuBaeT gaHHY QyHKUMIO.

o [logkntountcsa k kamepe 6e3 ncnonb3oBanus TexHonorum WPS. [Ina storo HeobxogmMmo
CHa4yana onpegenuTb HacTponkn Tpebyemoro Wi-Fi coegnHeHns npu nomowu:
MEHI0 HacTpoek Balwlero mappyTtmnsatopa (CM. MHCTPYKLUMIO MO 3KcnnyaTaumm Bawero
MapLupyTM3aTopa) unuM npu nNomoLiM Apyroro obopynoBaHusi, NOOKMIOYEHHOTO K HEeMy

(Hanpumep, HOyTOYKA).

6.2. Noaknro4veHne kK 6ecnposoaHoun Wi-Fi cetn ¢ nomouwbio WPS
Cnocobbl nogkntoveHusa k 6ecnposogHon Wi-Fi cetn ¢ nomowbto WPS MOXHO yCnoOBHO
pasgennTb Ha ABa Tuna:

e Cnocob HacTponku, Npn KOTOPOM HeobxoanMo caenaTtb COOTBETCTBYHOLLUME U3MEHEHUS
B BeO-mHTepdpence IP-kamepbl, a Takke B Beb-uHTepdenice Toro Wi-Fi
MapLupyTM3aTopa, K KoTopoMy Bbl cobrpaeTechb NogKNIOYNUTLCS.

e Cnocob HacTponkm GecrnpoBOAHOrO COEOMHEHMS, MPU KOTOPOM HET HeobXxoaumMocTu
3axoauTb B Beb-mHTepdenc Wi-Fi yCTponCcTB, a OCTaTOMHO BCEro Nulb NooYepenHo
HaxaTtb kHonkn WPS Ha kopnycax Wi-Fi ycTponcTs.

O6a cnocoba nogkntoveHnsa 6onee NogpobHO ONUCaHbI HUXE.

6.2.1 MNogkniovueHne ¢ ucnonb3oBaHuem Beb-uHTepdenca IP-kamepsbl
Monyunte poctyn k BebG-uHTepdency IP-kamepbl nobbiM 13 cnocoboB NPOBOAHOMO
coefMHeHUs, OnNncaHHbIX B NyHKTe 5.3 gaHHoro PykoBoacTea.

B oTkpbiBLIEMCA OKHE BBeAMTe UMSA nonb3oBatens u naposnb (Puc. 6.1).
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Mms nonb3oBaTtens no ymonyaxuto: admin. Maponb no ymonyaxuio: admin.

na exoaa Ha cepeep 192.168.0.99 no agpecy N320 H.264 Wireless IP
Camera Hy>kHbl MMA NOAB30BATENA W Naponk.

Mpegynpexaeqne: Cepeep Tpebyer NEpesayYn MMEHN NOME30BATENA W
napona yepes HebesonacHoe coggHerne (Byaer BpinonHeHa obGbldHaR
NpoBEPKE NOLIMHHOCTH],

e

| admin |
l

]

[T] 3anomHuTs y4eTHBIE AaHHBIE

Puc. 6.1

Mocne ycnewHon aBTopu3aumm B bpaysepe nosiBUTCA rnaBHoe MeHo Beb-uHTepdenca IP-

Kamepbl. Haxxmnte B 9TOM MeHIo KHOMKy Hacmpouku - X (Puc. 6.2).

a@ WY http://192.168.0.99/ P~ B¢ x||)192168099

BG\VARD N320 H.264 Wireless IP Camera

[ MpocMoTp ] Hacrpoitku

| 2013-03-26 12:14:51 l @ —a= | (@) @_]

COPYRIGHT © 2013, Beward R&D Co., Ltd. ALL RIGHTS RESERVED.

Puc. 6.2

3aTtem nepengute B MmeHio Cemb — OcHo8HbIe - WPS. [Insa BknioyeHus yHkunn WPS B

AaHHOM MeHio Bblbepute onuuio  «BKMOYeHO», nocne 4Yero CTaHyT [AOCTYMHbI
nokasaHHble Ha PucyHke 6.3.

NYHKThI,
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.
BE\VARD N320 H.264 Wireless IP Camera
‘ X TCP/IP ]’ PPPOE T Wi-Fi WPS
WudropMauna
CHUCTEMHble WLAN
= CeTb WPS BrYeHo |Z|
MAC-agpec
JononHutensHble
IP-agpec
MpocmoTp
BoCnpon3BefleHue MeToq @ PBC © PIN
CofibiTue 0BHapy¥eHHbIe GecnpOBOAHLIE CETH
ESSID CHreEan PezmuM
NOAKAKUATLCS ] [ OTKMOUMTS ] [ OBHOBUTE
COPYRIGHT & 2013, Beward R&D Co., Lid. Bee npaca sammweno.
Puc. 6.3

Mone [OOHapyXeHHble OecnpoBoAHble ceTU| npegHasHayeHo AN OToOpaxeHus

AOCTYMHbIX K NOAKMIOYEHMI0 6eCnpoBOAHbIX CETEN C BKMOYEeHHON dyHKumen WPS.,

BHUMAHUE!

BecnpoBogHble cetn ¢ dyHkumen WPS oTobpaxaloTcss B OaHHOM Mofie TONbKO Torga, Korda Ha
MapLUpyTM3aTope BKMYEHa AaHHas OYHKUNSA 1 HAXOAUTCS B JAHHbBI MOMEHT B aKTUBHOM COCTOsIHMM. Ha
HEKOTOpbIX MOZEnsX MapLUpyTU3aTopoB akTuBHoe coctosiHne WPS gnutca 2 muHyThl. [NogpobHoe
onucaHue paboTtbl yHkuun WPS ons Bawero maplupytmsaTopa OOSPKHO HaXOAWUTbCS B MpunaraemMon K

HEeMY MHCTPYKLUN.

B nyHkTe meHto [MeToa] Ang Beibopa AOCTYNHbI ABa METOAA HACTPOWKMK:

[PBC]: ato cnocob HacTtpomnkm 6ecnpoBogHoro coeaumHeHunss 4depe3d WPS nytem
nooyepeaHoro Haxatus kHornkn WPS Ha oboux yctpouncteax. Mocne HaxaTusi KHOMKK
HeobxoauMO noJoXaaTb HEKOTOpOe BpeMs, NOoKa 3aBepLunMTcs npouecc nepenaydv
HaCTpOeK Mexay MapwpyTtusatopom u IP-kamepon. Kak npaBuno, y 6onblimHcTea Wi-Fi
YCTPOWCTB C noaaepxkom TexHonormn WPS npouegypa nepegadn v npuUMeHeHus
CeTeBbIX HACTPOEK ANMNTCA NPUMEPHO 2 MUHYTBI.

[PIN]: paHHbIM cnocob oTnuyaetcs oT crnocoba [PBC] Tem, 4TtOo Ons HacTpOMKM
©ecnpoBogHoro coeaguHeHust Heobxogmmo BBecTu PIN-kog, creHepupoBaHHbIn |P-
KamepoKn, B COOTBETCTBYKOLME HacTporkn WPS Ha maplpytusatope, Nocrne 4ero
HacTpovikn 6ecnpoBoAHOro coeauHeHus 6yayT nepenaHsl He ntobomy Wi-Fi yCcTponcTBy
c nogaepxkon WPS, a Tonbko Bawen IP-kamepe, Ha koTopon 6bin creHepuposaH PIN-

koa. PIN-kog oToGpaxxaeTca B HEOOMbLLIOM NOJie PSAOM C NOJNOXEHUEM MNepeknovaTens
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[PIN]. Ons co3gaHus HoBoro PIN-koga ucnonb3ynte kHornky [HoBbin PIN-koa] (Puc
6.3).

NMPUMEYAHUE!
MNpy 3anycke npouecca noucka W HacTPOWKM MOAKMoYeHUs IP-kamepbl MHAOMKATOP MUTAHUSA Kamepbl

MUraeT po3oBbiM LIBETOM.

BHUMAHUE!

MoppobHoe onucaHue BBoga PIN-koga Ans KOHKpPETHOW Mogenu MapllpyTtu3aTtopa B pamMkax AaHHOro
PykoBoacTBa He paccmaTtpuBaeTcsl, Tak Kak npeanoniaraeTcsi, YTO OHO OMUCAHO B WHCTPYKUUWU K
MapLlpyTMsaTopy. Takas WHCTPYKUMSI MOXeT HaxoouTbCsl Ha calte npousBoguTtens Bawero

MapLpyTmusaTtopa unnm natn B ero Komnnekraumu.

Ecnn BbiOpaH meTog HacTporkum [PBC], TO Ona ycCTaHOBKM COeOMHEHUst cnegyet
BbINONHUTL CreayoLme LWwaru:

LWar 1: skntounte hyHkumo WPS Ha Bawem maplipytmnsaTope B akTUBHOE cocTosiHMe. [1ns
3TOro ecTb ABa crnocoba:

o  ®dusnmyeckn Haxatb kHonky WPS Ha kopnyce Bawero mapLupyTtusartopa.

e HaxaTb KHOMKy B HacTpovikax Beb-nHTepderica Bawero mapwpyTtunsaropa.

Bbibop cnocoba BKITHOYEHUSA aKTMBHOrO cocTosiHus WPS He umeeT 3HadveHus. [locne
BbINOSIHEHWNST AAHHOrO LWara ANUTEenbHOCTb akTUBHOro coctosHua WPS 6ygeT npogosmkaTbCa
OrpaHNYEHHbI MPOMEXYTOK BpemMeHu, n Bam HeobGxoammo OyaneT 3a 9TO BpemMs BbIMOMHUTL
ocTanbHble warn (06bI4HO Ha 3TO OTBOAUTCH AOCTAaTOMHO BPEMEHU — OKOSO 2-X MUHYT).

War 2: Haxmute kHorky [O6HOBUTBL] B MeHIO HacTpoek kamepbl Cemb — OCHOBHbIE —
WPS, 3atem goxagutecbh nosiBNneHus B cnucke Bawewn 6ecnpoeogHon cetn (Puc. 6.4).

LWar 3: Bbibepute B cnuncke Bawy 6GecnpoBoaHyto ceTb, B A4aHHOM npumepe 310 BEWARD.

War 4: HaxmuTe kHonky [[MoaknouuTbCA], Nocne 4ero Ha 3KpaHe MOSABUTCH OKHO C

OXngaHuem HacTpownku nogknodeHus (Puc.6.4).

-
2} http://192.168.0.99/progress.htm - Internet Explorer, optimized for Bi.. L =1 éj

|“‘J http://192.168.0.99/ progress.htm D|

-

MomanyiicTa, nogowauTe

Puc 6.4

LWar 5: nogoxauTte oKono ABYX MUHYT AN 3aBepLUEeHUs onepauumn HacTPOMKN.
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Mocne BbinonHeHus Wara 1 nosasuTca OkHO, oToBpaxatowee xo4 noakntoyeHus (Puc 6.4).

MNoka AaHHOE OKHO OTKPbITO, MEeXAy MapLupyTu3aTopoM W IP-kamepon npoucxoguT yCTaHOBKa
6ecnpoBogHOro coeanHeHus. B cnyyae ycnewHoro 3aBepLueHns HacTPOMKN COEAUHEHNS B OKHE
nosBMTCA Hagnucb Buaa: Connecting to AP(BEWARD)...success! (Puc 6.5). B ckobkax ykasaHo
UM MapLupyTusaTopa (TOYKM [OCTyna), K KOTOPOMY MpPOU3OLWINO MNOAKMYEeHne, B AaHHOM

npumepe ato BEWARD.

.
/& http://192168.0.99/progress.htm - Windaws Internet Explorer = et e

‘:é'_; http://192.168.0.99/progress.htm ‘ ] ‘

Connecting to AP(BEWARD)...

3aKpuiTh

@ WMHTEpHET | 3aLLMLLIEHHEIR DEKUM: BbIKA, fa v H100% -

Puc 6.5
Ecnu nogknioyeHve npongeT HeydayHo, TO MO OKOHYaHWWM onepauuum B AaHHOM OKHe
nosisutca Hagnuce: Fail! (Puc 6.6). B aTom cnyvae nonpobynte NOBTOPHO MPOBECTU HACTPOMWKY,

npegBapuTeNbHO 3aKpbIB OKHO 00 oLmnokKe.

/& hitp//192.168.0.99/progress.htm - Windows Internet Explorer = it

|g http://192.168.0.99/progress.htm |E|

3aKphITh

& Vureprer | 3aumiennenii pesoam: sk, fa v ®100% -

Puc 6.6
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[na NOBTOPHOW HaCTPOMKMN NOBTOPUTE Larn ans nogknoveHnsa metogom [PBC] (c 1 no 5).

Ecnn no kakum-tTo npuymHam Bam He ypaeTca HacTpouTb GecrnpoBoAHOE coeauHEeHUe,

obpaTuTech 3a NoMoLLbIO K Baluemy cucteMHOMY aaMUHUCTpaTopYy.

Ecnu BbI6paH meTog HacTponku [PIN], To AN yCTaHOBKW coeQUHEHWs cneayeT BbINONHUTb
cnegyoLime waru:

LWar 1: creHepupyiite u 3anomHmte PIN-kog ¢ IP-kamepbl, npy HEOGXOANMMOCTM 3anuLINTe
ero unun ckonupymnTe.

War 2. 3angute B BeG-uHTepdenc mapwpyTtmsatopa (ToukuM [OcTyna) M Ha
cooTBeTCTBYOWeEN cTpaHuue Hactpoek (WPS) Beeamte PIN-kog IP-kamepbl B none PIN-kon
KnueHTa (CM. pyKOBOACTBO MOMb3oBaTens Ansa maplpyrtusaropa).

War 3: HaxXmuTe B 3TOM >XE€ MEHI0 MapLpyTusatopa COOTBETCTBYHLLYIO KHOMKY ANis
3anycka HacTtpounkn WPS (cMm. pykoBOACTBO NOSib3oBaTeNsa Ans MapLipytmsartopa).

War 4: Haxmute kHonky [OBGHOBUTBL] B MeHIO HacTpoek kamepbl Cemb — OCHOBHbIE —
WPS 1 goxgutecb nosiBfieHns B cnucke Bawwen 6ecnpoBogHon cetu (Puc. 6.3).

LWar 5: BbiGepute B cnucke Bawy 6ecnpoBogHyto ceTb, B AaHHOM npumepe ato BEWARD
(Puc. 6.3).

War 6: HaxmuTe kHOMky [MMoAknYUTBLCA], NOcne 4Yero Ha 3KpaHe MNOSABUTCH OKHO C
OXMAaHMeM HaCTPOWMKM NOOKIIOYEHUS.

War 7: oxugante 3aBepLUeHUs onepauun HaCTPOMKU NPUONU3NTENBHO B TeYEHWe ABYX
MUHYT.

Ecnu Bbl npaBunbHo BBenu PIN-koA, onepauunsa nogknoyeHns NnpormaeT YCneLwHo, U B OKHe
oXugaHus MOAKITIOYEHNS IP-kamepbl NnosIBUTCS Hagnucb  Buaa: Connecting to
AP(BEWARD)...success! (Puc 6.5). Ecnu kamepe He ygactcsa yCTaHOBUTb COeANHEHME C TOYKOM
AocTyna, TO B AaHHOM OKHe nosBuTca Hagnuck: Fail! (Puc 6.6), B TakoM cnyyae nonpobyinTe
nosTopuTh Warmn (¢ 1 no 7) gna nogkntodeHns metogom [PIN]. Ecnv Bam He ygaetca HacTpouTb
becnpoBogHOe coedvHeHwe, TO obpatutecb 3a nomowpbld K Bawemy cuctemHomy

agMUHUCTpAaTopy.

BHUMAHUE!
MoppobHasa HacTporika yHkuum WPS Ons KOHKPETHOM MOAEeNnu MapLupyTu3aTopa B pamkax AaHHOro

PyKOBOD,CTBa HEe paccMaTpuBaeTCd N OOJDKHa ObITb ONucaHa B MHCTPYKLUUN K MapLIpyTn3aTopy.

6.2.2 NMogkniovyeHne 6e3 ucnonb3oBaHNA Beb-uHTepdenca IP-kamepsbl
TexHonorns WPS nossonseTt Takke OCyLLeCTBUTbL NOAKIoYeHne K becnposogHon cetn 6e3
HeoOX0ANMOCTN [OOMNOSIHUTENBbHON HACTPOKVkM |IP-kamepbl unuv Maplipytmsatopa udepes Beb-

nHTepdeiic. Monb3oBaTento HeobxoanMo HaxaTb kHonmku WPS nooyepeaHo Ha MapLupyTusatope
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n Ha IP-kamepe B TeYeHWe OTBELAEHHOro Ans 3TOr0 BPEMEHHOro MHTepBara, KOTopbli COCTaBnseT

NPUMEPHO 2 MUHYTHI.

[na ocywecTBneHns HacTponkn GecnpoBOQHOrO coeamHeHnsa ©6e3 MCnonb3oBaHUSA BeO-
WMHTepenca BuINOMHUTE cneayloLme warn:

War 1: HaxmuTe kHonky [WPS] Ha IP-kamepe (KHOMka HaxoguTCA Ha 3adHEen CTOPOHe
kopnyca).

LWar 2: B Te4eHne ABYX MUHYT HaxxmuTe kHonky [WPS] Ha maplipyTtusaTope.

LWar 3: oxngante 3aBepLUEHUS HACTPOWKN NPUGNN3NTENBHO B TEYEHUE OBYX MUHYT.

NMPUMEYAHUE!
Mpu 3anycke npouecca MouMcka M HaCTPOMKU noaknioveHus |IP-kamepbl MHAWKATOP NUTAHUA Kamepbl

Muraet (*)I/IOJ'IeTOBbIM LuBETOM.

War 4: npoeepbTe AOCTYNHOCTb KaMepbl NoO 6eCI'IpOBO,EI,HOMy coeanHEHUIO.

6.2.3. NpoBepka goctynHoctu IP-kamepbl

lMocne 3aBeplieHus npoueaypbl noakntodeHus |IP-kamepbl K ©GecnpoBOAHOM  CETU
HeobxoaumMo onpefenuTb KOPPEKTHOCTb MOAKMYeHus. Mpy NpaBunbHO BbINOSTHEHHBIX LWarax u
noaaepxkn TexHonornm UPnP kamepa gomkHa ObiTb gocTynHa B «CeTeBOM okpyxeHun» B OC
Windows unu ¢ nomousto MO «BEWARD IP Installer» (cm. nyHkT 5.3 gaHHoro PykoBoacTsa).

Ecnu xe nogaepxka TexHonorun UPnP Ha IP-kamepe oTknoyeHa, To HeobxoamMmo y3HaTb
IP-agpec kamepbl, KOTOPbIA MapLlpyTu3aTop HasHauun IP-kamepe no 6ecnpoBogHOMY CETEBOMY
noaknoyeHnto. [na aToro nogknioumtTe Kamepy npyv noMoLwM nNpoBogHoro coeguHeHust LAN n
nocmoTtpute |IP-agpec kamepbl ans 6ecnpoBogHoro coegmMHeHust B MeHio: Cemb - OCHOBHbIe -
Wi-Fi (Puc 6.7). Janee Heobxoammo 3anTh Ha Kamepy Mo ykasaHHomy IP-agpecy. Npouenypa
nony4yeHms gocrtyna K Beb-vHTepderncy kamepbl NogpobHO pacnucaHa B NyHKTe 5.3 gaHHoro
PykoBoactBa.

Ecnu Bce HacTpowikn caenaHbl BepHO, TO Bbl cMOXeTe nony4mTb JOCTYN K BeG-nHTEpdency

IP-kamepsbl no IP-agpecy 6ecnpoBogHOro CoeanHEHUS.
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N
D N320 H.264 Wireless IP Camera
‘ x TCP/IP PPPoE Wi-Fi WPS
WHdopMauma
CUCTEMHbBIE Wi-Fi
¥ CeTb Wi-Fi Brito4eH0 |Z|
OcHoBHbIe MAC-agpec
[lononHUTeNbHbIE .
IP-agpec
MpocmoTp
Bocnpowsseenme ObHapyxeHHEle GecnpoBogHble ceTH
CobbiTHe ESSID CurHAT Be3onacHoOCTE Pesmu
R37S good WELZ-PSK/RES 11b/g/n
v Beward RD good WER-PSK/TKIP 11b/g/n
prturo] I OOHOBMTL
COPYRIGHT & 2013, Beward RED Co., Lid. Bee npasa saumuens.
Puc 6.7

Ha atom HacTtpownika 6GecnpoBogHoro Wi-Fi coeamHeHusi udepe3 WPS ansa IP-kamepbl

3aBeplueHa.

6.3. NMogknioyeHune Kk 6ecnpoBogHon Wi-Fi cetn 6e3 ncnonb3oBaHusa WPS

Ha cerogHswHUn geHb OOMbLUIMHCTBO MapLlipyTM3aTopoB ¢ nogaepxkonm Wi-Fi Takke
nognepxmsarot n texHonornto WPS, HO, HECMOTPSA Ha 3TO, MHOIME MapLUpyTU3aTopbl HE UMEIT
AaHHon dyHKUMK. B aToM cnydyae Heobxogumo cHavana onpedenuTb HacTporiku 6ecnpoBogHON
cetn. Onpegenutb HacTpowkn 6ecnposoagHoro Wi-Fi nogkniodeHms MoxXHO AByms cnocobamu:

e 3antm uepe3 Beb-uHTepdenc B MeHW HacTpoek Bawero wmapwpyTtmusatopa u
onpeaennTb HaCTPOWMKM CETEBOro MOAKIIYEHMS MapLUpyTM3aTopa (CM. MHCTPYKLMIO NO
akcnnyataumn Bawero maplipyTtusatopa).

o Onpegenutb HacTtponkm Wi-Fi nogkniodeHna npu nomowm gpyroro obopynoBaHus,
NOAKMOYEHHOro K MapLupyTusatopy (Hanpumep, HoyToyka).

Hwxe npuBeneH npumep onpeaeneHns HacTpoek Tpebyemon 6ecnpoBOAHON CETU, a TakKe

paccMoTpeH MeToA HacTponkmn becnpoBoaHOro noakntoyveHmnsa Bawen IP-kamepsbl.

6.3.1. Onpenenenue Tekywmx Hactpoek Wi-Fi cetn ana OC Windows 7

NMPUMEYAHUE!
OnucaHne ycTaHOBKM M HacTpowku coeanHeHus ansg Windows 7 BbinonHeHo Ha npumepe Windows 7
MakcumanbHas. HassaHue nMyHKTOB MEHIO U HEKOTOPbIX (PYHKLMI MOXeT oTnuyaTbes oT Bawen Bepcun

Windows, ogHako anropntm npuvsefeHHbIX JeNCTBUN SBNAETCA YHMBEPCAlbHbIM.
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Ecnn HacTtponkn 6ecnpoBogHon ceTu Bam m3BecTHbl, Toraa Bbl MoXeTe nponycTUTb AaHHbLIA MYHKT

WHCTPYKLUUK U nepenamn K nyHKTy 6.3.2 gaHHoro PykosoacTtea.

PaccmoTpum npouecc onpeaenenns Hactpoek 6ecnpoeogHon Wi-Fi cetn ¢ nomouybto
NOAOKITHOYEHHOrO K HEl HOyTOyKa.

[ns onpegenenuns Tekywmux HacTpoek GecnposogHon Wi-Fi cetn HoyTOyka oTkmoumTe OT
Hero kabenb Ethernet n nogkniounTteck k Bawen 6ecnposogHon Wi-Fi ceTu.

Mocne noakntoyeHus Kk Wi-Fi cetn Haxmute lMyck — lNaHens ynpaeneHus (Puc. 6.8).

9 Internet Explorer ’
. »
|3 Microsoft Office Excel 2007 »
.Jj Bnokrot 3
@ DVR Server

Wirpos
m BRSController

Komnbrotep
m BEWARD IP Visor

m BEWARD Player

L Coyen

BEWARD

Hokymentel

Manent ynpasneHua
YcrpoiicTaa u npuHTEpbI

Mporpatsi no yuonsarnmio

)
D CryxBe kamnorenTos
Cnpaska n nopaepxxa

> Beenporpams

P TTT——
3asepLueHne paboTel ||

[l

‘ Hatmu npozpawmmbi u gadas 0 |

O
Puc. 6.8

N
G

B OTKpbIBLUEMCA OMaroroBOM OKHe Bbl6epI/ITe NYHKT [npOCMOTp COCTOAHUA CeTu "

3apnad] B pasgene [CeTb u UHTepHeT] (Puc. 6.9).

7[5 » Mawens ynpaenesua » - Mouck & narenu ynpasaerus

Hacrpoﬁl(a napaMeTpOB KOMNbHOTEPa MpocmoTp:  Kateropua ¥

YueTHble 2anvcKk NoaL30BaTenci n

CEMEWH...

'@' HobaeneHne W yAaNEHWE YUETHBIX JanUced
nonesosaTenei

@J YCTaHOBKa POAWTENLCKONC KOHTPONA ANA BCEX

CucTeMa M Be30NacHoCTL
Mposepka COCTOAHMA KOMMNBIOTEP3
ApxuBMpPOBaHNE A3HHEIX KOMMNBHOTERE
Mouck u ucnpasneqne npoénem

||-|SDCMUTFI COCTORHWA CETW W 33434 I

BuiBop napameTpos AomMaluHei rpynnsl v oBuwero

ACCTYNa K A3HHBIM

OBopyaoBaHKe 1 3ByK
MpocmoTp yCTpoilcTe n NpuHTEPCE
Jo6asnenne ycrpoiictsa

Mporpammel

YaaneHue nporpammol

Puc. 6.9

nofb3oBaTENEi

OgopmMaeHue W NepcoHanusaLma
Msmenerme Teml

Mzmenenne dona pabovere crona
Hactpeiika paspewenns skpaHa

Yacol, A3bIK M PeErvoH

CMeHa packnageu KNaenaTypel Win gpyrix
cnocofos BBOAA

Wamerenme aseika uHtepdeiica

CrneuManbHble BO3MOXHOCTH
Pexomengyenbre Windows napamerpe
ONTUMKUZELMA M30BPEKEHNA Ha 3KpaHE
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B oTkpbiBLUEMCA OKHE HaxxmuTe [BecnpoBoaHoe ceTeBoe coeanHeHue] (Puc. 6.10).

@@v '-'.,: <« Cete n VIHTepHer » LleHTp yNpaBneHna CETRMKM W 0BLLMM A0CTYNOM v || [ouck & naHeAU yNPaeneHuR

Manens ynpasneqma -

e MpocMOTP OCHOBHLIX CBEAEHUA O CETH M HACTPOWKE NOAKAUEHWA

| ' Mpecmotp nonHoi KapTel
WzmeHenune napameTpos @-ﬁ 5

e COMPUTER BEWARD Whreprer
M3meHuTs gonNoAHUTENBHBIE (3T0T KoMNBHOTER)

napameTpel obLErD 40CTyNa MpocmoTp aKTHEHENX CETEl MoakntoueHne waw oTKAKUEHNE

% BEWARD Tun goctyna: nTepHer
Patouan cets MoaknroueHua: -1# BecnpoecaHoe
CETEBOE COEQMHEHME
(BEWARD)

MsmeneHne ceTesbix NnapameTpos

ﬁ- Hactpoiika HeBOro NogKNOYEHUA WK CETH
-

Hactpoiika GecnposogHoro, WUMpoKONONOCHOD, MogemHore, npamoro wan VPN-nogknmodenna
WM 3Ke HACTPOMKa MapLUPYTUIaToOPa UK TOUKKM JOCTYNE.

‘s. MoaknounTeea K CeTH

MogkntoueHne naw NOBTopHOE NoAKS k Becnposog) 'y, NPOECA Y, MOA
CETEBOMY COEIMHEHUHD AW nogkntoyerne Kk VPN,

Brifop aoMaluHed rpynnel v napamMeTpos cblere joctyna

focTyn k daiinam n NpUHTEPaM, PACNONOMKEHHBIM H3 APYTUX CETEBBIX KOMMBHOTEPAX, MM
W3MEHEHWE NAPAMETPOE 0BLLErD 4OCTYNa.

Cra, Taroke
BEpanamaysp Windows
JomaluHan rpynna @ ¥cTpanenue Henenagok

CeoicTea OGOBPEBETEJ'IR Anardoctuka u WCNPaBneHNE CETEEDIX I'IpOﬁ.ﬂEM WKW NoAy4YeHne CEEAEHNI b WCNPaBneHnn.

Puc. 6.10

NMPUMEYAHME!
Mpn HanNMuMn HECKOMNMbKUX CETEBbIX MOAKIYEHUI BblbepuTe BecnpoBOaHOE NOAKMOYEHME, K KOTOPOMY

nraHnpyeTcd NnoAKMYnNTb | P—Kamepy.

BHUMAHMUE!
Ecnu y Bac HeT Takoro nyHkTa mMeHo, ybeautech, 4to Baw HoyTOyk nogkntoveH k cetn Wi-Fi: oTknioumTe
ceTeBol kabenb OT HoyTOyka, Bkntounte agantep Wi-Fi, nocne 4yero AaHHbIA MYHKT MEHK [AOMKEH

NoABUTBLCA.

B oTkpbiBLLIEMCS OKHE yka3aHo ums Bawwen 6ecnposogHoun cetn [SSID]. 3anomHuTte nubo
3anuInMTe HasBaHWe ceTun, OHO MoHagobutca npu nogknoveHun kamepbl kK Wi-Fi cetn. Haxmute

kHonky [CBeaeHusn] (Puc. 6.11).
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il Cocroanme - BEcNpoEoAHOE CETEEOE COBAMHENNE g

Ofwme

MoaxntoyeHe

IPv4-NOAKIONEHME: WHTEpHET
IPvO-NOAKAKOHERME: Bes noctyna K MHTEpHeTY
CoCToAHME Cpedbl: MNooknoYeHo
5SID wireless

ANATENBHOCT: 00:30:42

CKOpOCTh! 54.0 MBuTfc

Kauecrso curnana: ,ﬂ!

AKTMBHOCTL

= [puHATO

il

805 509 770

[ @Csoﬁcrsa ] [@Om.moumb] [ﬂMarHochK.a ]

Puc. 6.11

B oTkpbIBLLUEMCSI OKHE MOXHO YBMAETb MHOPMaLMO O TekylleM 6ecnpoBOAHOM CETEBOM

nogkntoyeHun (Puc. 6.12).

Ceegenus o ceTesom noﬂumqm M

JononHnTensHeIE CESNEHA 0 CETN:

CeofcTeo SraveHne

Onpenenentbii ans no...
OnucaHne Intel(R} WiFi Link 1000
Puznueckuil agpec 00-24-10-57-45-30
DHCP skmioust Oz
Macxa noncema [Pvd 2552552550
Apenpa nonyyeHa 12 aneapa 2011 r. 3:20:21
Aperpa nctekaeT 12 wespana 2011 r. 3:20:20
nios no ymonuanuo IP... 192.168.0.
DHCPcepsep IPv4 192.168.0.1
NS-cepeep IPvd 192.168.0.1
WINScepeep [Pvd
Cnyxia NetBIOS vepes.. [a
TNokaneHent IPvG-agpec... fed0:3126:2820:8112:163%11
Wnios no ymonuari 1P
DMNS-cepsep IPvE

4 i

Puc. 6.12

3anuwunTte oTMeyeHHble Ha PucyHke 6.12 naHHble: [Agpec IPv4], [Macka noacetu IPv4],
[DNS-cepBep IPv4], [LLUnto3 no ymonyaHuio].

Tenepb Heobxogumo nogknountb IP-kamepy N320 k Bawewn 6ecnposogHon cetu. [Npu
aTom kamepa N320 pgomkHa ObiTb BkMAOYeHa B Bawy npoBogHyo nokanbHy ceTb Ans
nepBoOHa4YanbHOW HAaCTPOMKM.
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6.3.2. UameHeHune HacTpoek Wi-Fi coeanHeHusn IP-kamepbl Yepe3 Be6-uHTepdenc

Monyunte pgoctyn k BebG-mHTepdency IP-kamepbl nobbiM 13 cnocobOB, OMMCAHHLIX B
nyHkTe 5.3 ans nposogHoro coeanHeHns B OC Windows 7.

B oTkpbIBLLEMCH OKHE BBEAUTE MMS NoNb3oBaTens n naponb (Puc. 6.13).

BHUMAHMUE!

Vima nonb3oBaTens no ymonyaHuto: admin. Mapone no ymonyaHuto: admin.

" > ™
Besonacuocts Windows :& ﬁ

[na exoaa Ha cepeep 192168099 no agpecy MN320 H.264 Wireless IP
Camera Hy>Hbl UMA NOAB3I0EATENA W NAp0ab.

Mpegynpexgenne Cepeep TpeGyeT Nepeiaqn MMEHN NONB30BATENA W
napona 4yepes HebesonacHoe coeguHeHne (ByeT BbINCAHEHE 0BbiuHaR
MPOBEPKE NOAANHHOCTH].

| admin |

[7] 3anomHuTe yueTHBIE AaHHBIE

[ ok ][ omena

.
T

Puc. 6.13

lMocne ycnewHon aBTopm3aunm Bel cmoxeTe yBnaeTb Yepes Beb-Opaysep nsobpaxeHue ¢
Bawen IP-kamepbl.

B Beb-uHTepdence kamepbl Haxmute KHomnky [HacTpownku] }5;3, nepengute B MEHIO
Cemb — OcHoeHbIe 1 BbibepuTe BKNagky [Wi-Fi], npegHasHavyeHHyo A9 HAaCTPOMKU OCHOBHbIX

napameTpoB 6ecnpoBogHOro coeanHenns (Puc. 6.14).

BElVARD N320 H.264 Wireless IP Camera
LﬁJ'X' TcP/1P | PPPoE [ Wi-Fi | WPS |

Mudropmauna

Cucremue v
* Cetn Wi-Fi OmKatoueHo

,ﬂDI'II:IfIHHTE}'IbeIE

MpocHoTp

BEICI'I[JEIH.}EIGJ]GHHE

CobbiThe

COPYRIGHT & 2013, Beward R&D Co., Lid. Bee npasa sawmweno.
Puc. 6.14
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Ha paHHoW cTtpaHuue B cTpoke [Wi-Fi] Bbibepute nonoxeHve [Bknwouutb]. Yepes
HekoTopoe BpeMsi (HECKOMNbKO MUHYT) Kamepa BblBeAEeT CMUCOK AOCTYMHbIX 6eCcnpoBOAHbIX CETEN.
Bbibepute cpeonm HamgeHHbix 6GecnpoBogHbiX ceTen Bauwly, LWenkHyB No Hewn feBow

KHonkon Mbiwwu (Puc. 6.15).

NMPUMEYAHUE!
Uto6bl HanTu Bawy ceTb B Tabnuue [OBHapyxeHHble 6ecnpoBoAHbIe ceTu], HanaguTe CTPOKY, And
KoTopoun 3HayeHue ctonbua [ESSID] coBnagaeTt ¢ 3anucaHHbIM Bamu 3HayeHvem [ESSID] (cMm. nyHKT

6.3.1 naHHoro PykoBoacTea).

IS ~

D N320 H.264 Wireless IP Camera
‘ x TCP/IP PPPoE Wi-Fi WP5S
Wndopmayma
CucreMubie Wi-Fi
T CeTh Wi-Fi BrnyeHo |Z|
OcHoBHBbIE MAC-agpec
[ononHUTeNbHbIE
IP-afpec

MpocMoTp
Bocnponssefenne OOHapyxeHHble DecrnpoBogHele ceTH
CobbiTne ESSID CurHan BEe30nacHOCTE Pexmm

LEUS good WERZ-PSK/AES 11b/g/n

Beward RD good WPR-PSHK/TKIP 1lb/g/n

prturo] [ OOHOBWTE
COPYRIGHT & 2013, Beward R&D Co., Lid. Bee npasa sawmuyeno.
Puc. 6.15

Mocne aTtoro Bbibepute cnocob HacTpomkM coeguHeHuss ¢ ceTblo. CywectByeT [Ba
BapuaHTa HacTPOWKN CETMU:

e ABTOMaTMYeCKuM - kHomnka [MoaknounTbCA]

e Py4Has HacTpoWkKa - kHonka [Bpy4Hyto]

Ecnm B Bawen 06ecnposogHon cetn ectb DHCP-cepBep, KOTOpbIi HasHa4aeT
OWHamuyeckume IP-agpeca ycTporcTBam B ceTu, TO Bbl MOXeTe BbibpaTb BapMaHT aBTOMaTUYECKON
HacTporku Wi-Fi nogkniodeHna. Ona atoro HaxmuTe KHonky [MMoakntountbea]. B oTkpbiBLEMcA
ONarnoroBoM OKHe, eCrniv CeTb 3alluLieHa OT HECAHKLNMOHNUPOBAHHOIO NOLKMOYEHMs, NnoTpebyeTcs
BBECTW Naporib ANd NOAKMYeHna K gaHHou ceTu. Beeaute napons B none [Maponb], 3atem
NMOBTOPHO BBeAuTe TOT e naponb B none [MosTopHo] (Puc. 6.16). 3Ha4yeHnss HacTpoek B NOnsx

[AyTeHTucpukaumn] v [LUndpoBaHue] onpenenaiotcs aBToMaTUyecKku.
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' ™
(2 hitp://192.168.0.99/network_wireless_setting.htm?connect_1 - Internet Explor... EIM

‘ “‘J hittp://192.168.0.99/network_wireless_setting.htm?connect_1 2 |

MogknwueHne K CeTu

ESSID

PexuM @ KnuedT Ad Hoc

AyTeHTMDMKaLMSA
lWmndposaHue

Mapons

MoeTopHo

(64 HEX cvmeona wnu oT 8 go 63 ASCII cuMBonoe)

[ CoxpaHunTe ] [ OTMeHHTE

B —
Puc. 6.16

[ns coxpaHeHWsi M3MEHEHMUI ceTeBbiX HaAcTpoek 6ecnpoBOAHOrO COEAMHEHUSI HAXMUTE
kHonky [CoxpaHuTb]. Ecnu naponb ykasaH NpaBuiibHO, TO MOAKMOYEHME MPOWAET YCMeLLHo,

nocne 4yero NosiBUTCHA OKHO, NpuBeaeHHoe Ha PucyHke 6.17.

. ~
BCG\VARD N320 H.264 Wireless IP Camera
|. ﬂ ”._x_| TCP/IP Wi-Fi | wps
Wudopmauna
CucreMubie Wi-Fi
¥ CeTh Wi-Fi BrnwyeHo |Z|
OCHOBHbIE MAC-aapec
[ononHuTeNbHbIE
IP-agpec
MpocMoTp
Bocnponssegenne OGHapymeHHble GecnpoBogHEIe CETH
CobbitHe ESSID CHIHAN Bes3onacHOCTh Pesmm
L305 good WELZ-PSH/LES T1b/a/n
v Beward RD good WER-PSK/TKIP 1lib/g/n

BDYHHYHJ] [ OOHoBKUTE

COPYRIGHT @ 2013, Beward RED Co., Lid. Bee npasa ssupmuyenn:.

Puc. 6.17

B oaHHoM okHe B cTpoke [IP-agpec] ykasaH IP-agpec, npucsoeHHbin DHCP-cepBepom ons
BGecnpoBoagHOro coeauHeHus kamepbl. Wcnonb3ys gaHHeii IP-agpec, Bbl cmoxeTe 3anTu Ha
Kamepy yepes 6ecnpoBogHoOe coeanHeHMe.

Ecnn B Bawen 6ecnposoaHon cetn HeT DHCP-cepeepa nnbo no KakMm-TO NpUYMHaM He
yAaeTCs yCTaHOBUTb COEANHEHME aBTOMATUYECKUM CNocobOoM, ONMcaHHbIM Bbiwe, To Bbl MmoxeTe
NCNoNb30oBaTbh PYyYHYD HACTPOMKy 6ecnpoBOgHOro MOAkMoYeHus. [Ona HacTpovku NoaKMYeHns

BPYYHYIO HaXMuTe KHOMNKy [BpyuHyto]. lNosButca okHo, npuBeaeHHoe Ha PucyHke 6.18.
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(= hitp://192.168.0.99/netwark_wireless_setting.htm?manual_new - Internet Explarer, cpti...l =NRCS X

‘u} http://192.168.0.99/network_wireless_setting.htm?manual_new D|

MoaoxknwyeHne K CeTH

ESSID Beward
Pexim @ Knnenwt & Ad Hoc
AyTenTuduKalms WPAZ-PSK |z|
LindpoBaHue AES |Z|
Mapons TLITTITY]
MoeTopHo ssenenee
(64 HEX cumeona unum oT & go 63 ASCII cumeonoE)

7 MonyuwTe IP-agpec asToMaTUueckn (DHCP)
@ Mcnone30BaTe cneayrowmii IP-agpec

IP-agpec 192 . 168 . 0 . 99

Macka noaceTu 255 . 255 . 255 . O
OCHOBHOM LUMOZ 182 . 168 . 0 . 1

30BaTE Cnegyowue agpeca DNS-cepeepoB

192 . 168 . 0 . 1

o . o . 0o . O

CoxpaHuTe ] [ OTMEHWUTE

Puc. 6.18

Ha PucyHke 6.18 nokasaHbl nons, Kotopble OyaeT HeOOXOAMMO 3anofHUTb BPYYHYHO.
BBeanTte B gaHHble Nons 3Ha4YeHus, COOTBETCTBYOLWME napameTpam Bawen 6ecnpoBogHom cetw,
KoTopble Obinn onpeaeneHbl ¢ NOMOLLbIO HOYTOYKa (CM. NyHKT 6.3.1 aaHHoro PykoBoacTea).

ESSID: BBeguTe umsi Bawen 6ecnpoBoaHoOn ceTu.

[AyTeHTndbmkaums]: soibepute TMn ayteHTMdnkaumm B Bawen cetu.

[ns 6onblwen 6e30nacHOCTU pekoMeHayeTca BblbupaTb TMN ayTeHTudmkaumm WPA2 npu
YCNoBWW NOAAEPXKKN CO CTOPOHbI MapLupyTu3aTopa.

[WndpoBaHue]: Boibepute TN WNdPOBaHUSA, KOTOPbIA MCNONb3yeTcsa B Bawen cetw.
Onpepgensetca aBToMatU4ecku, HO AOCTYNEH AN M3MEHEHUS 1 NpyY HEOBXOONUMOCTN MOXET BbITb
N3MEHEH nosib3oBaTeNnem Ha Apyroe 3HaveHuve.

Maponb: Ecnu ceTb 3alyumuleHa OT HeCaHKLUMOHMPOBAHHOMO MOAKITIYEHMS, TO NoTpebyeTcs
BBECTM KNIOY LWKNpoBaHnsa (Naponb) AaHHOM ceTu. Beegute knou wudpoBaHua B none
[Maponb], 3aTem NOBTOPHO BBEAUTE TOT XKe KNtoY wndposaHus B none [MoBTopHo] (Puc. 6.18).

IP-appec: BBeanTe 3HayYeHMe U3 TOM Xe noaceTn, YTo U 3HadveHne IP-agpeca, 3anucaHHoe
Bamu B nyHkTe 6.3.1 gaHHoro PykoBoacCTBa, HO OTnuyatoLLenca oT Hero 1 pyrux agpecos B CETU.

Macka nogceTw: BBeAuTE 3HA4YEHME MACKN NOACETMW.

OCHOBHOWM WNO3: BBEANTE 3HAYEHNE OCHOBHOTO LUMO3a.

Mpepnountaembin DNS-cepBep: BBeanTe 3HaueHne DNS-cepBepa.
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[ns coxpaHeHWsi U3MEHEHMUI ceTeBblX HAcTpoek 6ecnpOoBOAHOrO COEAMHEHUSI HAXMUTE

KHONKy [CoXpaHuTb].

B nosiBuBuemcsa okHe Heobxoaumo HaxaTtb kHonky [OK] (Puc. 6.19).

' B
CoobuweHne ¢ Beb-cTpaHuLsl M

I_.\ HacTpolikn ycnelwHo nsmeHeHsl,

—
Puc. 6.19

Mogoxante HekoTopoe Bpems (okono 30 cek.) And NpMMEHEHNA HOBbIX HACTPOEK Kamepbl
N 3aBeplleHns npouecca noakmnyeHna no GecnpoBogHOMY coefuHeHuto. [locne 3aBeplueHust
HacTpoikn 6GecnpoBodHOro coeauHeHuss B cTpoke [IP-appec], Ha PucyHke 6.17, OOMmKeH

nosiBuTbcs TOT IP-agpec, koTopbiin Bbl Ha3Hauunm kamepe ans 6ecnpoBoOAHOIO CoeaANHEHUS.

6.3.3. NMpoBepka npaBunbHocTn HacTpoek Wi-Fi coeanHeHus IP-kamepbl

[na KoHTponsa npaBWibHOCTM ceTeBbiX HacTpoek 6GecnpoBogHoro Wi-Fi noakntoyeHus
Kamepbl M KOMMbOTEPA HY)XHO MOAKMOYUTBCS K Kamepe 4vepes Gpaysep Internet Explorer. [ns
atoro Haxmute [lyck — Bce lpoepammbl n Haxmute cTpoky [Internet Explorer]. Beegute B
agpecHon ctpoke IP-agpec, npucBoeHHbI kamepe gns 6ecnposogHoro Wi-Fi coeanHenus (Puc.
6.20).

BHUMAHUE!
[Ona npoeepkn 6ecnposogHoro Wi-Fi coeguHennsa BBegute B 6paysepe |P-agpec, NpMCBOEHHbIN kamepe B

nyHkTe 6.3.2 gaHHoro PykoBoacTtBaa.

=
a\'\_\/) @ http://192.168.0.99/ PraXx {2 Mycran crpanuuz ﬁ ﬁ é:é}

Puc. 6.20
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Besegute nmsa nonb3oBatens v naposnb, nocne yero Haxvute [OK] (Puc. 6.21).

BHUMAHUE!

Mms nonb3oBaTtens no ymonyaxuto: admin. Maponb no ymonyaxumio: admin.

[lns exoaa va cepeep 192.168.0.99 no agpecy M320 H.264 Wireless IP
Carnera Hy»Hbl MMA NONEI0BATENA W NAPO0AkL.

Mpeaynpexaerme: Cepeep TpebyeT Nepesaqy MMEHK NOALI0BATENA W
napona yepes HeBesonacHoe coeuHerne (ByAeT BeiNonHERa oBeluHan
NPOBEPKA NOATMHHOCTM),

i |

3anocMHUTE YYETHBIE J3HHBIE

Puc. 6.21

Mpn npaBuNbHO BLIMNOMHEHHbIX AencTBMAX Bbl cmoxeTe yBuaeTb 4vepe3 Beb-Gpaysep
n3obpaxeHue c Bawen IP-kamepsbl (Puc. 6.22).

P~ 2 x||W)19216809

" B@\VARD N320 H.264 Wireless IP Camera il
Lﬁ.J L.XJ MpocmoTtp | HacTpoitku

| 2013-032612:1451 | () —a— & |® @)

COPYRIGHT © 2013, Beward R&D Co., Ltd. ALL RIGHTS RESERVED.

Puc. 6.22

Ha aTom HacTporka ceTeBOro nogknioveHms kamepbl K 6ecnposogHon cetn Wi-Fi
3aBepLUeHa.
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MnaBa 7. Noakno4veHue IP-kamepbl K cetn UHTEpHeT

7.1. O6wume cBegeHUA 0 nogkno4veHun IP-kamepbl K ceTn MHTepHeT

Mpn yctaHoBke |IP-kamepbl N320 B kBapTMpe, KoTTemKe unn oduce, obblvHO TpebyeTcs
UMeTb K HeN OOCTYN He TOSbKO U3 fIoKanbHOM CEeTW TOro MM MHOr0 MOMELLEHUSA, HO U U3 CeTU
NHTepHeT.

B aTtom cnyyae gna ogHoBpeMeHHoW paboTbl KOMMbIOTEPOB, HOYTOYKOB, |P-kamep wu
apyroro obopygoBaHusa B ceTn MIHTepHeT, Yalle Bcero, ncnonb3dyeTcs mapwpyTtusartop. Npu atom
ans nogkntodeHnsa no Wi-Fi TpebyeTtcs, ytobbl MmapLupyTusaTtop umen noggepxky 6ecnposogHoro
NMHTepdenca.

Mpn opraHusaumm poctyna K IP-Bugeokamepam u3 cetu WIHTepHeT, kak npasurio,
ncnonbe3yTca criegylolne Tpu BapuaHTa:

e liMeeTcs BblAeneHHbI NpoBanvgepoM BHewWwHun ctatudeckuin IP-agpec unu PPPoE-

coeauHeHue. lMpn atom, gaHHbin |IP-agpec (nnn PPPoOE-coeanHeHne) mucnonb3yeTcs
AN NOAKIIYEHMA TONbKO 0AHOM |IP-kamepbl 1 HE MOXET ObiTb Ha3Ha4YeH eLle KakoMmy-
nnMbo yCTPONCTBY.

e liMeeTcs BblAENEHHbIN NpoBangepoM BHELWHWA cTaTtudeckun [IP-agpec, KOTOpbIN
NCcnonb3yeTcs Ans NoAakniyeHus K cetn IHTepHeT oomnCHOM NN JOMaLLHEN NTOKanbHON
CeTU, K KOTOPOWN, B CBOK o4epenpb, NiaHNpyeTcsa NOAKMIOYNTL O4HY MUK HECKOSbKOo IP-
kamep. [Npy TakoM NOAKMOYEHUUM UCNONb3yeTcs MaplipyTtudatop. lMpu aTomM yucno
NoAKMYaeMbIX Kamep 3aBWCUT, B OCHOBHOM, OT KONU4YecTBa MNepeHasHavYaeMbix
MapLLpyTU3aTOPOM MOPTOB.

o [lpoBangep He BbloenseT BHeWHWW ctaTudeckun IP-agpec. |P-agpec HasHavaeTcd
npoBangepomM OUHAMUYECKU, TO €CTb TaK, YTO MPU Ka)KAOM HOBOM MOOKIHOYEHUN 3TOT
agpec npuceamBaeTcs 3aHOBO U MU3MeHdAeTca B npouecce paboTtbl (Takas cutyauus
ocobeHHO xapakTtepHa npu paboTte 4depe3 ADSL n GPRS). B atom cniyyae, 4To6bl
obecneunTb BO3MOXHOCTb MOAKIIOMEHUA OOHOW WM HECKOSMbKMX Kamep K ceTu
MHTepHeT, BHe 3aBUCMMOCTN OT TOro, kakon IP-agpec BbiaeneH npoBangepom B AaHHbLIN
MOMEHT,  HeobXxoguMMO  3a4encTBOBaTb  MHTEPHET-CRyXObl, paboTawwme ¢
OVWHaMUYECKUMU agpecamu.

[anee, 3T BapuaHTbl opraHu3aumm poctyna kK IP-kamepam u3 cetm WHTepHeT OyayT

paccMOoTpeHbl nogpobHee.

PykoBoacTBo no noakstoyeHuto IP-kamepbl N320



I'nasa 7 Ilooknouenue IP-kamepol k cemu Hnmepnem

7.2. Topknw4yeHMe nNpu CTaTUY4ECKOM BHELUHEeM

coeanHeHUU

7.2.1. Ucnonb3oBaHune ctaTtnyeckoro IP-agpeca

IP-appece wnu PPPOE-

,D,J'IH NOAKINI4YeHUA |P-KaMepr K CceTun MHTepHeT HeO6XODMMO N3MEHUTb €€ CeTeBble

napameTpbl B COOTBETCTBUMN C AAHHbIMA, NONTYyYEHHbIMU OT npoeaﬂnepa. Kak npaBuno, npOBaVlnep

npegocTtaBnsieT cnegywowme ceteBble HacTporiku: IP-agpec (B AaHHOM cnydae, CTaTUYECKWi),

Macka nogcetn, CeteBon wnto3 u agpec DNS-cepsepa.

Ona nonydeHns goctyna K IP-kamepe yepes ceTb VIHTepHeT no ctatnyeckoMy IP-agpecy

Heo6Xx0aMMO BbINOMHUTL CrieaytoLme waru:

War 1: nogkniounte IP-kamepy Hanpsimyto kK Bawewmy K.

LWar 2: nsmeHuTe ceTeBble HACTPOMKM NPOBOAHOIO coeanHeHus IP-kamepbl (CM. NyHKT 5.5

AaHHoro PykoBoacTBa) B COOTBETCTBUM C HACTPOMKaMu, npenoctaBfeHHbiMn Bawunm MHTepHeT-

npoBangepom (Puc. 7.1).

-

N320 H.264 Wireless IP Camera

-

X

WHdopmayun
CucreMuble

= CaTb
IlononHuTEnbHbiE
MpocmoTp
Bocnpoussefexne

CobbiTne

~Tce 1P 1 PPPOE ]’ Wi-Fi T WPS ]

MpoTokon MHTepHeTa Bepcum 4 (TCP/IPv4)
MAC-aapec
7 MonyukTe IP-aapec asToMaTUUYeck (DHCP)

@ Mcnone30BeaTs CnegyrwmiA IP-agpec

IP-agpec 80
Macka nogceTu 255 .
OCHOBHOM LLNKO3 80

HTTP
HTTP-nopt @ 80 ©

cneaywowmMe agpeca DNS-cepeepos

(1124 ~ 65534)

CoxpaHWuTs ]

[ OTMEHWTE

COPYRIGHT © 2013, Beward RED Co., Lid. Bee npass ssuymuyers,

Puc. 7.1

War 3: nogkntounte IP-kamepy Kk BblaeneHHon cetn Ethernet.

Ecnu Bce napameTpbl yka3aHbl BEPHO, kKamepa AomkHa ObITb 4OCTYNHA B ceTh VIHTepHeT.

B npuBeaeHHOM npumepe npoBanaep NpeaocTaBun creayolwme aHHbIe:

IP-agpec: 80.65.23.173

Macka noacetun: 255.255.255.252
OcHoBHow wnto3: 80.65.23.174
DNS-cepsBep 1: 80.65.20.1
DNS-cepBep 2: 80.65.16.1
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B obwem cnyyae, anga obpaweHus K IP-kamepe vepes ceTb MIHTEpHET B agpeCcHON CTpPokKe

OGpaysepa BBOAMTCA cneaywowmi 3anpoc: http://[<IP>:<Port>, rge <IP> — IP-agpec kamepsbl,
<Port> — 3HayeHne HTTP-nopTa. Tak kak B JaHHOM npumepe uchnonb3yetca 3HadeHne HTTP-
nopta, 3agaHHoe no ymon4yaHuio («80»), TO, 4YTOOLI ObBpaTuTbCA K IP-kamepe uyepes ceTb

NHTepHeT, Heobxoammo HabpaTb 3anpoc «http://80.65.23.173».

NMPUMEYAHMUE!
Mpun nogknoveHun k kamepe vYepe3 HTTP-NopT, 3agaHHbI NO yMonyaHuio (3HavyeHne paBHo 80), 3anpoc

B agpecHom cTpoke bpay3sepa umeet Bua: http://<IP>, roe <IP> — IP-agpec kamepbl.

7.2.2. Ucnonb3oBaHue PPPoE-coeaguHeHuns

WHTepHeT-npoBangep He Bcerga MoxeT obecneunTb NOAKMYEeHWe no cratmdeckomy IP-
agpecy. Yawe Bcero, npoBangep opraHuMsyeT pgoctyn K cetu WHTepHeT 4yepe3s PPPoE-
coegvHeHune. B aTom cniyyae, oH npegocTaBnsieT aboHEHTY UMA Nonb3oBaTens 1 Naponb.

IP-kamepa N320 nopaepxunBaet PPPOE, n gns ero wucnonb3oBaHWs HeobXoaMmo
BbIMOMHUTE cnegyloLlme waru:

War 1: nogkniounte IP-kamepy k Bawuen nokaneHon cetn nnm Hanpsamyto K MK (cm. Masy 5).

War 2: Boiiaute B MeHio PPPOE-HacTpoek IP-kamepbli: HACTPOUKU X. - cemb -
OcHogHble — PPPOE.

War 3: B TekcToBbIX Nonsax [[lonb3oBartens], [[laponb] BBeanTe 3Ha4YeHUs!, NOyYEHHbLIE

oT VIHTepHeT-npoBanaepa (Puc. 7.2).

N320 H.264 Wireless IP Camera

* x TCP/IP PPPoE Wi-Fi WPSs
Wudopmauna
CHCTEMHDIE PPPoE
¥ CeTb PPPOE @ Bxn @ OTKn
DNononuuTensHble
Monk3oBaTens userpppoe

MpocMoTp
BocnpoussegeHne Mapors sssssnens

CobmTHe MoeTopuTe Napons assse BN

@ Monyywte agpec DNS-cepeepa aBTOMaTHUYECKH

Mcnonezoeats cnegywwme agpeca DNS-cepeepoe

CoxpaHnTs ] [ OTMeHMTS

COPYRIGHT @ 2013, Beward RE&D Co., Ltd. Boe npasa saupmuyers,

Puc. 7.2

LWar 4: ona npuHATUS U3MEHEeHUA HaXkmnTe KHonky [CoxpaHuTb].
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BHUMAHMUE!

s npuMeHeHNs ceTeBbIX NapamMeTpoB TpebyeTcsa nepesarpyska ycTpoicTaa.

War 5: nogkntounte IP-kamepy Kk BolaeneHHon cetu Ethernet.

BHUMAHMUE!
Mocne nogkntoveHus IP-kamephl Kk BblaeneHHon cetn Ethernet oHa 6ygeTt goctynHa B ceTu VIHTEpHeET nopg,

IP-agpecom, NpMCBOEHHbBIM e Balwimm npoBargepom n otobpaxxkaemMbiM B none [IP-agpec] (cm. Puc. 7.2).

NMPUMEYAHUE!
Onsa ynoberea, IP-agpec kamepsbl, Nog KOTOPbIM OHa AOCTYMNHa B ceTu VIHTepHEeT, MOXeT ObiTb co0obLLeH

Ha ykasaHHbIi Bamun agpec anekTtpoHHon nouTthbl (byHKUMA «IP-yBegomneHue). [ina HacTponkn gaHHON

onuum, noxanyicTa, obpatTutecb k PykoBoACTBY Mo akcniyaTauum.

Ona obpaweHns k |IP-kamepe 4epe3 ceTb VHTepHeT, B agpecHon CTpoke Opaysepa
BBOAUTCA criegytowmnn 3anpoc: http://<IP>:<Port>/,— rge <IP> — IP-agpec kamepsbl, Ha3Ha4YeHHbIN
Bawwum nposangepom npu yctaHosneHun PPPoE-coeanHeHus, <Port> — 3HadyeHne HTTP-nopTta

(no ymonyaHuto pasHoe «80»).

NMPUMEYAHUE!
Mpun nogkntoyeHun k kamepe vYepe3 HTTP-NopT, 3agaHHbIN N0 ymonyaHuio (3HavyeHue pasHo 80), 3anpoc

B agpecHow cTpoke bpaysepa umeet sua: http://<IP>, rge <IP> — |IP-agpec kamepbl.
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7.3. MNopknoyeHne 4epe3 ceTb UHTepHeT K IP-kamepam, Haxogawmmca B

NnoKanbHOM ceTun
Ecnn goctyn B ceTb VIHTEpHET ocyllecTBnaeTca no BbigeneHHon nuHum Ethernet unu no

ADSL, ons nogknoyeHus nokarnbHOW ceTu UCNOoNb3yeTcs MapLupyTmusaTop.

BHUMAHUE!

[Ona ucnonb3oBaHUA [aHHOrO MeToda MNoAKMYeHus Heobxooumo 3apaHee npuobpectn y Balwero
nposaiaepa MYBNNYHBIA CTATUYECKUW IP-agpec. MMpoBaiinep npenocTaBnsieT, Kak MpaBuIio,
OVNHAMUYECKUA BHYTPEHHWIA IP-agpec, KOTOpblii [OCTYyNEH TOMbKO B MOACeTM npoBsaiiaepa.

MoaTomy yToyHMTE TUM Uchofb3yemoro Bamu IP-agpeca 3apaHee.

[na Toro 4ytoGbl NnogkntounTbes K IP-kamepe M3 cetn VIHTepHeT, Hago obpartutbes no IP-
agpecy, BblgaHHOMY NMpoBangepom («BHEWHUNy |IP-agpec mapLipyTtmnsartopa), 1 K onpegeneHHoMy
HTTP-noprty.

BHUMAHMUE!
Mpn obpaweHun n3 cetn WHTepHeT Ansi BCEX Kamep, HaxoAsiLMXCA B OAHOW JlOKanbHOW CeTw,
cywlecTByeT Tonbko oavH IP-agpec (BblgaHHbIM npoBargepom). [oaTomy onst goctyna K 3TMM Kamepam

HeobxoOMMO KaXaoW Ha3Ha4YnTb CBOMU rpynnbl NOPTOB.

[nsa aToro TpebyeTcsa BbINOMHUTL Criegyowme AeNCTBUSA:

e 13MeHUTb ceTeBble NnapamMeTpbl |IP-kamep B COOTBETCTBUM C HACTpoWKamMn, NPUHATLIMA
B Bawen nokanbHom cetn (CM. NyHKT 5.5 Ans NpoBOAHOrO MOAKMIOYEHUS Kamep K
foKarnbHOW ceTn).

e HacTtpouTb yHKUUIO nepeHanpasneHua noptoB. [aHHaa QyHKUuA nossondet
nepeHanpaenate obpaweHns wn3 cetn WHTepHeT K Kakomy-nmbo yCTPOWCTBY,
NOOKIMHOYEHHOMY K flokanbHonm cetn, ¢ BHewHero WAN-nHTepderica mapLlupytusaropa
Ha ero BHyTpeHHUN LAN-uHTepdenc wu obecneumBaeTca npakTU4eckn Jobbim
COBPEMEHHbBIM MapLUPYyTU3aTOPOM.

Mpn atom cyuwectByeT ABa crnocoba HaACTpoMkM MapLipytusaumm (nepeHanpaBreHust

nopToB):

¢ Vcnonb3oBaHune TexHonorm UPnP Ha maplipyTusatope n kamepe.

e PyyHaa ycTaHOBKa napamMeTpoB MepeHanpaBneHna MNopTOB Ha MapLupyTusaTtope Wu

Kamepe.
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MycTb TpebyeTcsa obecneunTb JocTyn n3 cetn MHTepHeT K ogHon IP-kamepe. Cuntaem, 4To
NOAKMIYEeHNe MaplpyTmsatopa K JiokanbHOM cetn u ceTn WHTepHeT yxe YCTaHOBIMEHO.
MapLpyTunsatop nmeet crneayrowmi nybnmyHbin ctatudecknin IP-agpec, BolgaHHbIA NpoBangepom
Ana nogknoyeHna K cetn MHtepHeT: 77.108.73.169:

e Pa3spelwnTb ncnonb3oBaHue U HacTponutb yHKUMKM UPNP Balwwero maplupyTtmusaTtopa.

BHUMAHUE!
He Bce mogenu mapLupyTM3aTopoB nogaepxusatot gyHkumio UPNP ana nepeagpecaumm noptos LAN- 1
WAN-uHTepdencos. Ecnm Baw mapwpyTtusatop He nogaepXxuBaeT OaHHY OyHKUMIO, TO OH Tpebyet

OOMNOSHUTENBbHOW HACTPOWKK (CM. NYHKT 7.3.2).

e PaspelwnTb UCnonb3oBaHUe 1 HacTpouTb pyHKumMo UPNP IP-kamepbl.

Ytobbl HacTpontb yHKUMIO UPNP IP-kamepbl BbINONHUTE crieayowme OENCTBUS:

War 1: nporante B MEHIO HACTPOUKU "X — Cems - HdononHumenbHbie — UPNP.

LWar 2: yctaHoBWUTE ranoyky HanpoTMB CTPOkKM [PaspewnTb nepeagpecauuio noptoB]
(Puc. 7.3).

BEG\VARD N320 H.264 Wireless IP Camera

A X

WudopMauma

RTSP UPnP Bonjour DDNS

CucTeMHble
= CeTb

OCHOBHbIE

MpocMoTp

BocCnpou3sefeHue

uUPnp

UPNP @ Bkn @ OTkn

PaspelluTe Nepeagpecalyio NopTos
HTTP-nopr © 80 @ 10000

SSL-nopT @ 443

(1124 ~ 65534)

(1124 ~ 65534)

CobbiTne RTSP-nopt @ 554 @ 10001 (1124 ~ 65534)

CoxpaHuTs ] [ OTMEHWTE

COPYRIGHT © 2013, Beward R&D Co., Ltd. Bee npasa saugmuyérns.

Puc. 7.3

War 3: BeeauTte B none [HTTP-nopt] 3HavyeHne nopta HTTP ans gaHHow kamepbl npu
pocTyne K Hen u3 cetn NHTepHeT. Hanpumep, nycTtb B kadyectBe HTTP-nopta Aons goctyna U3 cetu
WHTepHeT ncnoneadyetca nopt 10000. MNpu Takmx HacTpomrkax, 4Tobbl obpaTntbcsa Kk IP-kamepe B
nokanbHon cetu, ncnonb3yetcs nopt 80, a npu 3anpoce noTtoka yepes ceTb HTepHeT Oyoet

ucnone3oBaTbcd nopt 10000.
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War 4: Beegute B none [RTSP-nopT] 3HayeHne nopta RTSP gna gaHHOM Kamepbl npu

[ocCTyne K Hen n3 cetn VIHTepHer.

LWar 5: Ans npuMeHeHns1 HacTpPoeK HaXXMUTe KHONKy [CoxpaHuTb].

BHUMAHUE!

[ns npyMeHeHns ceTeBbIX NapameTpoB TpebyeTcs nepesarpyska yCTponcTea.

BHUMAHUE!
3HaveHuns npu nepeagpecaumn COOTBETCTBYIOLLMX NOPTOB Ha IP-kamepe n Ha mapLupyTusaTope OOMKHbI

ObITb OAMNHAKOBbIMU.

Tenepb, 4TOObI NONY4YMTb AOCTYN K Kamepe M3 ceTn MIHTepHeT, Hago obpaTtnTbCsa K Hen no
IP-agpecy, BblgaHHOMY NpoBangepoMm («BHeWwHUNy» IP-agpec mapwpyTtmsaTtopa), 1 HadHa4eHHOMY
en nopty HTTP.

B paccmotpeHHOM npumepe |IP-agpec mapupytmnsaTtopa — 77.108.73.169. HTTP-noprT,
Ha3Ha4eHHbIN Kamepe ans nepeagpecaumn, — 10000. 3HaunT, ana obpalleHnsa K Kamepe n3 cetu
NHTepHeT Heobxoanumo B agpecHom CTpoOKe Opaysepa HabpaTb 3anpoc:
http://77.108.73.169:10000/.

Takum xxe 06pa3oM MOXeT OblTb HACTPOEHO HECKOSbKO Kamep, Hago NuvLb ANst KaXO0W 13

HUX 3adaTb CBOWU, YHUKallbHble 3Ha4YeHNA NOPTOB.

7.3.2. HacTpowka py4yHou nepeagpecaumv NOpToB MapLUpyTM3aTopa.

Ecnn Baw mapwpytmnsatop He nogaepxusaet TexHonormioo UPnP, nubo gaHHas onums
paboTaeT HEKOPPEKTHO, Toraa HeobX0AMMO HacTPOUTL Nepeagpecaunio MOPTOB BPYYHYHO.

PaccmoTpum 3agady nogkntodeHnsa IP-kamepbl K cetu  VIHTEpHET C  NOMOLLbIO
mMapuwpyTtumsatopa TP-Link TL-WR2543ND (HacTporika 60nblnHCTBA (DYHKLUMIA MapLLpyTU3aTopoB
pasfiMyHbIX MOAENEN BbIMOMHAETCH CXOXUM 06pa3om).

Cuntaem, 4TO NOOKIOYEHUE MapLUpyTM3aTopa K nokanbHom cetn n cetn UHTepHeT yxe
HacTpoeHo. MapuwpyTusaTop UMeeT cnegyowmi nybnmyHeln ctatudecknin IP-agpec, BblAaHHbIN
NuTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLipytmnsaropa): 77.108.73.169.

JlokanbHasa ceTb umeet IP-agpeca B AgnanasoHe «192.168.1.1 — 192.168.1.255», npuyem
«192.168.1.1» — «BHYTpeHHU» |IP-agpec wmapuwpyTtusatopa (IP-agpec LAN-uHTepdenca
mMapwpyTtmsaTopa), «192.168.1.199» — IP-agpec «kamepbl. [Ona HacTpoWkM umCNoMnb3yem
KOMMbIOTEP, NOAKMOYEHHbIN K 3TOWN NOKaNbHOW CETMW.

Ana nogknioveHus |IP-kamepbl kK cetn WHTepHeT TpebyeTca HasHauuMTb NOPThl, Yepe3

KoTopble ByaeT oCyLecTBNATLCS BHELLUHUI JOCTYMN K ee HaCcTPOWKaM 1 BUAEONOTOKY. B nokanbHowm

PykoBoacTBo no noakstoyeHuto IP-kamepbl N320



Be\VARD I'nasa 7 llookaouenue IP-kamepol k cemu Unmepnem

CeTn 3TW NMOpPTbl MO YMONYaHUIO UMEKDT crieaytowime 3HadeHus: HTTP-nopT — «80», RTSP-nopT —

554.

BHUMAHUE!
Mpy obpaiwieHun n3 cetn VIHTepHeT [OnNs BCeX Kamep, HaxoAsWMXCs B OAHOW JOKarbHOW CeTw,
cyllecTByeT Tonbko oauH IP-agpec (BblgaHHbI npoBaigepom). MoaTomy Ans gocTyna K 3TM Kamepam

HeOoOXOAMMO KaXKAOW Ha3Ha4yMTb CBOW rpynnbl MOPTOB.
D,J'Iﬂ N3MEHEHNA NOPTOB |P-KaMepr BbIMOJIHUTE CreayLuimne DEencTBuS:

BHUMAHUE!
HTTP-nopTbl Kamep MOXHO MNepeHanpaBnATb C MOMOLLbI BUPTyarbHOro cepsepa, ogHako RTSP-nopThl
OOJDKHbI ObITb pasHbIMUK Yy BCEX KaMep M TpaHcnMpoBaTbCs «nopT B nopT»! COOTBETCTBEHHO, AMs BCEX

Kamep Heobxoaumo 3afaTb pas3nuyHble 3HavyeHns RTSP-noprta.

War 1: oTkpouTe pasgen meHio HACTPOWKU X _ cems - HononHumenbHbie —
RTSP.

War 2: eeegute B none [RTSP-nopt] HoBoe 3HayeHue nopta RTSP, otnuuHoe oOT
3Ha4yeHus no ymon4yaHuto. Hanpumep, nyctb B kadyectBe RTSP-nopta ucnonedyetca nopt 3001

(Puc. 7.4).

-

p
BE\VARD N320 H.264 Wireless IP Camera
l_ﬂ_.lliJ FRTsP 1 UPnP | Bonjour | DDNS )

O Mudopmaunn
O Cncremubie OcHoBHbIe
® CeTb RTP-nopt 5000 (1124 ~ 653433) ~ 7999 (1223 ~ 65534)
OCHOBHbIE RTSP-nopt © 554 ® 3001 (1124 ~ 65534)
© NpocMoTp
NapameTpbi npodwmna
() BocnpousseaeHue
Hazsatme Profilel [~]
0 Cobmtne
Mpoduns video.prol ABTopW3auuA O‘IK."IIDQEHOE
MynbTukacT
CraTtyc OTKJ‘IIOHeHOE
Mpoduns multi.prol
IP-afpec 228.0.0.1
MopT Braego @ Asto © (1124 ~ 65534)
MopT ayguo @ AsTo © (1124 ~ 65534)
TTL 15 | (1 to 255)
COXpaH1TE ] [ OTMEHWTE
COPYRIGHT © 2013, Beward RED Co., Lid. Bee npass saumuers.
Puc. 7.4
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LWar 3: ana npyMeHeHnsi HacTpoek HaXxmuTe KHomky [CoxpaHuTb).

Takum obGpasom, NopThl ANA AOCTyNa K AaHHOW KaMepe BHYTPWU NoKanbHOW ceTu byayT:
HTTP-nopt — «80», RTSP-nopTt — «3001».
[nsa BTopon kamepbl MOXHO BblbpaTbe nopT HTTP — «80» n nopt RTSP — 3002.

Kamepa HacTpoeHa. OcTanocb NpaBuribHO HACTPOUTbL MapLLPYTU3aTOp.

Ona HacTpoMKu maplupyTusaTopa BbINONHUTE cneaylolme AeNcTBuA:

War 1: BeBegute B agpecHon cTpoke Opaysepa |IP-agpec maplpytusatopa (B Halem

npumepe — «192.168.1.1»). B nosiBUBLLEMCA OKHE aBTOpM3auun BBEAUTE NOMMH 1M naponb. [ocne

yAay4yHou aBTopM3aLmumn OTKPOETCS OCHOBHAasi CTPaHuLa HacTpoek MaplipyTtusaTopa (Puc. 7.5).

TP-LINK’

Status
Quick Setup
WPS

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Network

Firmware Version:
Wireless

DHCP
USB Settings

Hardware Version:

3.13.27 Build 121207 Rel.61955n
WR2543ND v1 00000000

Forwarding
Soctily MAC Address:

P: | |

arental Control IP Address:
Access Control
Subnet Mask:
Advanced Routing

Bandwidth Control

90-F6-52-75-BD-62
192.168.1.1
255.255.255.0

IP & MAC Binding
Dynamic DNS

Wireless

Wireless Radio:

System Tools Name (SSID):

LWar 2: BbibepuTe NyHKT MEHHO

HaxkmuTe kHonky [Add New] (Puc.7.6).

TP-LINK’

Status
Quick Setup
WPS

Enable

TP-LINK

Puc. 7.5

Forwarding — Virtual Servers. B nosiBuBwemcs MeHo

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Network
ID  Service Port
Wireless
DHCP

USB Settings
Forwarding

Internal Port

IP Address Protocol Status Modify

Virtual Servers
- Port Triggering
-DMZ
-UPnP
Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 7.6
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LWar 3: po6aBbTe npaBuna nepeHanpasneHnsa noptos Ansg IP-kamepsl (Puc. 7.7). 3apante

[Service Port]: ykaxute nopT, KoTopbld GyaeT Ucrnonb3oBaTbCs Ans A4OCTyNa K kamepe 13

cetn NHTepHer.

NMPUMEYAHMUE!

Bo wusbexaHue KOHMNUKTOB He MCMoNb3yhnTe ANs MNepeHanpasrieHus MOpTOB 3aperncTpypoBaHHbIe

3HayeHus. PekomeHaOyeTca MCNonb3oBaHMe MopToB AuvanasoHa 1124-7999. (3HayeHus noptoB ot 0 oo

1123 odmumanbHO 3aperncTpupoBaHbl MO PasriMyHbIe NPOTOKOIbI, CIYXXObl, MPUMIOXEHUS.)

JIOKanbHOW ceTu.

7.8):

[Internal Port]: ykaxuTte nopT, UCMOMb3yeMbl B JaHHbI MOMEHT AN A0CTYyna K Kamepe 13

[IP Address]: ykaxuTe IP-agpec kamepsbl, Ana KOTOPOW HacTpanBaeTcs nepeHanpasneHne.

OcrtarnbHble NYHKTbl He TPebyT HAaCTPONKMW.

Hob6aebTe npasuno ans nopta HTTP (Puc. 7.7).

TP-LINK'

Status

Quick Setup

WPS

Network

Wireless

DHCP

USB Settings
Forwarding

- Virtual Servers

- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Add or Modify a Virtual Server Entry

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Service Port:
Internal Port:
IP Address:
Protocol:
Status:

Common Service Port:

81 (XX-XX or XX)

80 (XX, Only valid for single Service Port or leave it blank)
192.168.1.199

All -

Enabled v

--Select One— v

[ sae |[ Bak ]

Puc. 7.7

LWar 4: HaxmnTe kHOMKy [Save], 4Tobbl coxpaHuTb npasuno. Mpasuno gobaeneHo (Puc.
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TP-LINK'

Status
Quick Setup
WPS
Network
Wireless
DHCP
USB Settings
Forwarding

Virtual Servers
- Port Triggering
-DMZ
-UPnP
Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

mapLupyTusartopa v T.4.

TP-LINK'

Status

Quick Setup
WPS
Network
Wireless
DHCP

USB Settings
Forwarding

- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Virtual Servers
ID Service Port Internal Port IP Address Protocol Status Modify
1 81 80 192.168.1.199 Al Enabled Modify Delete
[ AddNew.. | [ EnableAll | [ Disable Al | [ Delete Al |
Puc. 7.8

LWar 5: Tem e cnocobom gobasbTe NpaBuno ansa nopta RTSP (Puc. 7.9):

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Virtual Servers

ID Service Port Internal Port IP Address Protocol Status Modify
1 81 80 192.168.1.199 All Enabled Modify Delete
2 3001 3001 192.168.1.199 All Enabled Modify Delete

[ AddNew.. | [ EnableAll | [ Disable All | [ Delete Al |

Puc. 7.9

Ans ocTtanbHbIX kamep (Puc.7.10).

OOMKHbI BbITb pa3HbIMK Yy BCEX Kamep Y TpaHCnnpoBaTtbes «nopT B nopT»! Hanpumep, nopt 3001 kamepsbl

Ne1 TtpaHcnupyetca B nopTt 3001 wmapwpyTtusatopa, nopt 3002 kamepbl Ne2 — B nopt 3002

LWar 6: ecnu Bbl ucnonb3yete HECKONbKO kamep, To Bam Heo6xogmMmo noBTOpUTL warm 2-5
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450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Status
Oukck Sotwp
WwPS
Network
Wireless ID Service Port Internal Port IP Address Protocol Status Modify
DHCP 1 81 80 192.168.1.199 Al Enabled Modify Delete
USB Settings 23001 3001 192.168.1.199 Al Enabled  Modify Delete
[T 3 82 80 192.168.1.210 Al Enabled  Modify Delete
Virtual Servers 4 3002 3002 192.168.1.210 All Enabled Modify Delete
- Port Triggering
-onz [ AddNew.. | [ EnapleAl | [ Disable Al | [ Delete Al |
-UPnP
Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools
Puc.7.10

HacTponka mapLipyTusaTopa 3aBepLueHa.

Tenepb, 4TOObLI NONY4YMTb JOCTYN K Kamepe 13 ceTn NHTepHeT, Hago obpaTuTbCa K Hew no
IP-agpecy, BblgaHHOMY nNpoBangepoMm («BHeWwHUny» IP-agpec maplipyTtmusaTtopa), 1 Ha3Ha4YeHHOMY
en nopty HTTP.

B paccmoTtpeHHoM npumepe |IP-agpec mapwpyTtusdatopa — «77.108.73.169». HTTP-nopr,
Ha3Ha4YeHHbIN kamepe Ans nepeagpecaumn,— «81». 3HauuT, Ansa obpalleHnsa K Kkamepe 13 cetu

MHTepHeT HeobGXxoamMMo B agpecHon cTpoke 6pay3epa HabpaTb 3anpoc: http://77.108.73.169:81/.
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7.4. NMpumep noaknoveHns Yyepes cetb MHTepHeT ¢ ucnonb3oBaHnem DDNS

7.4.1. Obwme cBegeHUsA O NogknovYeHUn vyepe3 UHTepHeT ¢ ncnonb3oBaHuem DDNS

B cny4ae ecnu IP-agpec BblgaeTcs KOMNbOTEPY Ha onpefenieHHoe BpeMs (Yalle Bcero
NULWb Ha OOMH CeaHC CBA3M), TakoW agpec HasbiBalOT AuMHamMuyeckum. B GonblinHCTBE crnyvaes
NHTepHeT-npoBangepbl NpefocTaBnAlnT nonb3oBaTtenam anHammyeckne IP-agpeca. OgHako ans
TOro, YTobbl MOXHO ObINIO 06paTUTLCA K 060PYAOBaAHUIO U3 CETU VIHTEpHET B Nto6OM MOMEHT, OHO
OOIMKHO MMETb MOCTOSAHHBLIN U OUKCUPOBaHHbINM agpec. C aTon npobrnemon nerko cnpaeBnsieTcs
cnyx6a Dynamic DNS (DDNS).

Cepeuc Dynamic DNS npepoctaBndetr Bam BO3MOXHOCTL caenatb |IP-kamepsbl
nerkogocTynHbiMn un3 cetn WHTepHeT, gaxe ecnv B Bawem pacnopspkeHum nocTOSHHO
MeHsLWMNCcs, anHammyecku IP-agpec. BHewHwe nonb3osaTtenu Bcerga 6yayT umeTb JOCTYN K
obopynoBaHuio, 06paLasiCb K HEMY MO €ro AOMEHHOMY UMEHW.

B atom cnydyae Bmecto TOro, 4tobbl obpawartbcs Kk obopymoBaHuio no IP-agpecy, Bbl
obpallaeTtech kK HEMy Mo JOMEHHOMY MMeHN BMaa: www.cameral.dyndns.org.

[lna 3TOro Hago 3aperncTpupoBaTbCHd Ha canTe npoBangepa cepeuca DDNS (Hanpumep,
www.dyndns.com), coobwmnTb oguH pa3 Tekywun IP-agpec obopynoBaHus 1 BbibpaTb AOMEHHOE
nMsi, N0 KOTOPOMY B AanbHenwem Bel 6yanTte obpawaTtbea K 060opyaoBaHmio.

Torga npu cMmeHe IP-agpeca unun npyu HOBOM MOAKIIOYEHMN K ceTU NHTEpHET YCTPOWCTBO
nony4yaeT OT MHTEPHET npoBanaepa HoBbil IP-agpec. OH obpabaTbiBaeTCsl BCTPOEHHBIM B KAMepy
MO, koTopoe oOpaulaetca Ha cant npoBavaepa DDNS ans Toro, 4toObl COOOLIUTL 3HAYEHME
Tekywero IP-agpeca. DDNS-npoBangep CcTaBUT B CcooTBeTcTBME  3ToMy  IP-agpecy
3aperncTpmpoBaHHoe Bamu paHee JOMEHHOE UMS.

PaccmoTpum npumep pabotbl ¢ DDNS-npoBangepom http://www.dyndns.com. MeTtoauka

pernctpaumm n pabotbl ¢ Apyrummn noctaewmnkamm DDNS aHanormyHa gaHHon. [na gocTtyna K
CEeTeBOMY pPecypcy C UCNONb30BaHNEM AOMEHHOIO UMEHW BbINOSIHUTE CrieayoLme Lwarm:
e 3aBeante cebe yyeTHywo 3anucb (Account) Ha cante www.dyndns.com ans
JanbHENLLEN perncTpaumm Ha cepBepe.
o Cospante Ha cante www.dyndns.com gomeHHoe nmsa (Hosthame) ans cBoero cepeepa.
Bbl MoxeTe BblbpaTb nwboe He3aHATOe B 9TOM [JOMEHe UWMs Ans  CBOEro
obopynoBaHus, Hanpumep, cameral84. COOTBETCTBEHHO MONyyYnuTe OOMEH TpeTbero
YPOBHSA ans cesoero obopygosaHma www.cameral84.dyndns.org.

e HacTtponte cooTBeTcTBYIOWMM 06pa3om 06opyaoBaHMeE.

7.4.2. Pernctpauus Ha cepBepe DynDNS

War 1: 3angute Ha cant www.dyndns.com, Ans cO30aHMS YYETHOM 3arucu Haxmute
cnpasa BBepxy [Sign In] n B BbinaBwem cnucke BblbepuTte cTpoky [Create an Account] (Puc.
7.11).
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( ' DynDNS.con

Why DynDNS.com? Services & Pricing Support Have an account?|

Username

Rock solid, scalable DNS that just WORKS —

Whether you are a home user, a small & medium bu or all the way up to ent -
we understand you are busy! Our tools are easy, yet Robust. Let us simplify your to do

= g Forgot Your P: rd?
with our proven services.

A P
6’ Free Domain Name ,‘&3 Start Your Company & Domain
Dynamic DNS service allows you to point a hostname to a dynamic or static IP Enter your new or current domain name to build a customized suite of world
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in five da

Host your own v ome for free!

DVR, webcam from anywhere.

- | dyndns-free.com E| Add Add

Cor

Puc. 7.11

[anee Bbl aBTOMaTMYECKN NEpengeTe Ha CTpaHMLy co3gaHus y4eTHon 3anucu (Puc. 7.12).

DNS & Domsains. Email Services Performance & Sscurty
( Dyn DN S_.com

Why DynDNS.com? Services & Pricing Support

My Account Create an account or log in to continue

Create Account

Leai Username:
Already Registered?
Lost Password? P—
: Username
My Cart Confirm password:
0 0 items Password
Email:
Confirm email: Forgot your password?
1
WE'RE HIRING Subscribe to: DynDNS.com newsletter
(1 or 2 per month)
[7] Dyn Inc. press releases —) TRUSTe
Powered b ‘ \
e Dyn [7] Remove HTML formatting from email
Security Image:

Enter the numbers from the above image

T agree with the acceptable use policy {AUP) and privacy policy.
il
Create Account

If you're having difficulty creating your account, for any reasan, feel free to contact
us.

Puc. 7.12

LWar 2: BBeauTe noboe xenaemoe n HesaHATOe UMSA nonb3osaTens (none: [Username]),

naponb (nons: [Password] un [Confirm password]).
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NMPUMEYAHUE!

[Ons 3awmTbl OT BO3MOXHbIX ownbok npn BBeOeHNN NaposnAd, OH yKa3blBaeTCA OBaXnbl. Ob6ssaTenbHo

cnegute 3a TeM, YTobbl 3Ha4YeHne naponsa B 0boux nonsix Obio 04MHAKOBLIM.

YkaxunTe Baw agpec anekTpoHHoW noyTbl B 06oux nonsax: [Email] n [Confirm email]. Ha
agpec, ykasaHHbli Bamn B AaHHbIX nonsix, 6yaeT BbiCNaHO NMMCbMO C AAHHOrO canTa, NpuyeM Ha

OOMH 3NEeKTPOHHBLIN agpec MOXeT OblTb 3aperMcTpMpoBaHO TOMBbKO OAHO JOMEHHOE UMSI.

NMPUMEYAHUE!

PeI'VICTpaLI,I/IFI 6onee ogHOro JOMEHHOrO MMEHN Ha OAMH SﬂeKTpOHHbIVI agpec ABnAeTcA nraTHON.

NPUMEYAHUE!
,El]'lﬂ 3aWnTbl OT BO3MOXHbIX oLnbokK npun BBegeHUn agpeca SJ'IeKTpOHHOVI NOoYTbl OH yKa3blBaeTCa OBa
pasa. ObsasaTenbHO crneguTe 3a TeMm, YTOObl 3HaYeHWe agpeca IMNEeKTPOHHOW MoYThl ANd obowux nonewn

Obl10 OANHAKOBbIM.

MyHkt [DynDNS.com newsletter] npegHasHadeH [Ons  MNOYTOBOrO  OMOBELLEHUSA
nonb3oBatens cuctemon DynDNS B cnyyae OGHOBREHWss cepBuMCa WU Kakux-mbo
HOBOBBeAeHUN. [INs oTka3a OT HOBOCTHOWM paccChbinkv ybepute BblgeneHne aToro nyHKTa.

BBeauTte koA, KOTOpbIN BUAMTE Ha KapTUHKe, M NocTaBbTe pnaxok Ans nyHkta [l agree
with the acceptable use policy (AUP) and privacy policy]. 910 03HauaeT cornacue c
YCNOBUAMY NULEH3MOHHOIO CornalleHus Ans co3aaHusa ogHoro 6ecnnaTtHoro akkayHTa.

B kauecTBe npumepa ucnonb3yeTtca: umsa nonb3osatens [Username] — camera184, agpec
3NeKTpoHHOM noyTbl [E-mail] — cameral84@yandex.ru, Npou3BOSbHbLIN Naponb (Hanpumep,
123456).

[ns 3aBeplieHnss perncTpauum M OKOHYaHMUS CO34aHUS aKKayHTa HaXKMUTE Ha KHOMKY
[Create Account] (Puc. 7.13).
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DNS & Domains

C DynDNS...

Why DynDNS.com? Services & Pricing Support

My Account Create an account or log in to continue

Create Account

L
ogin Username: |camera1sd Already Registered?
Lost Password? Password:
= p— Username
% My Cart Confirm password: |...... SWOI
T Ditems paswerd
Email: | camerat34@yandex.ru
Log in
Confirm email: | ¢amera184@yandex ru S el

WE'RE HIRING Subscribe to:  [7] DynDNS.com newsletter

(1 or 2 per month)
[F] Dyn Inc. press releases
Szt () Dyn -\ TRUSTe

[C] Remove HTML formatting from email

Enter the numbers from the above image:
31324

I agree with the acceptable use policy (AUF) and privacy policy.

Create Account

If you're having difficulty creating your account, for any reason, feel free to contact
us.

Puc. 7.13

War 3: npu npaBuibHOM 3anosiHeHMM opmbl Bbl nonyynte coobulieHne O TOoM, 4TO

ocTancst O4uH Lwar 4o co3gaHus ydeTtHowm 3anmcu: [One more step to go...] (Puc. 7.14).

DHS & Domains erformance & Security
(" DynDNS...

Why DynDNS.com? Services & Pricing Support

One more step to go...

We've sent an email to cameral84@yandex.ru, to verify your account. Please check your inbox and click on the 3
confirmation link. ‘

If you do not receive the email in the next few minutes you can try resending it. —>'

Thanks for choosing DynDNS.com!

OSSN T\ TRUSTe

Puc. 7.14

LlLar 4: 4yepe3 HECKONbKO MWHYT Ha 3JIEKTPOHHbLIA MOYTOBbLIN AWK, YKa3aHHbIN Npw
perncrpaumu, npvget nucbMo OT  cnyxbbel «DynDNS  Support» (no4ytoBblM  agpec:
support@dyndns.com). [1na noaTBepX4eHNa permctpaumm y4eTHoOn 3anmcn Heobxoaumo nepentm

no yKa3aHHOI7I B HEM CCblJIKe.
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lMocne nepexoga no agpecy, YkasaHHOMY B Tefne nNucbMa, OTKPOETCs CTpaHuua C
NoATBEPXKOEHNEM CO34aHMs M akTMBauun Bawen ydeTHoW 3anucu. [ns Bxoga Ha canlT nog

CO3[aHHOW y4eTHOW 3anucbio BBeguTe naposb 1 Haxmute [Confirm Account] (Puc. 7.15).
( DynDNS...

‘Why DynDNS.com? Services & Pricing Support

DNS & Domains

Email Services

[ ——

Please Confirm Your Password
Please log in to finalize account activation.

Username  cameralS4

| Password essees

_J

Eol

Confirm Account
rgot your password?

BN\ TRUSTe

LWar 5: cospgaHve yyeTHom 3anuncn ansa cepsuca DynDNS 3aBeplueHo (Puc. 7.16).
C DynDNS...

‘Why DynDNS.com? Services & Pricing

DNS & Domains

Emai Services

Parformance & Sscurty

Welcome cameral84 (FRee) [EVEYTTIS

| Congratulations! Your Account Is Now Active! I

Account camera184 has been confirmed and activated. Please explore following options to get started.

Most Popular
DynDNS Free

DynDNS Pro

[ Dpowscustom |
FREE $15/yr $29fo

DN hosting for yourdomain.com

Get a free domain name
Update monthly to avoid expiration

Branded URL-shortening with WebHop
Use with Windows, OSX, routers &more
Free email and commurity support

..also works with Apple ArPort & Borjour

Access to phone technical support

Add Hostname

Add Pro Hostname

Add Custom DNS

try it for just $1.99/month &3

Puc. 7.16
7.4.3. Co3pgaHue AOMEHHOro umeHu Ha cepBepe DynDNS

War 1: ana HacTpoviku yyeTHoOW 3anucu Ha cepBepe DynDNS 3amgute Ha caut
www.dyndns.com 1 aBTOpuU3yWTeCb NOA CBOEN YYETHOW 3anucbio, AN Yero ykaxuTe (B npaBoMm

BEPXHEM YINy) cO34aHHble M 3aperncTpyMpoBaHHble MMs nornb3oBatenst [Username] v naponb
[Password], nocne yero Haxmute kHonky [Login] (Puc. 7.17).
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C DynDNS...

Why DynDNS.com?

Services & Pricing

Rock solid, scalable DNS that just WORKS

Get Started

=N .
&9 Free Domain Name

Dynamic DNS service allows you to point a hostname to a dynamic or static IP

address or URL.

¢ Host your own website at home for free!

¥ Connect to your workstation, DVR, webcam from anywhere.

- | dyndns-at-work.com E Add

Support

DHNS & Domains Email Services Performance & Security

Search

Username

camera184

Password

Forqot Your Password?

Create an Account

,ﬁ% Start Your Company & Domain

Enter your new or current domain name to build a customized suite of world
class DNS, Mail, Performance, and Security services.

# Easy-to-use web interface with powerful expert tools.

% DNS servers in five datacenters around the globe!

Add

Puc. 7.17

War 2: ecnu Bce aaHHble YKa3aHbl nNpaBUIibHO, Bbl nonagete Ha nepcoHaribHyO CTpaHuuy

HacTpoek. [Ina npogorkeHnsa HacTporku Bblbepute nyHKT [Add Host Services] (Puc. 7.18).

) DynDNS...

Why DynDNS.com? Services & Pricing Support
My Account My Services
My Services i View, modify, purchase,
b3 and delete your services.
Account Settings
Billing My Zones/Domains

Add Zone/Domain Services

My Cart
5 0 items.

My Hosts

Add Host Services

Dynamic DNS Pro

WE'RE HIRING

Dynect SMB

Internet Guide

Powered by o Dyn MailHop Outbound
SSL Certificates
Support
Premier Support
Contact Support

DNS Service Level Agreement

DNS & Domains Email Services Performance & Security

Search

Welcome camera184 (FREE)

My Account

Billing Account Settings

Update your email address,
N set preferences, and delete

your account.

Update your billing
| information, complete a
purchase, and view
invoices.
Change Email Address
View Shopping Cart Change Password
s Change Username

Order History Contact Manager

Billing Profile and Vouchers Mailing Lists

Renew Services
Move Services

Auto Renew Settings
Preferences

Sync Bxpirstions Close Account

Puc. 7.18

Lar 3: Ha OTKpbIBLIENCA CTpaHuue HeobxoAMMO HacTpOUTb MapamMeTpbl COeQUHEHUs C

yCTponcTBOM. BbiGepute xenaembin foMmeH. Hanpumep, dyndns.org.

Hanee B none [Hosthame] ykaxuTe AOOMEHHOE WMs, ONs OAHHOrO npumepa 3To —

camera184. Ecnu paHHoe ums angd BbIOpaHHOro gomeHa cBo6ogHO, TO Mbl MOMYYMM KOHEYHOE

AOMEHHOEe MMs, B HaweMm npumMmepe aTo - cameral84.dyndns.org (Puc. 7.19).
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C DynDNS...

Why DynDNS .com?

My Account

My Setvices

WE'RE HIRING

romnany (Y Dyn

Services & Pricing Support

Add New Hostname

You don't qumently have 2 Dynemic DNS Pro servies in your socount,

To get the full benefits of Dnynamic DNS, incheding premium subsariber domains and other festures, 26d Dvnamic DNS Pro

o vour shopping cart & {or try it with $1.99 monthhy subscription),

Hostname:  |camers124 . | dyndns.org [=] l
Wildcard alizs
oy o 5 Pro umers
| Service Type: (@) Host with IP address I
= WebHop Redirect {URL forwarding sarvice)
) Offline Hostname
IP Address: £3.105.128.207
5 89.105,128.207
Mail Routing: D I have mail server with another name and would like

10 add MX hostname...

What do you want to use this host for?
Selert services and devices you would like to use with this hostname,

Work From Home Office or VPN:

vpn  remote fi

Fip ba

Hesting and Design For Web Sites and Blogs:

bog galeny wiki  porfolo  ecommeres  web page

Remote Access For Devices:

Puc. 7.19

[ns conocTaBneHust Tekyllero anHamu4yeckoro IP-agpeca kamepbl ¢ AOMEHHbIM MMEHEM

HeobxoauMo ykasaTb IP-agpec Toro yCTpOWCTBa, KOTOPOE Mbl HacTpavBaeMm ans paboTbl Yepes

DDNS. llo ymonuyaHuio cepBuUC onpegenseTt ToT IP-agpec, ¢ KOTOporo Ha AaHHbIA MOMEHT

BpeMeHu npoucxoauT noakntoyerne (Puc. 7.20).

IP Address:

Your current location's 1P address is 89.105.128.207

TTL value is 60 seconds. Edit TTL...

Puc. 7.20

Beegute Tekywun IP-agpec, BbigaHHbIM Bawum npoBangepom B HACTOALMA MOMEHT, U

HaxkmuTe kHonky [Add To Cart].

War 4: npwu

ycnewHomMm co3gaHnn OOMEeHHOro

MMEHN

OTKpOEeTCs CTpaHuua ¢

noartesepxageHnem 3Toro. Tak, ans npmumepa, onnMcaHHoOro Bblille, 6yueT YKa3aH COo34aHHbIN aKKayHT

cameral84.dyndns.org. ns akTmBauum JOMEHHOro UMeHu HaxxmuTe kHonky [Next] (Puc. 7.21).
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DNS & Domsins Email Services Performance & Securiy
Q DynDNScn
Why DynDNS.com? Services & Pricing Support Welcome camera184 (Free)
My Account Shopping Cart
My Services

Host cameral84.dyndns.org added to cart. Finish FREE checkout to activate.
Account Settings
= Your cart contains free services only. You will not be asked for credit card information.
illing
Active Services Upgrade Options

Auto Renew Settings.
Free accounts allow only two Dynamic DNS hosts.

« To add more and enjoy additional benefits for only $15.00 per year, purchase Dynamic DNS Pro &3 .

« To get Dynamic DNS for your own domain, use Custom DNS.

Order History

Biling Profle

Dynamic DS Hosts

WE'RE HIRING comera184.dyndns.org - remove $0.00

Please enter coupons in the box below and click "Add Coupon”.

I o Dyn Sub-Total:  $0.00

Order Total: $0.00

‘Would you like to print an estimate/guote?

view our
refund policy

Puc. 7.21

Ha oTKphbIBLLENCSA CTpaHULE aKkTUBaLMN HAXXMUTE KHOMKY [Activate Service] (Puc. 7.22).

DNS & Domains Performance & Security

( DynDNS...

Why DynDNS.com? Services & Pricing Support Welcome camera184 (Free)

My Account Free Services Checkout

My Services
Account Settings Once you have confirmed the contents of your cart your services will be instantly activated.

Billing

Service Period Price

Active Services .
A Dynamic DNS Hosts
Auto Renew Settings
Order History cameral84.dyndns.org = $0.00
Gillng Profile

Sub-Totak: $0.00
WE IRING Activate Senvices >>

view our
refund policy

Powered by c‘ Dyn

Puc. 7.22

War 5: panee npu ycnewHoOW akTMBauMM [OMEHHONO MMEHM OTKPOETCS CTpaHuua,

nogTeepxgatowas ato (Puc. 7.23).
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DNS & Domains Email Services Performancs & Security

( DynDNS...

Why DynDNS.com? Services & Pricing Support Welcome cameral84 (rree) NI
y . “Just created my free domain name with @DynDNS! Now | can remote desktop, host web sites at
-’ home, and more. http://bit lyfaXjUnG #DNSISSEXY™

Send a tweet and show us some love!

My Account Host Services

My Services

| cameral84.dyndns.org successfully activated. I

Dynamic DHS Pr

o cuide Hostname Service Details Last Updated
cameral84.dyndns.org Host 89.105.128.207 Dec. 16, 2010 4:35 AM
» Host Update Logs Add New Host

Dynect SMB
MalHap Outbound Join the discussion in the DynDNS Community for tips and tricks, demos, suggestions, user help and much more.
SSL Certificates

Check out what our users are talking about below: O DynDNS_—. Community mry e
Ren

Puc. 7.23

LWar 6: cosgaHMe gOMeHHOro MMeHn Ha cepeepe DynDNS 3aBepLueHo.

7.4.4. HacTpownka o6bopyaoBaHMa ana pabotbl ¢ cepBucom DynDNS

Tenepb TpebyeTca HacTpouTb IP-kamepy B COOTBETCTBUM C OAHHBLIMW, MONYYEHHBIMU NPU
perncrtpaumm Ha cepsuce DynDNS (nyHkTbl 7.4.2, 7.4.3 naHHoro PykoBoacTBa).

O6HoBnATh IP-agpec Ha cepBepe DynDNS moxeT kak IP-kamepa, Tak u mapwipytmsaTtop (B
cnydae ecnu IP-kamepa nogkntoveHa K cetn IHTepHeT Yepes MapLupyTmMsaTop).

Ytobbl HacTpouTh IP-kamepy ans pabotbl ¢ cepsucom DynDNS BbinonHuTe criegyowine

JEenCcTBuUS:

BHUMAHUE!

IP-kamepa JormkHa ObiTb NoakmntodeHa Kk ceT VIHTEepHeT Hanpsimyto.

War 1: paspewwute onuuio [DDNS] B HacTpoiikax |P-kamepbl: HACTPOUKU — Cemb —
HononHumenbHbie — DDNS.

War 2: ykaxxute nocraslmka cepsmca DDNS B none [CepBep].

LWar 3: BBeante nmsa nonb3oBaTtens, NOMy4YeHHOE Npy perncTpaumm Ha cante nposangepa
DDNS B none [Monb3oBartens].

LWar 4: BBeante napornb, NOMyyYeHHbIN Npu pernctpauum Ha cavte nposavgepa DDNS B
none [Maponsb].

LLar 5: noBTOpHO yKaxute napons B none [[loBTopuTte napornsb].

LLar 6: BBeanTe OOMEHHOEe WMSA, MOSlydeHHOe Mpu perncTpauun Ha canTe nposavaepa

DDNS B none [HazBaHue gomeHal.
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BHUMAHMUE!

Bonee nogpo6HO HacTpoiika kamepbl Yepe3 BeG-uHTepdpeiic paccmoTpeHa B PykoBoacTee Mo

SKCnJ1yaTauunun.

B cootBeTCcTBUM C OaHHbIMW, MOMNYYEHHbIMM NpU perncTpauumn Ha cepsuce DynDNS
(nyHkTbI 7.4.2, 7.4.3 panHoro PykoBoacTea), B none [CepBep] BoiGepute www.dyndns.org, B nons
[Monb3oBaTenb] 1 [[Maponb] BBeanTe cooTBeTCTBEHHO cameral84 n 123456. B none [HasBaHue
AomeHa] Heobxoammo ykasaTb cameral84.dyndns.org (Puc. 7.24).

LWar 7: ans npuMeHeHns1 HaCcTPoeK HaXXMUTe KHOMNKy [CoxpaHuTb].

~

BCG\VARD N320 H.264 Wireless IP Camera
LﬂJ'K' RTsP | upnP | Bonjour f DDNS 1
WudropMaumn
CucreMHble DDNS
® Catb DDNS @ Bwn @ Otkn
OcHOBHbIe Cepeep http://www.dyndns.org |Z|
MonbzoBatens cameral84
MpocmoTp
BocnpouzeefeHue Mapone sessse
Cobbrrune MoeTopuTe Napons ssssse
HazeaHwe noMeHa cameral84.dyndns.org
Mepwog obHOBNEHUA @ AsTO
@ Nepuoguuecku MUH.
CoxpaHunTe ] [ OTMeHWTE
COPYRIGHT & 2013, Beward RED Co., Lid. Boe npasa sawmuénn,
\ J
Puc. 7.24
BHUMAHUE!

[N npuMeHeHNUs ceTeBbIX NapameTpoB TpebyeTcs nepesarpyska ycTponcTBea.

BHUMAHUE!
Ecnn obHoBneHne IP-agpeca onst Bawero gOMeHHOro umeHn He OyaeT NpousBOAUTbLCA B TedeHne 35

OHen, 3To JOMeHHoe nma ByaeT ocBobOXAEHO.

LWar 8: HacTpowika IP-kamepbl Anst padotbl ¢ cepencom DynDNS 3aBeplueHa.

PaccmoTtpum npumep Hactponku DDNS ana mapwpyTtusatopa Ha npumepe Planet XRT-
412. O6opyaoBaHme OpyrMx Mapok HacTpamBaeTCsi aHanorMyHo, B COOTBETCTBUM C MHCTPYKLMEN
no 3Kcnayatauum K npumeHsiemomy obopyaoBaHuioo. YTobbl HacTpouTb MapLipyTu3atop Ans

paboTbl ¢ cepBrcom DynDNS BbINONHUTE crieayloLmne encTBuIS:
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BHUMAHMUE!

MaplupyTrsaTop AOSDKeH noadepxmBaTb yHkumo paboTbl ¢ DDNS, gormkeH ObiTb MOOKMOYMEH K CETU

MHTepHeT N MMEeTb COOTBETCTBYHOLLIME CETEBDbIE HaCTpOVIKM.

War 1: BBeguTe B agpecHol CcTpoke Opaysepa |P-agpec mapwpytmnsatopa. B
NosIBUBLLEMCS OKHe 3anpoca BBeguTe forvH 1 naponb. [locne yaayHown asTopusaumm OTKpOeTCs

OCHOBHas CTpaHuua HacTpoek MapLupyTusaTtopa. Beibepute nyHkT [General Setup] (Puc. 7.25).

HOME | General Satup | Status | Tools

Broadband Router XRT-412

Quick Setup Wizard
The Quick Setup Wizard provides only the necessary configurations to
connect your Broadband router to your Intemet Seniice Provider (ISP)
through an external cable or a DSL modem.

General Setup
The Broadband router supports advanced functions like Virtual Server,

| General setup | Access Control, Hacker Attack Detection and DMZ. We highly

recommend you keep the default settings.

Status Information

The Broadband router's status information provides the following
information about your Broadband router: Hardware/Firmware version,
Serial Number, and its current operating status.

Tools

Broadband router Tools - Tools include Configuration tools, Firmware
upgrade and Reset. Configuration tools allow you to Backup, Restore, or
Restore to Factery Default setting for your Broadband router. The
Firmware upgrade tool allows you to upgrade your Broadband router's
firmware. The RESET tool allows you to reset your Broadband router

Puc. 7.25

LWar 2: B nosBmBweEMCA MeHio BblibepuTe nyHKT [DDNS]. AktuBumaunpyrite DDNS-KnneHT,
noctaesue pnaxok [Enable].

LWar 3: B COOTBETCTBMM C AaHHBIMKU, MNOAYyYEHHBIMU NpK perncTpaumm Ha cepsuce DynDNS
(nyHkTol 7.4.2, 7.4.3 paHHoro PykoBogctsa), B none [Provider] Bbibepute www.dyndns.org, B
none [Domain name] Heobxoammo ykasaTb cameral84.dyndns.org, B nona [Account] u

[Password] BeeguTe cootBeTcTBEHHO cameral184 n 123456. (Puc. 7.26).

HOME | General Setup | Status | Tools

Internet Broadband Router

DDNS 2
# System
¥ WAN DDNS allows users to map the static domain name to a dynamic IP address. You must get a account, password and your static domain name from the DDNS service
» Dynamic IP providers. Our products have DDNS support for www dyndns org and www tzo com now.
» Static IP
»PPPOE

o
»L2TP Dynamic ) Enable O Disable
»Telstra Big Pond DynDNS v

»DNS = -

»DDNS www.camera184 durdns org
oLy
g Password ey
® Firewall

Puc. 7.26

BHUMAHUE!
ByabTe BHMMAaTErbHbI: MPU HEKOPPEKTHOM 3anorfiHeHWU MapLUpyTM3aTop HEe CMOXET MOAKMIYUTLCS K

cepepy DDNS.
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LWar 4: ansa coxpaHeHus nameHeHun Haxmute [Apply].

LWar 5: HacTponka maplpyTnsatopa gns pabotel ¢ cepsucom DynDNS 3aBepLueHa.

Ecnn Bce HacTpoOKMku BLINOSHEHbI BEPHO, TO Tenepb Baw coGCTBEHHbINM pecypc ceTu
OTKPbIT AN goctyna 13 nobor TOYKM 3eMHOro Wwapa nof CBOUM YHUKaNbHbIM MMEHEM, NMOHATHBIM
N yooGHbIM ANs 3anOMUHAHUA.

Tenepb pans obpaweHns K Kamepe [ocTaToMHO B Opaysepe BBeCTUM 3anpoc
http://cameral84.dyndns.org, 1, ecnn Bce HaCTPOWKM BbINOJTHEHbI KOPPEKTHO, TO Bbl nonagete Ha

rMaBHYK CTpaHUUY KaMepbl.
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Ilpunosxcenus

an/IﬂO)KeHVIe A. 3Ha4yeHun ncnonb3yemMmbiX NOPTOB

MpunoxeHus

HasHaueHue nopta

3HavyeHue No ymon4yaHuo

[dnana3oH 3Ha4YeHuUm

HTTP 80 1124..65534
MNepeapgpecauuna HTTP ¢ 80 1124..65534
nomoubo UPNnP
Mepeagpecaums HTTPS ¢ 443 1124..65534
nomoubto UPNP
RTSP 554 1124..65534
Mepeagpecaums RTSP ¢ 554 1124..65534
nomotbo UPNnP
HavanbeHbIn NopT AnanasoHa 5000 1124..65435
RTP
KoHeuHbI nopT gnanasoHa 7999 1223..65534
RTP
MopT BHaeo gnsa MynbTukacT - 1124..65534
MopT ayamo ans MynbTukacT - 1124..65534
SMTP 25 1..65535
MopT yoaneHHoro cepeepa 514 1124..65534
XypHana cobbITun
MopT cepeBepa cobbITUI 80 1..65535
MopT npokcun - 1..65535
[eTekTop oBMXEHNSA 1999 -
Motok MPEG4 (HTTP) 80 1124..65534
Motok MIPEG (HTTP) 80 1124..65534
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MpunoxeHune B. 3aBoackue yCTaHOBKM

Hwxe npneeneHbl HEKOTOPbIEe 3HaA4YEeHNA 3aBOLCKMX YCTAHOBOK

HanmeHoBaHue 3HayeHue
IP-agpec 192.168.0.99
Macka noacetu 255.255.255.0
Lnto3 192.168.0.1
Mmsa nonb3oBatens (agMmHucTpaTopa) admin
Maponb (agMuHMCTpaTOopa) admin
HTTP-nopT 80
RTSP-nopt 554
SMTP-nopT 25
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MpunoxeHune C. NapaHTMMHbIE 06A3aTeNnbLCTBA

C1. O6bwme cBegeHus

a) MNepen nogknioveHnem obopyaoBaHMs HEOBGXOAMMO O3HAKOMUTLCA C PykoBoACTBOM Mo
aKcnnyaTaumm.

6) Ycnosusa akcnnyatauumn Bcero obopyaoBaHua aommkHel cootBetctBoBatb TOCT 15150-69,
FOCT B20.39.304-76 (B 3aBMCMMOCTW OT UCIMOSTHEHUS YCTPOWCTBA).

B) [nA noBbileHMA HageXHOCTM paboTbl 06opyaoBaHUs, 3awwnTbl OT BPOCKOB B NuTatoLLeN
cetn n obecneyeHnsa GecnepebOMHOro NUTaHWS cregyeT WUCNONb3oBaTb CeTeBble MUNBbTPbI U

ycTponcTBa 6ecnepebonHOro nuTaHus.

C2. dneKkTpomarHuTHass COBMeCTUMOCTb

3710 06OpymoBaHME COOTBETCTBYET TpPeOOBaHUAM 3SMNEKTpPOMarHUTHOW coBmecTumocTu EN
55022, EN 50082-1. HanpsikeHne paguornomex, co3gaBaeMbix annapartypown, coorBetctByeT [OCT
30428-96.

C3. dnekrponutaHue

[lormkHo cooTBeTCcTBOBaTb NapameTpam, ykasaHHbiM B PykoBoAacTBe Mo akcnnyaTaumu Ans
KOHKpeTHOro yctponctea. [1na yCTpONCTB CO BCTPOEHHbLIM UCTOYHUKOM MUTAHUS — 3TO NepeMeHHoe
HanpsbkeHne 220 B £10%, yactoTton 50 My +3%. [Ana yCTPOWCTB C BHELLUHUM aganTepoM NUTaHus —
CTabunnampoBaHHbIN UCTOYHMK NuTaHua 5 B 5% vnnn 12 B £10% ans yctponcts ¢ 12-BONbTOBbIM

nuTaHneM. HanpspkeHne nynscaummn — He 6onee 0.1 B.

C4. 3aszemneHue

Bce ycTtpowctBa, umetowme BCTPOEHHbIN GNOK NUTaHWs, OOMKHbI OblTb 3a3eMreHbl nyTem
NOAKMIOYEHNsT K CchneunanbHbIM — po3eTkaMm  3MEeKTPoNUTaHus C  3as3eMieHneM unu  nyTem
HernoCcpeACTBEHHOrO 3a3eMNeHns Kopryca, ecnim Ha Hem NpedyCcMOTPeHbl cneuunarnbHble KpenexHble
anemMeHTbl. 3as3eMrneHue SMNeKTPonpoBOAKN 3[4aHUA LOIDKHO ObiTb BbIMNOMIHEHO B COOTBETCTBUM C
TpeboBaHuamu YIS (Mpasuna Yctponctea 3nekTpoycTaHoBok). O6opyaoBaHue C BbIHOCHBIMU
6rnokamu nuUTaHWs W aganTepamu TakkKe AOMMKHO OblTb 3a3eMrieHo, ecnv 3To NpegycMOTPEeHO
KOHCTPYKLMEN Kopryca Unv BUMNKK Ha LWHYpe NuTaHus. MOHTaX BO3AYLUHbIX NIMHUIA 3neKkTponepesayn
N NVHWIA, NPOKNaAbiBaeMbIX MO HAPYXHbIM CTEHaM 3[aHUA U Ha Yepaakax, AormkKeH ObiTb BbINOMHEH
SKpaHMpOBaHHbIM kabenem (Mnu B MeTannopykase), U NMHUM OOIKHbl OblTb 3a3emneHbl C ABYX
KOHUOB. [Npryem, ecnn OAMH KOHeL, 3KpaHa NOAKIYaeTCAa HENOCPEACTBEHHO K LUMHE 3a3eMIieHus,

TO BTOPOW — NOAKIIOYAETCH K 3a3eMITEHMI0 Yepes paspsaHuK.

PykoBoacTBo no noakstoyeHuto IP-kamepbl N320



Be\VARD Ilpunosxcenus

C5. MonHuesawuTa

MonHuesawmTta gormkHa cootBeTcTBoBaTb P 34.21.122-87 "WIHCTpyKuust MO yCTPOWCTBY
MOSHMe3aLWnTbl 3gaHnin n coopyxennn" n FTOCT P 50571.18-2000, TOCT P 50571.19-2000, NOCT P
50571.20-2000. Mpn npoknagke BO3AYLUHbIX IMHUA N AINHUA, NOYLUX NO HAPY>XHOW CTEHE 34aHUI U
no yepgayvHbiM NMOMELLEHMAM, Ha BXogax obopyaoBaHWUS AOMKHbI ObITb YCTaHOBMEHbI YCTPOMCTBA

MOJTHNE3alnTbI.

C6. Temnepartypa n BNaXXHOCTb

MakcrMmanbHble 1 MMHUManbHbIE 3Ha4YeHUA TemMnepaTypbl AKCNyaTauumn U XpaHeHus, a Takke
BNaXxHocTn, Bbl MoxeTe NOCMOTPETb B TEXHMYECKOM OMMCaHWM KOHKPETHOro oGopyaoBaHuS.
MakcumanbHasa pabo4das TemnepaTtypa — 3TO Temneparypa, Bbille KOTOPON He OOIMKEH HarpeBaTbCs

Kopnyc yCTpoWcTBa B npoLecce AnuTensHon paboThbl.

C7. Pa3melueHune

Ana BeHTUNAUMKM yCTpoWCTBa HEOOXOAMMO OCTaBUTb Kak MUHMMYM Mo 5 cm cBo6ogHOro
npocTpaHcTBa Mo ©OokaM M CO CTOPOHbI 3agHeW naHenun ycTtpownctea. [lpy ycTaHoOBKE B
TEeNeKOMMYHMKALMOHHBIN LWKad MM CTONKY AomkHa 6biTb obGecneveHa HeobxoaMmasi BEHTUNAUUS.
[Ona aTOoro pekomeHayeTcA ycTaHaBnuBaTb B LWKady chneuvanbHbld OroOK  BEHTUNATOPOB.
Temnepatypa OKpyxXatwLwero BO3gyxa WM BEHTMNAUMA AOOMKHbl obecneymBatb HeobxoanMmbIn
TemnepaTypHbil pexuvm 000pyaoBaHWs (B COOTBETCTBUM C TEXHUYECKUMU XapakTepuCTUKamu
KOHKpeTHOro obopygoBaHus).

MecTto anga pasmeLleHnss 060pyaoBaHNs LOMKHO OTBeYaTb Cneayowmm TpeboBaHNSM:

a) OTcyTCcTBUE 3aNbINEHHOCTU NOMELLEHMS.

6) OTcyTCcTBME B BO3AYyX€E NapoB Barn, arpeccmuBHbIX cpes.

B) B nomeweHun, roe ycrtaHaBnuBaeTcda o6opyaoBaHWe, He [O0MMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpewaetcsa pasmewatb Ha obOPyAOBaHMM MOCTOPOHHUE NpeameTbl M MNepekpbiBaTb

BEHTUNTALUMNOHHbLIE OTBEPCTUA.

C8. O6cnyxuBaHue
O6opynoBaHne Heobxoanmo obenyxmnBaTb C NEPUOLANYHOCTBLIO HE MEHEe OAHOro pasa B rof C
LUenblo yaaneHus M3 Hero nbinv. 3TO No3BONUT obopyaoBaHuio paboTtatb 6e3 cboeB B TedeHue

NnpoaoJPKNUTESIbHOIO BpEMEHN.

C9. NMopknioveHne nHTepdencos
O6opyanoBaHne OOMMKHO NOAKMNIOYATbLCA B CTPOrOM COOTBETCTBMM C HA3HAYeHWEM U TUMOM

YCTaHOBMNEHHbIX MHTEPdENCOB.
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C10. NapaHTMHbIE 06sA3aTenbLCTBa

OOO «HIIM «beBapa» He rapaHTupyeT, 4TOo obopyanoBaHue 6ygeT paboTaTb LOMMKHbIM

0bpa3om B pasnunyHbIX KOHUrypauusax n obnactsax NpUMeHeHus, U He JaeT HUKaKoW rapaHTuum, 4To
obopygoBaHue obsizaTenbHO OygeT paboTaTb B COOTBETCTBUM C OXMOAHMSMU KIMEHTa MNpu ero
NPUMEHEHUN B CNELMPUIECKNX LIENSIX.

OO0 «HIM «beBapao» He HeceT OTBETCTBEHHOCTU MO rapaHTUMHbIM 0bsi3aTenbCTBaM Mpu
NOBPEXAEHUN BHELLHUX MHTepdencoB 06opyaoBaHua (CeTeBblX, TENEdOHHbIX, KOHCOMbHbLIX U T.M.) N
camoro o6opyaoBaHusi, BO3HMKLLIEM B pesynbTrare:

a) HecobntogeHnst NpaBu TPAHCNOPTUPOBKM M YCNOBUIA XpPaHEHNS;

6) bopc-MaxKOpHbIX OBCTOATENBLCTB (TAKMUX Kak NoXap, HABOAHEHWE, 3eMMEeTPACEHME U Ap.);

B) HaApYLUEHUSA TEXHUYECKNX TPeDbOoBaHMI MO pa3MeLLEHWNIO, MOAKMYEHMIO U SKCMnyaTaumm;

) HENpPaBUIbHbIX ENCTBUI NPU NEPEnpPOLLUNBKE;

[) CNONb30BaHWs HE NO HAa3HAYEHUIO;

€) MeXaHW4YeCkuX, TEepMUYECKMX, XMMWYECKUX W WHbIX BMAOB BO3LAEWCTBUN, €Cnu ux
napameTpbl BbIXOAAT 3a paMKM AOMYCTUMbIX IKCNSyaTaUMOHHbBIX XapakTepucTuk, nvbo He
npegycMOTPEHbl TEXHMYECKON crieumdmKaumen Ha gaHHoe obopyaoBaHue;

) BO34EeNCTBUS BbICOKOrO HanpsikeHus (yaap MOMHWUM, CTaTUYeCcKoe 3MeKTPUYECTBO U T.1.).
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MpunoxeHune D. NpaBa u nogaepxka

D1. ToproBas mapka

Copyright © BEWARD 2014.

HekoTopble nNyHKTblI HacToswero PykoBoAcTBa, a Takke pasgernbl MEHH yrnpaBreHus
obopyaoBaHuns MoryT ObiTb M3MeHeHbl 6e3 NpeaBapuUTENbHOIO YBEAOMITEHUS.

BEWARD saBnsetcs 3apeructpupoBaHHon Toproson mapkon OOO «HIIM «besapa». Bcee

OCTarbHble TOProBble MapKkn nNnpunHaaneXxat nx snagenbuam.

D2. OrpaHn4yeHne OTBETCTBEHHOCTU

OO0 «HIMM «beapg» He rapaHTMpyeT, 4TO annapaTHble cpeacTBa OyayT pabortatb
OOIMKHBIM 06pa3omM BO BCeEX cpedax W MPUIOXeHUsX, U He AaeT rapaHTuin u npeacTaBrieHun,
nogpasymMeBaeMblX WM BbIPAXEHHbIX OTHOCUTENbHO KayecTBa, paboumx XapakTepucTuK, Wnn
paboTocnocobHOCTM Mpu ucnomnb3oBaHun B crneundmyecknux uvensax. 000 «HIMM  «beeapg»
NpUnoXunno Bce ycunus, 4Tobbl caenatb 3To PykoBOACTBO NO 3KcnfyaTauum Hanbonee TOYHbIM U
nonHbiM. OO0 «HIMIM «beBapao» oOTKa3biBAeTCs OT OTBETCTBEHHOCTM 3a NiOOLIe onevatku WUnu
NpOonycKu, KOTopble, BO3MOXHO, MPOM30LLN NPU HanMcaHum gaHHoro PykoBoacTea.

MHdopmauusa B nobon vyactn PykoBogcTtBa MO 3KchfyaTauMm U3MEHSAETCS U OOMOSIHAETCS
OO0 «HIMM «beapg» 6e3 npeasaputensHoro ysegomneHusa. OO0 «HIMIM «besapa» He 6epeT Ha
cebsi HMKaKON OTBETCTBEHHOCTU 3a ntobble MOrpeLHoOCTH, KOTOpble MOryT COAepXaTbCA B 3TOM
Pykosogctee. OO0 «HIMM «beBapa» He 6epeT Ha ceba OTBETCTBEHHOCTU U He [aeT rapaHTui B
Bbinycke OOHOBMEHMIN WM COXPaHEHUN HEU3MEHHOW Kakon-nnbo wHoOpMauUM B HACTOSILLEM
PykoBogcTtBe no akcnfyataumu, U ocTaBnsieT 3a cobov npaBO BHOCUTb W3MEHEHMS B AaHHOe
PykoBogctBo w/vnn B u3genusa, onucaHHble B Hem, B nioboe Bpemsi 6e3 npeaBapuTenbHOro
yBegomnerus. Ecnu Bbl oBHapyxmte B 3TOM PykoBoacTtBe uHdoOpmauuio, KoTopasi siBNsieTcs
HenpaBUNbHOM UMM HEMOMHON, UNn BBOAUT B 3abnyxaeHune, Mol 6yaem Bam kpanHe npusHaTenbHbl

3a Bawwu KOMMEHTapuUn n npeanoxXeHn4d.

D3. Npeaynpexaenusa FCC

910 obopynoBaHve ObINO NPOTECTUPOBAHO M MPU3HAHO YOOBMNETBOPSALWMM TpeboBaHUAM
NonoXxeHus o LM poBbLIX YCTPOUCTBAX, NpUHaANexawmx K knaccy A, yactu 15 MNpasun ®epepansHon
komuccum no cesasm (FCC). O1n orpaHmyeHns 6binv paspaboTaHbl B Lenax obecneyeHns sawmTbl OT
BPeAHbIX MOMEX, KOTOpble MOryT BO3HMKaTb MPU MCMNONb30BaHMM 006OpyoOBaHWS B KOMMEPYECKUX
uenax. OT1o obopygoBaHMe MOXET u3nyyaTb, reHepupoBaTb W  WCMOMb30BaTb JHEPTU0 B
pagnoYyactoTHOM pfuanasoHe. Ecnn paHHoe obopyaoBaHue 6OygeTr ycrtaHoBneHo w/wnn 6yget
NCNONb30BaTbCA C OTKNOHEHMAMM OT HacTodwero PykoBoacTBa, OHO MOXET OKa3biBaTb BpeaHoe

BO3OENCTBME HA Ka4yeCTBO paanoceaA3n, a npu yctaHoBKE B XKWUMOWN 30HE, BO3MOXHO, — Ha 340poBbe
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nogen. B atom cnyyae Bnageney 6yaet o6si3aH ncnpaBnsiTb NOCNeACTBUS BpeaHOro BO3nencTeust

3a CBOM CYerT.

D4. MNpeaynpexaeHue CE
OTO YyCTPOMCTBO MOXET BbI3blBaTb PaaMONOMEXyM BO BHELUHEM OKpyXeHun. B aTtom cnydae

nonb3oBaTtesib MOXeT ObITb 06513aH NPUHATbL COOTBETCTBYHOLLNE MEPDI.

D5. Noanepxka
Ona wvHdopmauun OTHOCUTENBHO CcCepBUCa W NOOAEPXKKW, MoXanyhcra, CBSXXUTECb C
cepBucHbiM UeHTpom OOO «HIIM «besapa». KoHTakTHble gaHHble Bbl MOXeTe HaWTM Ha canTe

http://www.beward.ru/.

Mepen o6paweHvem B cnyxkby TexXHUWYECKONn NOAAEPXKKM, MoXanyncra, MNOAroTOBbTE
cnenyoLyo MHopMaLumio:

¢ TouHoe HaumeHoBaHue u |IP-agpec Bawero obopygoBaHusa (B cnyyae npunobpeTteHus IP-
obopynoBaHus), gata MoKyrnku.

o Coo0OLieHuns 06 owmnbkax, KOTopble NOABMASIINCL C MOMEHTA BO3HUKHOBEHUSA NPOOneMbI.

o Bepcusa npowmBku 1 Yepes kakoe obopydoBaHne paboTano yCTPOWCTBO, Korda BO3HMKNIA
npobnema.

e [lpousBegeHHble Bamu genctsma (Mo waram), npeanpuHSTbie ANS CaMOCTOSATESNbHOMo
peLLeHnsa npobnemobl.

e  CKPUMHLIOTbLI HACTPOEK N NapaMeTpbl MOAKITHYEHMS.

Yem nonHee OyaeT npeacTtaBneHHaas Bamu uHdopmaumd, Tem ObicTpee cneumanucTbl

CEPBUCHOIO UeHTpa CMOryT noMo4b Bam pewnTb npo6neMy.
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MpunoxeHune E. Ob6wme cBegeHusa o 6esonacHOCTN 6ecnpoBOAHbIX COeANHEHUN

[na npegoTBpalleHnMs HECaHKUMOHWPOBAHHOrO AocTyna K 6ecnpoBOAHOMY COEOUHEHUIO
Heobxoaumo ocoboe BHMMaHWe K Bonpocam 6e3onacHocTu.

BbecnpoBogHaa Touyka AocTyna nogaepxmBaeT Heckonbko Buaos 3awmtbl Wi-Fi cetn c
NCMonb30BaHNEM pasfnYHbIX MeToOOB WM anropuTtMoB wWngpoBaHns n uaeHtudpukaumm (WEP,
802.1x, 802.1x c WEP, WPA-PSK, WPA-AES n WPA RADIUS).

Mcnonb3oBaHve TOro unuM MHOro Buaa WNMPOBaHUS MO3BOSIUT 3HAYUTESNbHO CHU3UTb PUCK
nepexeata MHOPMaLUM M HECAHKUMOHMPOBAHHOIO nogknioveHns k Bawen 6ecnpoBogHom ceTwu.
HanGonee npocton n ogHOBPEMEHHO HaUMeEHee 3allMLLEHHbIN NPoToKoN wudgposaHuns ato WEP ¢
ANnHOM kntova 64 6uT. Ero cnepyet Mcnonb3oBaTb TOMbKO B TOM Clyvae, €crniv MOAKMYaemoe
obopynoBaHue He NOAAEPXKMBAET APYITNX anropUTMOB LLUMAIPOBAHUA.

MpoTtokonbl 3awuTtel WEP (Wired Equivalent Privacy), WPA n WPA2 oGecneunBaloT eguHyto
MHAPACTPYKTYpPYy ANS ynpaBfeHuss OOCTYMNOM, 3alMTbl U LWNGPOBAHMUS OaHHbIX, NepecbinaemMbliX
Mexagy 6ecnpoBogHON TOYKOM AocTyna n 6ecrnpoBogHbIM KNMMEHTOM. [nsl 3almnTbl NOAKMIOYEHNST Ha
TOYKe gocTtyna Heobxoammo aktmemampoBaTb WEP vnn WPA.

B ocHoBe npotokona WPA, kotopbin npuwen Ha cmeHy WEP, nexut nogMHOXeCTBO
crangapta IEEE 802.11i, a WPA2 ocHoBaH Ha okoH4YaTenbHOM pegakuumn ctangapta IEEE 802.11i. B
WPA npumeHsieTcss HECKONbKO crocoborB 1 anroputmoB, B YactHoctn TKIP (Temporal Key Integrity
Protocol) n AES (Advanced Encryption Standard) gnsi noBbilleHUS HageXHOCTM METOAOB
ynpaBneHns KnwoyYamn u wndpoBaHus. BonbLUMHCTBO COBPEMEHHbIX GecrnpoBOAHLIX YCTPOWCTB
coBmecTuMbl ¢ WPA,

WEP n WPA wudpytoT AaHHble, nepecbliaemMble Mexay Toykon goctyna v yaaneHHbIMu
KnueHTamu. To ecTb, kntod (Habop CMMBOSOB), M3BECTHLIN Kak BecnpoBogHOM Touvke gocTyna, Tak u
KNUEHTY, MCNoNb3yeTcs AN WNdpPOoBaHNSA 1 BOCCTAHOBNEHUSA AaHHbIX, NepechifiaeMblX MeXay 3TUMK
ycTponctesamu. B3nomuumk, 3aBnageBLUIni Kno4OM, MOXET paclungpoBaTth JaHHbIe, NepecbhinaemMble
mexagy 6ecnpoBogHbiMn AP 1 KNMEHTOM WM yCTaHOBUTL coeauHeHne ¢ becnpoBogHon Toukon
aoctyna.

CywecTtBeHHbIn HepgoctaTok WEP — 3170 HeobxoouMMOCTb BPYYHYHO BBOAUTbL  KIIHOM,
ncnonb3yembln Ans WndpoBaHUs, Kak Ha 6eCnpoBOAHON TOYKE, TaK U Ha KINEHTE.

Ona yctpaHeHua HepoctatkoB WEP-wmndgposaHua npotokon WPA gononHeH dyHKUnaMuU
ynpasneHus kniovom. Kak n 8 WEP, kniod 3gecb ucnonbsyetcs ang wmndpoBaHns gaHHbix. OgHako
OH BBOAMTCHA OOWH pa3, a BNocneacTsuMuM C NomMoLllbio 3Toro kntoda WPA reHepupyeT HacTosLWwmN
Knoy ans wudppoBaHns ganHbix. WPA nepuogudeckn meHsaet kntod. CnegosaTenbHO, B Criyyae
B3MOMa Krtoya wundppoBaHus, ToT ByaeT noneseH TOMbKO A0 Tex nop, noka 6ecnposogHasa Touka
[0CTyNna 1 KNNEHT aBToOMaTUYeCKn He U3MEHST ero.

OntumanbHbiM  pexumom  aBnaetcas  WPA  Pre-Shared Key (WPA-PSK), koTtopbin

obecrneynmBaeT 4OCTAaTOMHO HaOEXHYH 3aLUMTY U NPOCT B HACTPOMKe.
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[na HacTponku mcnonb3oBaHus pexuma WPA-PSK HyxHo BbiOpate napametp WPA Pre-

Shared Key. B Touke goctyna peanusoBaHbl Tpu anroputma WPA: TKIP, AES n coBmeweHHbin. TKIP
- 9TO yCTapeBLUMW NPOTOKOSN, MpefHa3Ha4yeHHbl ANs TOoro, YTobbl YCTPaHWTb MHOrOYUCIIEHHbIE
npo6rnembl WEP [0 Wwmnpokoro pacnpoctpaHeHus npoTtokona crneaytowero nokonedmns WPA (WPA2).
B TKIP wncnonb3yeTca TOT e anroputm wudgposaHus, 4to u 8 WEP, HO MHorne usbaHel WEP
yCTpaHeHbl bnarogaps AMHaMUYECKOW CMEHEe Krtoya LWMGPOBAHNA OaHHbIX, LWUMGPOBAHMIO OaHHbIX
HaCTPOWKKN, NpeacTaBreHHbIX 06bl4HbIM TekcTom B WEP, 1 npoBepke LenocTHocTn coobweHni. AES
- 3TO HOBbIA, WCKMOYUTENBHO HAAEXHbIA anroputMm LWKndpoBaHusa, 6asvpyemMblil Ha cTaHgapTe
802.11i n WPA2. OgHako OH noka He peanu3oBaH BO BCEX annapaTHbIX CpeacTBax M NporpaMmMHOM
obecneyeHun. Mo BO3MOXHOCTU cnieayeT BblbupaTtb AES.

Mocne BbiGopa pexnma paboTbl BBoguTcs kntod WPA Shared Key. Heob6xoammo BBecTn oaunH
N TOT Xe KIOYM Ha BCeX KMMeHTax, KOTopble yCTaHaBMMBalOT CBA3b C Toukou goctyna. Cnepyet
BblOMpaTbh ANWHHLIA, TPYAHO pasragbiBaeMbliin KoY. [nvHa kniova He MeHee 8 CUMMBOSIOB, HO He

6onee 63 cumeonoB ASCIIl. Pekomengyemasa anuHa kntoda He 6onee 20 cnmBonos.

NMPUMEYAHUE!
He pekomeHnayetcs BBoauTb krtod anvHon Gonble 20 ASCIl cnmBOnoB, Tak Kak AMNVHHBIA KNOY MOXET

CYLLIECTBEHHO 3ameanuTb paboTy 6ecnpoBogHON ceTu.

Ecnu knneHTbl HecoBMmecTuMbl ¢ WPA, nyywe ncnons3osats WEP, 4em BoBCce 0TkasaTbCs OT
3awmtbl. Ons Hactponkn WEP B cneayet ykasaTb pexum 6esonacHoctn Shared Key (Mento
Advanced Setting), BoiOpaTb K04 ANs UCNONb30BaHUA B KaYecTBe CTaHO4apTHOro Krioya nepegavv
(ko4 ¢ Homepom oOT 1 go 4) un gnvHy WEP «kniovya (64 wnm 128) ¢ npeactaBneHnem B
wectHaguatepuyHom unn  ASCIIl-popmate. Knwou cnegyetr BBectvu B none Key, kotopoe
COOTBETCTBYET BblOpaHHOMY CTaH4apTHOMY Kntodvy nepegadn. Hanpumep, ecnu BbibpaH 64-X
paspsaHbIA LeCTHaaLaTEPUYHbIN KITY, TO MOXHO BBECTM CTPOKY U3 AECATM LeCTHaguaTepuyHbIX
undp. OTy KoHdurypaumio WEP-knioya Heob6xoouMmo MNOBTOPUTE BO BCEX KIMEHTax, MO3TOMY

cnepyeT BblibupaTb BapuaHT HAaCTPOMKK, NpUeMIieMbIN A51s BCEX YCTPONCTB.

NMPUMEYAHME!
Mpouenypa HacTponkn WEP-wmndpoBaHMa MOXET pasnuyatbCca OMs pasnuyHoro obopygoBaHus B
bonblwen creneHu, Yyem Hactpovika WPA, noatomy pekomeHgauum no WEP TpygHee agantupoBsaTb K

KOHKpEeTHOW cuTyauumn.

PykoBoacTBo no noakstoyeHuto IP-kamepbl N320 m



Be\«UARD Ilpunosxcenus

MpunoxeHune F. Mnmoccapun

3GP — mynbTUMeaunHbIA KOHTEWHep, onpeaensiembin lMapTHépckum [Mpoektom TpeTbero
nokoneHus (Third Generation Partnership Project (3GPP) ans mynbtumeauniiHbix cnyx6 3G UMTS.
MHorvne coBpemeHHble MOBUIbHbIE TeNedOHbl UMEKT PYHKLMM 3anMcK 1 NpocMoTpa ayavo U BUaeo
B dopmaTte 3GP.

ActiveX — 3TO cTaHOapT, KOTOpbIN paspeluaeT KOMMOHEHTaM MporpaMmmHoro obecneyeHuns
B3aMMOLENCTBOBaTbL B CETEBOWN Cpee He3aBUCMMO OT A3blKa(-0B), UCNONb3YEMOro AN UX CO34aHus.
Beb-6pay3epbl MOryT ynpaBnAtb anemeHTamu ynpaerneHusa ActiveX, gokymeHtamm ActiveX wn
cueHapuammn ActiveX. OnemeHTbl ynpasneHna ActiveX 4acTo 3sarpyalTcd W UHCTannupyloTcs
aBTOMaTMYEeCKW, Kak 3anpawuBaembl. Cama no cebe p[gaHHasi TEXHONOrMS He SBMsieTCA
KpoccnnatopMeHHON 1 nogaepXxuBaetcs B NoriHOM o6beme Tonbko B cpege Windows B Gpaysepe

Internet Explorer 9.0.

ADSL (Asymmetric Digital Subscriber Line /| AcummeTpuyHas uncdpoBas aboHeHTCKas
NUHUA) — MOAEMHas TexHomnorus, npespalarllas aHanoroeble CurHanbel, nepegaBaemMble
NnocpeacTBOM CTaHO4APTHOM TeNedOHHON NUHUKM, B UM POBbIE CUrHASbI (MNakeTbl AaHHLIX), MO3BOSS

BO BpeMsi paboTbl COBepLUATb 3BOHKM.

Angle / Yron o63opa — 370 yron, KOTOpbIi 00pasyroT ny4n, COEAMHAIOLWMNE 3aOHIO TOYKY
obbekTMBa M AmaroHanb kagpa. Yron 3peHus nokasbiBaeT CbEMOYHOE PacCTOsiHMe WM Yalle Bcero
BblpaxkaeTca B rpagycax. O6bI4HO yron 3peHnst nsmepsieTcs Ha NMH3e, POKYC KOTOPOWN YCTaHOBIEH B
GeCKOHEeYHOCTb. B 3aBMCMMOCTI OT yrna 3peHusi, 06beKTUBLI AENAT HA TpY TUNA: LWNMPOKOYTosNbHbIE,
HOpMmarnbHble W ANUHHOGOKYCHble. B MpokoyronbHbiXx OOBbEKTMBaX, KOTOpble 4valle BCero
NCnonb3yTCca Ans naHopamMHOro HabnwgeHus, yron 3peHus coctaBnseT 75 rpagycoB n 6onblue.
HopmarbHble 06bEeKTMBBI MMEKOT Yron 3peHns ot 45 oo 65 rpagycos. Yron 3peHus 4nnMHHOMOKYCHOMO

obbektuBa coctaenset 30 rpagycos.

ARP (Address Resolution Protocol / [lpoTtokon onpegeneHus appeca) -—
NCMOMb3YOLWMACA B KOMMbIOTEPHbIX CETSAX MPOTOKOST HMU3KOM0 YPOBHSA, MpeAHasHa4YeHHbIn AO5s
onpeaeneHnsa agpeca KaHanbHOro YpOBHA MO U3BECTHOMY afpecy CeTeBOro ypoBHdA. Haubonbuiee
pacnpocTpaHeHne 3TOT MPOTOKON nonydmn 6narogapsa noBceMecTHoCTU ceten IP, nocTpoeHHbIX
nosepx Ethernet. 3toT npotokon ucnonesyetcs ans ceasu IP-agpeca ¢ MAC-agpecom ycTponcTBa.
Mo nokanbHOW ceTn TpaHCcnupyeTcsa 3anpoc Ana noucka yana ¢ MAC-agpecom, COOTBETCTBYIOLLMM

IP-agpecy.

Aspect ratio /| ®Popmart akpaHa — 9TO hopMaTHOE OTHOLLEHME LUMPUHbI K BbICOTE KaapoB.
O6wun chopmart Kagpa, UCnosnb3yembli AN TENEBU3MOHHbBIX 3KPAHOB M KOMMbIOTEPHBIX MOHUTOPOB,

coctasnsert 4:3. TenesugeHve Bbicokon YeTkoctn (HDTV) ncnonbsyet popmat kagpa 9:16.
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Authentication / AyTteHTudmkauma — npoBepka nNpuHaAANEXHOCTM cybbekTy AocTyna

npegbsBEeHHOroO UM  uaeHTMdukaTopa; noaTBepxaeHne nognvHHoctn. OamH 13 cnocobos
ayTeHTMduMKaumMm B KOMMNbIOTEPHOW CUCTEME COCTOUT BO BBOAE BaLUEro Mosib30BaTENbCKOro
noeHTMdukaTopa, B MPOCTOPEYMM Ha3biBAEMOro «JlormHoM» (login — perucTpaumoHHOe UMS
nonb3oBatend) W nNaponss — HeKOW KOHuAeHUnanbHONn uHPOPMaUUN, 3HaHUWE KOTOPOW
obecneunBaeT BnageHve onpeaeneHHbiM pecypcom. MonyymB BBeAEHHbIM NONb30BaTeENEM NOMMH U
naponb, KOMMNbIOTEP CPaBHMBAET NX CO 3HAYEHMEM, KOTOPOE XPaHUTCS B crieumanbHon 6ase AaHHbIX,

W, B Cltiydae coBnageHund, nponyckaeT nosfib3oBaTtend B CUCTEMY.

Auto Iris / AP[] (ABTOoperynupyemasa gmadparma) — 3T0 aBToOMaTM4Yeckoe perynuposaHue
BENMYUHbI AnadbparMbl ANS KOHTPONSA KONMMYecTBa cBeTa, nonagatowero Ha matpuuy. CyuiectsyeT

JBa BapuaHTa aBToMaTuyeckon perynuposku anadparmel: Direct Drive n Video Drive.

Biterate / Butpent (CkopocTb nepegavn AaHHbIX) — GyKBanNbHO, CKOPOCTb MPOXOXAEHUSA
6MTOB MH(opmMaumn. BUTpenT NpMHATO MCNONb30BaTb NPU M3MepeHUn 3PEPEKTUBHON CKOPOCTU
nepegayn MHopmaumm No KaHany, To eCTb CKOPOCTU nepefayvun «nosie3Hon nHgopmaummy» (MOMMMOo

TAKOBOW, NO KaHary MOXeT nepeaaBatbes cnyxebHas nHdpopmauus).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOW 3acBeTKU, KOMMNeHcauus
3agHero cBeTa). TUNWYHbIA NpMMep HeobXoAMMOCTU MCMONb30BaHUA: 4enoBek Ha (OOHEe OKHa.
ONEKTPOHHbI 3aTBOP Kamepbl oTpabaTbiBaeT WHTerparnbHylo, T.e. O6LLy0 OCBELEHHOCTb CLEHbI,
«BNOUMOM» KaMmepon 4epe3 ob0bekTuB. COOTBETCTBEHHO, Manasa durypa 4yenoBeka Ha GOnbLIOM

cBeTSIoM hoHE OKHA BbINILETCA B MUTOre "3acBeTkon" BCEW KapTUHKW. BkntoyeHue dyHkumm «BLC»

MOXXET B MOAOBHbIX chy4daax ncnpaBuUTb pa60Ty aBTOMaTUKN KaMepbl.

Bonjour — npoTokon aBTOMaTU4eCKoro obHapyXeHusi cepBUCOB (CNyx0), Mcnonb3yembin B
onepaumoHHon cucteme Mac OS X, HauuHaa ¢ Bepcun 10.2. Cnyxba Bonjour npegHasHadaeTca ang
NCMonb30BaHNA B FOKamNbHbIX CETSAX U UCMNONb3yeT cBeaeHus (3anucn) B criykbe LOMEHHbIX UMEH
(DNS) anga obHapyxeHust Apyrux KOMMNbIOTEPOB, PABHO KaK M UHbIX CETEBLIX YCTPOMCTB (Hanpumep,

NPUHTEPOB) B BrivkanLleM CETEBOM OKPY>KEHUM.

CIDR / becknaccoBasa agpecauwmsa (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meToq |IP-agpecaunn, no3BonsAwWMN rmbKo ynpaenaTb NPOCTpaHCTBOM IP-agpecoB, He UCNoNb3ys
KECTKME paMKu KnaccoBor agpecaumu. Mcnonb3oBaHWe 3TOr0 MeToda MO3BOMSET 3KOHOMHO
NCNoNb3oBaTh OrpaHUYeHHbI pecypc |IP-agpecoB, MOCKOMbKY BO3MOXHO NMPUMEHEHWE pasnnyHbIX

MacoK NnoaceTen K pas3nnyHbiM NoaceTAM.

CCD / N3C-matpuua — 3TO CBETOYYBCTBUTESIbHbBIA 3NIEMEHT, UCMNOSb3YIOLNNCS BO MHOIMX
LUMpPOBbLIX KaMepax 1 NpeacTaBNALLMI CODOM KPYMHYO MHTErpanbHy CXeMy, COCTOSILLYIO U3 COTEH
TbiCAY 3apsgoB (MuKcenen), KOTopble NpeobpasytoT CBETOBYKD 3HEPIUK0 B ANEKTPOHHbIE CUrHanbI.

Pa3mep maTpuubl U3MEHsIETCS NO AnaroHanu n MoxeT coctasnatb 1/4", 1/3", 1/2" nnn 2/3".
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CGI (EamHbin Wno30BbIN MHTepdenc) — cneundmrkauna, onpegensioLllas B3aumoaencTame

web-cepsepa ¢ gpyrumu CGl-nporpammamn. Hanpumep, HTML-cTpaHuua, cogepxawasa dopmy,

MOXeT ncnosnb3oBatb CGl-nporpammy gnst 06paboTkm gaHHbIX PopMbl.

CMOS / KMOIl (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIn
MeTaNnnooOKCUAHbLIM NOJMYNPOBOAHUK) — STO LUMPOKO MWCMOMNb3yeMbIN TWUM MOMYNpOBOAHMKA,
KOTOpbIA UCNOSMb3yeT Kak OTpULAaTENbHYIO, TaK U MONOXUTENbHYO 3NeKTpudeckyto Lenb. MocKonbky
TONMbKO OOHa M3 3TUX TUNOB Lienen MOXeT ObITb BKNtoveHa B ntoboe faHHOe BpeMS, TO MUKPOCXEMbI
KMOIa noTtpebnstoT MeHbLUe 3NEKTPOIHEPTUN, YEM MUKPOCXEMbI, UCNOMb3YOLLME TOMNBbKO OAWNH TN
TpaH3ncTopa. Takke gatumkn mdobpaxeHnss KMOIT B HEKOTOpPbIX MUKpOCXeMax coaepaT CXembl
006paboTkM, O4HAKO 3TO NPEeuMyLLecTBO HEBO3MOXHO ucnonb3oBaTtb C [13C-gatymkamu, KoTopble

SIBMISIOTCA Takke bonee Aopormmn B npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsiemasi ans
Ha3Ha4YeHUs1 MOCTOSIHHOrO AOMEHHOro MMEHM YCTPOWUCTBY (KOMMbIOTEPY, CETEBOMY HaKOMUTENO) C
AOnHamuyeckum IP-agpecom. 910 moxeT 6biThb IP-agpec, nonyveHHbin no DHCP vnn no IPCP B PPP-
coeauHeHusix (Hanpumep, Npu yaanéHHoMm AocTtyne yepe3 mogem). [pyrve mawwuHbl B IHTepHeTe

MOTyT yCTaHaB/iMBaTb coeagunHeHne C 3TOM MaLNHOM NOo OOMEHHOMY UMEHMN.

DHCP (Dynamic Host Configuration Protocol / [poTokon anHamMmmnyeckon KoHcpurypauumm
y35a) — 9T0 CeTeBOW MPOTOKOS, MO3BOMAKOLWMNA KOMNbIOTEPAM aBTOMaTHU4eckn nonyyaTb IP-agpec u
apyrve napameTpbl, Heobxogumble anst pabotbl B cetm TCP/IP. [JaHHbin npoTokon paboTaeT no
MOZENN «KINUeHT-cepBep». [nNs aBTOMaTM4YeCKOM KOH(Mrypaumm KOMMbIOTEP-KIMEHT Ha aTane
KOHUrypauum ceteBoro yctponctasa obpaiiaeTcsa K Tak Ha3biBaemomMy cepsepy DHCP n nonyyaet

OT HEero HyXHble nNapamMeTpbl.

DHCP-cepBep - 93T0 nporpamma, KoTopas HasHadaeT knveHTam |P-agpeca BHyTpu
3agaHHOro AnanasoHa Ha onpedeneHHbld nepuod BpeMeHu. [daHHyto dyHKUMIO nogaepXusaroTt

NnpakTn4eckn BCe COBPEMEHHbIE MapLUPYTU3aTOpPbI.

Digital Zoom / LUundpoBoe yBenuyeHue — 370 yBenuyeHne pasmMepa kagpa He 3a cyeT
ONTMKK, @ C MOMOLLbIO KagpupoBaHUSA MONYYEHHOrO0 C MaTpuubl n3obpaxeHud. Kamepa HuMYero He
yBENUYMBAET, a TONMbKO BbIPE3aeT HYXHYI 4acTb u30bpaxeHuss w pactarmBaetr ee Ao

nepBoHa4aribHOro paspeLlueHuns.

Domain Server /| CepBep AOMEHHbIX UMEH — TakkKe AOMEHbl MOryT ObITb UCNONb30BaHbI
OpraHnsaumsiMm, KOTopble XOTST LeHTpanmn3oBaHHO YNpaBnsATb CBOMMU KOMMbOTEPaMu (Ha KOTOPbIX
yCTaHOBIEHbl onepauunoHHble cuctembl Windows). Kaxgbii nonb3oBaTenb B paMkax AOMeHa
nony4aeT y4eTHyK 3anucb, Kotopas OObl4HO paspeluaeT 3aperncTpupoBaTbCA M UCNONb30BaTb

niodon KOMMNbOTEP B [AOMEHE, XOTA OAOHOBPEMEHHO Ha KOMMNbKOTEP MOryT ObiTb HanoOXeHbI
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orpaHnyeHusi. CepBepoM [OMEHHbIX WMEH SBMNAETCA CepBep, KOTOpbIA ayTeHTuduumpyet

nosib3oBaTenen B CeTu.

Ethernet — nakeTHas TexHonorusi nepefady [OaHHbIX MPEVMMYLLECTBEHHO B JOKarbHbIX
koMnbtoTepHbIX ceTsax. CtanaapTel Ethernet onpegensitoT NnpoBoaHble COEAMHEHUS U 3NEeKTpUYeckne
curHanbl Ha U3nMYecKom ypoBHe, hopmaT KagpoB U NPOTOKONbI YNpaBreHnst 4OCTYNOM K cpeae — Ha

KaHanbHoMm ypoBHe moaenu OSI.

Factory default settings / 3aBoackume ycTaHOBKM MO YyMOMYaHUKO — 3TO YCTAHOBKW,
KOTOpble M3Ha4yanbHO MCMONb30BaHbl A1 YCTPOMCTBA, KOr4a OHO OTrpyXaeTcs C 3aBofa B NepBbIN
pa3. Ecnun Bo3HMKHET HEOBXOAMMOCTb NepeyCcTaHOBUTb YCTPONCTBO 4O €ro 3aBOACKUX YCTAHOBOK MO
YMOMN4YaHuio, TO 3Ta QYHKUMA npuvMeHMMa ana 6GonblUMHCTBA YCTPOWCTB, M OHA MOSHOCTbIO

nepeycraHasnnBaeT nobble YCTaHOBKU, KOTOpPbIE ObINM N3MEHEHBI Nofb30oBaTENEM.

Firewall / BpaHgmayap — OpaHamayap (MexceTeBon 9KpaH) paboTaeT Kak bapbep mexay
ceTaMM, Hanpumep, Mexay NokanbHon ceTbto U MHTepHeToM. BpaHgmayap rapaHTUpyeT, YTO TOSNbKO
3aperMcTpMpoBaHHbIM Mosfb3oBaTensiM OyaeT paspelueH AOCTyn U3 OAHOW CeTu B ApYryl CeTb.
BpaHomayspom MoOxeT ObiTb nporpaMmHoe obecrneyeHne, paboTarollee Ha KOMMbITepe, WUnu

OpaHamMay3poM MOXeT ObiTb aBTOHOMHOE annapaTHoe YCTPOMUCTBO.

Focal length / ®oKycHoe paccTosiHMe — Wu3MeEpPSeMoe B MUNNUMETpax GOKyCcHoe
paccTosiHne obbekTnBa kKaMepbl, onpegenstoLlee LWUPUHY ropu3oHTanbHOM 30HbI 0630pa, KOTOPoe B
CBOIO ovepenb u3mepsetcs B rpagycax. OnpegenseTtcs kak pacCTosiHUE OT nepegHen rnaBHON TOYKU
0o nepegHero dokyca (onsi nepegHero (POKYCHOIO pacCTOSiHMS) M KakK pPacCTOsiHME OT 3agHeMn
rMaBHOM TOYKM A0 3agHero dookyca (4na 3agHero pokycHoro pacctosiHus). [pu aTom, NoA4 rnaBHbIMK
TOYKaMM NOApPa3yMeBalTCA TOYKM MepecedyeHus nepegHen (3agHen) rnaBHOWM MOCKOCTU C

ONMTUYECKON OCbIO.

Fps / KagpoBas 4acTtoTa — KONMYeCTBO KaapoB, KOTOPOE BuaeocucTema (KOMMblTepHast

urpa, Tenesusop, DVD-nneep, Bugeodann) BblAaéT B CEKyHAY.

Frame / Kapgp - kagpom sBnsieTcs nonHoe BuaeounsobpaxeHne. B dopmarte 2:1
4YepeccTpoYHOM pas3BEPTKN UHTepdenca RS-170 n B popmaTax MexayHapOaHOro KOHCYNbTaTUBHOMO
KomMuTeTa No paguoBeLLaHnio, kagp co3naeTcs U3 AByX OTAeNbHbIX obnacTten NMHUN YepecCTPOYHON
pa3BepTkM 262.5 nnu 312.5 Ha yactote 60 unn 50 'y ana Toro, 4Tobbl cOPMMPOBATL MOMHbLIN Kaap,
KOTOpbI 0TOBpasnTca Ha akpaHe Ha 4dactote 30 wnu 25 u. B Bnaeokamepax ¢ nporpeccuBHON
pa3BeEPTKOM Kaxabl Kagp CKaHMPYETCA NOCTPOYHO M HE ABMAETCH YEePECCTPOYHbIM; DOMNBLUMHCTBO U3

HUX oTobpaxaeTcsa Ha yactoTe 30 n 25 Ny,

FTP (File Transfer Protocol / [poTokon nepeaayn ¢annoB) — 370 NPOTOKOS NPUMOXKEHNS,
KOTOpbI ucnonb3yet Habop npotokonoB TCP / IP. OH wucnonb3ayetcs, 4tobbl obMmeHMBaeTcA

dannamu mexagy KomnbtoTepamu/yctponcteamu B cetu. FTP no3sBongaeTt nogknoyaTbCs K cepBepam

PykoBoacTBo no noakstoyeHuto IP-kamepbl N320



Be\«UARD Ilpunosxcenus

FTP, npocmatpmBaTb coAepXmmoe KaTaroroB W 3arpyxatb (paunbl C cepBepa UM Ha cepseep.

MpoTokon FTP oTHOCUTCA K NPOTOKONaM MpuKnagHoro ypoBHSA U Ans nepegadn gaHHbIX UCNoSb3yeT
TpaHcnopTHbIA NpoTtokon TCP. KomaHdbl u gaHHble, B OTNiMYMe OT 6ONbLUMHCTBA APYIMX NPOTOKOSIOB
nepegaroTcs no pasHblM noptam. MopT 20, oTKpbIBaeMbI Ha CTOPOHE cepBepa, UCnonb3yeTcsa Ang
nepefayun daHHblX, nNopt 21 - ana nepegayn komadg. [lopT Ans npuvema [aHHbIX KIUEeHTOM

onpeaendeTca B gnanore corfiacoBaHuA.

Full-duplex / MonHbIN gynnekc — NONHbIN Aynnekc npeacraBndet cobon nepegadvy gaHHbIX
O[HOBPEMEHHO B [BYyX HanpasneHusx. B cucteme 3BYKOBOCMPOM3BEAEHWUS 3TO MOXHO OnucaTb,
Hanpumep, TenedgoHHbIMM  cucTemamu. Takke  nonyaynnekcHas cBA3b — obecneymBaeT

OBYXCTOPOHHKOK CBA3b, HO TOJTIbKO B O4HOM HanpaslieHN 3a O41H pas.

G.711 — craHpapT gns npegcrtaeneHust 8-outHom komnpeccun PCM (MKM) curHana c
yactoTon amnckpeTtusaumm 8000 kagpos/cekyHay n 8 ut/kagp. Takum obpasom, G.711 kogek co3gaér

noTok 64 Kowut/c.

Gain / KoadpchbmumeHT ycuneHua — KOI(PPUUNEHTOM yCuneHus aBnsetca KoapuumneHT
YCUMNEHUS N SKCTEHTA, B KOTOPOM aHanoroBbIN yCUNuTemnb yeunmeaeT cuny curdana. KoapduumeHTbl
ycuneHmst oObl4HO BblpaXxatTcss B eguHuuax mowHoctu. [eumben (ob) siBnsetcs Hambonee

ynotpebuTenbHbIM CNocoboM AN U3MEPEHUS YCUIEHUS YCUITUTENS.

Gateway / MexceTeBOM W03 — MEXCETEBbLIM LUMO30M SIBNAETCA CeTb, KOTOpasa AeNCTBYeT
B KayecTBe TOYKM BXoda B ApPYyrylo ceTb. Hanpumep, B KOpnopaTMBHOW CETU, CepBep KOMMNbIOTEPA,
OENCTBYIOLLNA B KAaYeCcTBE MEXCETEBOIO LUMO3a, 3a4acTylo Takke OENCTBYET M B Ka4yeCTBe MPOKCU-
cepBepa n cepBepa ceTeBOM 3awWnTbl. MexceTeBOW L3 YacTo CBA3aH Kak C MapLlpyTU3aTopom,
KOTOPbIA pacno3HaeT, Kyaa HanpaBnATb NaKeT AaHHbIX, KOTOPbIA MPUXOAUT B MEXCETEBON LUM03, TaK
N KOMMYTaTOpPOM, KOTOPbIA NPeaoCTaBnsieT UCTUHHbLIA MapLlipyT B M M3 MEXCETEBOro LuN3a Ans

OaHHOro naketa.

H.264 — 31O MexayHapoAHbl CTaHAApT KOAMPOBaHMSA ayamo U BUAEO, (Opyroe HasBaHue
'MPEG-4 part 10' unn AVC (Advanced Video Coding)). aHHbI cTaHOapT COAEPXUT psf HOBbIX
BO3MOXHOCTEMN, MO3BONALWMX 3HAYUTENBHO MNOBLICUTL 3MMEKTUBHOCTL CKaTUA BuOEO Mo
cpaBHeHuO ¢ bonee paHHumn ctaHgaptammn (MPEG-1, MPEG-2 n MPEG-4), obecneumBasa Takke
OonbLUy rMBKOCTL MPUMEHEeHNs B pa3HoobpasHbiX ceTeBblX cpepax. Vcnonbsyetcs B uugpoBom

TenesunaeHun Bbicokoro paspewerus (HDTV) n Bo MHOrux gpyrmux obnacrsax umdpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / NpoTtokon nepepaun runeprtekcrta) — 370 Habop
npasun no obmeHy dannamm (TeKcToBbIMW, rpadMyecKMMn, 3BYKOBbIMW, BUAEO- U OPYrUMu
MynbTumegna dannammu) B cetu. [potokon HTTP gaBnsieTca nNpOTOKONOM BbICLLIENO YPOBHS B
cemerictBe npotokonoB TCP/IP. B gaHHoM npoTtokone nobov nakeT nepefaeTrcsa A0 NOSyYeHUs

noareepXxXaeHna o ero npaBUiibHOM npueme.
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HTTPS (Hypertext Transfer Protocol Secure / 3awuuwéHHbIX NPOTOKON mnepenayvun

runeprekcra) — pacwupeHue npotokona HTTP, noggepxuBatowee wudposaHue. [aHHbIe,
nepegasaemble no npotokony HTTP, «ynakoBbiBaloTCA» B KpunTorpaduyeckmn npotokosn SSL nnn
TLS, Tem cambiM obecne4ymBaeTcsa 3alijmMta 3TUX AaHHbIX. B otnuume ot HTTP, ana HTTPS no

ymon4anuio ucnonssyetcs TCP-nopt 443.

Hub / CeTeBOM KOHLEHTpPATOpP - CETEBOW KOHLEHTPATOP MCMOSb3yeTCcsa ANsi NOOKITHYEHUs
MHOMOYMCMEHHbIX YCTPOUCTB K ceTn. CeTeBOM KOHLEHTpaTop nepedaeT Bce AaHHble B YCTPOMWCTBA,
NOAKMOYEHHbIE K HEMY, TOr4a Kak KOMMYTaTop TOSMbKO nepefaeT AaHHble B YCTPOWCTBO, KOTOpOeE

cneuwnanbHO npeaHa3Ha4vyeHo a4 Hero.

ICMP (Internet Control Message Protocol / MexceTeBoM npOTOKON YynNpaBnAKLWMX
coobuweHun) — ceTeBoM MNPOTOKOS, BXogAwwmn B ctek npotokorioB TCP/IP. B ocHoBHom ICMP
ncnonb3yetcss AnNs nepegadn coobuleHnn 06 owmbkax u OpYrMx MCKIYUTENbHbIX CUTyauusx,
BO3HUKLLMX NPV Nepefade LaHHbIX, HanpuMmep, 3anpawmBaemas ycnyra HegoCTynHa UM XOCT Unn

MapLLIpyTM3aTop He OTBeYaloT.

IEEE 802.11 / CtaHgapTt IEEE 802.11 — 370 cemMeNcTBO CTanHOapToB AN 6ecnpoBOAHbIX
nokanbHbix ceTen. CrangapTt 802.11 noggepxvmBaeT nepegady AdaHHbIX Ha ckopoctn 1 wmnu 2
M6ut/cek Ha nonoce 2.4 [Tu. CraHgapt xe 802.11b 3agaeT ckopocTb nepegaym AaHHbix 11
M6wuTt/cek Ha nonoce 2.4 [Tu, B To Bpemsa kak ctaHgapT 802.11a no3BonseT 3agaTb CKOPOCTb 40 54

Mo6wuT/cek. Ha nonoce 5 T,

Interlaced video / YepeccTtpouyHas pasBepTka — 3TO BMAEO3anuMCb CO CKOPOCTbI 50
n306paxkeHnn (HasbiBaeMbIX MOMsIMM) B CEKYHAY, U3 KOTOPbIX Kaxable 2 nocrneaoBaTenbHbIX Mons
(nonykagpa) 3atem ob6beauHstoTca B 1 kagp. YepecctpoyHasa passepTtka Obina paspaboTaHa MHOro
neT Hasag AN aHanoroBoro TeneBuAeHUst U 40 CUMX NOop LWMPOKO NpumMeHsieTcs. OHa gaeTt xopolwume
pe3ynbTaTbl NpUM NPOCMOTPE ABMXKEHMA B CTaHOAPTHOM M300pakeHuwn, XOTs Bcerga cywectByeT

HEKOTOpOE NUCKaXeHne I/1306pa)KeHI/IFI.

Internet Explorer (IE) — cepus 6pay3epos, paspabaTtbiBaemas kopnopaunen Microsoft ¢ 1995
roga. BxoguTt B KOMMMEKT onepaumnoHHbIX cucteM cemenctea Windows. Aensaetca Hanbonee WNMpoko

ncnonb3yembim Beb-6paysepom.

IP 66 (Ingress Protection) — aTto ctaHgapT 3awWwuTbl 060pyAOBaHUSA, KOTOPbLIA ONUCbIBaET
nbine- 1 BNaro- 3awnTy Kamepbl BugeoHabnogeHus. MNepeas ungpa obosHavaeT ypoBeHb 3alUmThl
OT nonagaHuna TBEpAbIX YacTuy (Hanpumep, undpa 6 obo3HayaeT NonHOE UCKNIYEHNe nonagaHud
nbinu). Btopas undpa o6o3HayvaeT ypoBeHb 3alLmTbl OT NonagaHusa Xuakocten (Hanpumep, undpa 6
obo3HavaeT Ge3ynpeyHyro paboTy Kamepbl NpU BO3AEWCTBMM MaCCUBHbIX BOASAHbLIX MOTOKOB BOAbI

NnNn BpeMeHHOM 06MBaHMN.)
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IP-kamepa — UMdpoBas BuAeoKkaMepa, OCOOEHHOCTbIO KOTOpOM SBNsSieTCs nepepada

BugeonoToka B undgposom gpopmaTte no cetn Ethernet, ncnoneaytowwen npotokon IP.

JPEG (Joint Photographic Experts Group / CraHpapt OG6GbLeAuHEeHHOW rpynnbl
akcneptoB B ob6nactu dotorpachmm) — oanH M3 NONynsaApHbIX rpaduyecknx ¢opmMaTos,
NpUMeHsieMbIN ANa XpaHeHus oTonsobpaxeHnn n nofobHbIX UM n3obpaxeHun. Mpu cosgaHum
n3obpaxenmsa JPEG nmeeTcsi BO3MOXHOCTb HAaCTPOWKK MCMNOMb3yeMoro koadduumeHTta cxatms. Tak
Kak npu Gonee HWM3KOM KO3(PPUUMEHTE CXaTusa (T.e. CAMOM BbICOKOM KadecTBe) yBenvyMBaeTcs

obbem danna, cywecTByeT BbIOOp MexXay KayecTBOM n3obpaxeHus n obbemom danna.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa M3MepPEHNsT CKOPOCTU MOTOKA AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOT0p017| onpeaeneHHoe Konn4ectBso outoB npoxoaaT 3aaHHYK TOYKY.

LAN (Local Area Network / JlokanbHas BbluMCNUTeNIbHasA CeTb) — KOMMbIOTEPHASA CETb,
nokpbiBatoLas 0O6bIY4HO OTHOCUMTENBHO HEBGONbLUYID TEPPUTOPUID MM HeBoNbLUYIO rpynny 34aHWUN

(aom, odouc, bmpmy, MHCTUTYT), TO €CTb ONpeaeneHHY0 reorpaguieckyto 30Hy.

Lux / Jliokc — eaouHuua mnsamepeHus ocBellleHHocTU. OnpenenseTca Kak OCBELLEeHHOCTb
MOBEPXHOCTU nnowaaplo 1 KB.M. CBETOBbIM NoTOkOoM 1 niomeH. Mcnonbayetcs ans ob6o3HayeHust

YyBCTBUTEJIbHOCTU KaMep.

MAC-agpec (Media Access Control address / AnnapaTHbIi agpec yCcTpoMcTBa) — 37O
YHUKanbHbIA nOeHTUOUKATOP NPUCOEOMHEHHOMO K CETU YCTPOMCTBA UIN, TOYHEE, ero nHTepdenc gna

NOoAKIH4YEeHUA K CeTH.

Mbit/s (Megabits per second / M6uT/cek) — 370 Mepa U3mMepeHnst CKOPOCTN NOTOKA AaHHbIX,
T.e. 3TO CKOPOCTb, Ha KOTOpPOM OWTbl MNPOXOOAT 3a[aHHYK TOYKy. OTOT napameTp OO6bl4HO
ncnonb3yeTcs, 4YTOObl MPeAcTaBUTb «CKOPOCTb» CeTU. JlokanbHas ceTb OOMkHa paboTaTb Ha

ckopoctn 10 unmn 100 Mout/cek.

MJPEG (Motion JPEG) — nokagpoBbli METOA BWUOEOCKATUSl, OCHOBHOW OCOOEHHOCTBIO
KOTOPOro SIBMSETCA CKaTue Kaaoro OTAENbHOro kagpa BUAEONOTOKa C MOMOLLbIO anropuTMa cxaTtus

n3obpaxeruin JPEG. Mpu cxatun metogom MJPEG mexkagpoBas pasHuua He yuuThiBaeTcs.

MPEG-4 — aTO MexayHapOoAHbI CTaHOapT, UCMOSb3yeMbl NMPEMMYLLECTBEHHO ANS cXaTug
umdgposoro ayamo un suageo. CtaHgapt MPEG-4 B OCHOBHOM UcCnonb3yeTcs ANs BelaHns (NoToKoBoe
BMAEO), 3anMcy nUribMOB Ha KOMMNAaKT-OUCKK, BUAeoTenedoHumn (BuaeoTenedoH) 1 LWMpoKoBeLLaHus,

B KOTOPbIX aKTUBHO UCNOJIb3yeTCA CKaTue Lll/l('.t)pOBbIX BMOEO 1 3BYyKa.

Multicast / NpynnoBas nepepaya — cneuvanbHas opMa LUMPOKOBELLAHWUSA, NMPU KOTOPON
KonMn nakeToB  HanpasngawTCcad  onpefdenéHHoMy MOAMHOXeCTBY apgpecatoB. Hapsgy c
NPUNOXEHMAMM, YCTaHaBNNBAOLWNMM CBA3b MEXAY MCTOYHUKOM 1 OAHUM noriyyaTenem, CyecTByoT

Takue npunoXxeHusl, roe TpebyeTtcs, 4TOObl WMCTOYHMK MNocbinan WHgopmauuio cpasy rpynne
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nonyyatenen. lpu TpaguumoHHom TexHonorum |IP-agpecaummn TpebyeTcs Kaxgomy nosiydaTento

NMHopMaumm nocrnaTb CBOW NakeT AaHHbIX, TO €CTb OAHA U Ta Xe MHpopMaums nepegaeTcss MHOMO
pa3. TexHomnoruss rpynnoBon agpecaumn npedcrtaenser cobon pacwupeHne [P-agpecauuum,
no3BosisAtoLLIEeEe HAaNpPaBUTb OOHY KOMUIO NakeTa cpasy BceM nonyyatenam. MHoOXecTBO nonyyaTenemn
onpegensaeTcs NPUHaANEXXHOCTbIO KaXaoro U3 HUX K KOHKPETHOW rpynne. Paccbinky ans KOHKpeTHOW
rpynnbl NoNyyaltT TOMbKO YfeHbl 3TOW rpynmbl.

TexHonorus IP Multicast npegocTtasnsaeT pag cyleCTBEHHbIX MPEUMYLLECTB N0 CPaBHEHUIO C
TPaguUMOHHBIM noaxogoM. Hanpumep, nobaeneHne HOBbIX Nonb3oBaTernie He BreyeT 3a cobou
Heobxoaumoe yBenuyeHne NpornyckHON CNocoBHOCTU ceTu. 3HaYMTENbHO COKpaLlaeTcsa Harpyska Ha
nocbinawwmnn cepeep, KOTOpbIi Gonblle He OOIMKEeH NoaaepXUBaTb MHOXECTBO OBYXCTOPOHHUX

COeNHEHUN.

[Ana peanusauun rpynnoBon agpecauunm B JOKanbHOM ceTu Heobxoaumbl: noaaepkka
rpynnoson agpecauun ctekom npotokona TCP/IP, nporpammHasa nogaepxka npotokona IGMP gns
OTNpPaBKK 3anpoca O MpUCOeUHEHUWM K rpymnne W MnofydeHuu rpynnoBoro Ttpaduka, noagepkka
rpynnoBon agpecaumm CeTeBOM KapTOW, NpUoXeHue, WCnonb3ylouee rpynnoByo agpecauunto,
Hanpumep, BUOEOKOHMepeHums. TexHonorms «MyrnbTUKacT» ucnonb3yeT agpeca ¢ 224.0.0.0 go
239.255.255.255. TllopopepxmBaetcsa cratudeckas W guHamudeckast agpecauusi.  [Npumepom
cTatnyecknx agpecoB sensoTca 224.0.0.1 — agpec rpynnbl, BKAYawwen B cebst Bce Y3nbl
nokaneHom cetn, 224.0.0.2 — Bce MapLupyTusaTopbl fiokaneHom ceTn. dnanasoH agpecos ¢ 224.0.0.0
no 224.0.0.255 3apesepBupoBaH ANs MNPOTOKOSIOB MapLUpyTM3aunMnm M ApYyrnx HU3KOYPOBHEBBIX
NPOTOKOMNOB MNOAAEepPXKKM rpynnoBon agpecauuun. OcTanbHble agpeca ANMHaAMUYECKU MCMOoNb3YHTCA
npunoXxeHmamu. Ha cerogHAWHMA AeHb B60MbLWMHCTBO MapLUPYTM3aTOPOB NOAAEPKMBAIOT 3Ty ONUMIO

(B MeHI0 06bI4HO ecTb onums, paspewatowias IGMP npoTokon nnu mynbTUKacT).

NTP (Network Time Protocol / lIpoTokon cMHXpoHU3auunM BpeMeHn) — CETEBOWN NPOTOKON
ONS CMHXPOHM3aUMM BpeMeHn C ucnonb3oBaHuem ceten. NTP wucnonb3yet ans csoen paboThbl

npotokon UDP.

NTSC (National Television System Committee / Ctanpgapt NTSC) — craHgapt NTSC
saBnAeTcs TeneBm3noHHbIM 1 BuaeoctaHgaptom B CLUA. CtaHgapt NTSC gocraensieT 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacneBow cTtaHgapT, OnpeaensoLmin
NPOTOKONbI B3aUMOAENCTBMSA TaKMX YCTPOWCTB, Kak |IP-kamepbl, BMAeopernctpatopbl U CUCTEMbI
ynpaBneHnsa suaeo. MexayHapoaHbin (bopyM, co3gaBLUMIA JaHHbIN CTaHOapT, OCHOBAH KOMMaHUSMN
Axis Communications, Bosch Security Systems n Sony B 2008 rogy c uenbio pa3paboTku u

pacnpocTpaHeHna OTKPbITOro craHaapTa AnAa CUCTeEM CeTEBOIo BNOEOHAOMOAEHNS.
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PAL (Phase Alternating Line / TeneBu3aumoHHbin ctaHpapT PAL) — TeneBU3MOHHbLIN

ctaHgapT PAL sBnsetca npeobnagarwowmm TeneBM3MOHHbIM CTaHgapToM B cTpaHax Esponbl.

TeneBunanoHHbIn cTaHgapT PAL goctaenseT 625 cTpok B kKagpe Ha 25 K/cek.

PoE (Power over Ethernet / lNutaHue uyepe3 Ethernet) — TexHonorus, nossonsiowas
nepegasaTb yAanéHHOMY YCTPOWCTBY BMeCTe C [AaHHbIMU SNEKTPUYECKYID 3SHepruio  4vepes

cTaHgapTHYto BUTYHO napy B ceTu Ethernet.

Port / Mopt — woeHTUDUUMPYEMBIN HOMEPOM CUCTEMHBIA PEcypc, BblOenseMblin
NPUIOXXEHUIO, BbLIMOMHAEMOMY Ha HEKOTOPOM CeTeBOM XOCTe, [Afs CBA3UM C MPUMNOXEeHUaMMU,
BbIMOMHAEMbIMU Ha APYrux CeTeBbIX XOCTax (B TOM 4ucre C APYrUMU MPUMOXEHUSMU Ha 3TOM Xe
xocTte). B 06bl4HOM KNMEHT-cepBEPHO MOAENW NPUNOXEHNE NMBO OXnaaeT BXOASLWMX OAHHbBIX UK
3anpoca Ha coefMHeHune («cnyLwwaeT nopT»), Mo NockinaeT AaHHbIE UK 3anpoc Ha coeanHeHve Ha

N3BECTHbIN MOPT, OTKPbITbIV NPUINOXEHNEM-CEPBEPOM.

PPP (MpoTtokon ABYXTOYeYHOro COeAuHEeHUs1) — NPOTOKOJS, MO3BOMSIOWMIA MCNONb30BaTb
MHTepcbenc nocnenoBaTenbHON nepefayn Ans CBA3M Mexgy [OBYMSI CETEBbIMU YCTPOMCTBaAMW.

Hanpumep, nogkntodeHune MK k cepepy nocpeacTBoM TeNeOHHOM NINHUMN.

PPPoE (Point-to-Point Protocol / [poTokon coeagMHEHUA «TOYKa - TOYKa») — MPOTOKON
ONna NOAKMtoYeHUs nonb3oBaTenen cetu ctaHgapTa Ethernet kK MHTepHeETY yepes LWMPOKOMNONOCHOE
coeanHeHune, Takoe Kak nnHna DSL, 6ecrnpoBogHoe YyCTPONCTBO MK KabenbHbii mogemM. C MOMOLLbIO
PPPOE 1 wmMpoKkononocHoro mogema nonb30BaTeNiM fiokarbHOW CeTUM MOryT nofiydaTtb OOCTyn C
WHONBMAYaANbHON NPOBEPKOW MOAMMHHOCTU K BbICOKOCKOPOCTHBIM CeTsiM  AaHHbiX. Ob6beauHas
Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPOE obecneunBaeT addeKkTUBHbIN

cnocob co3faHnsa OTAeNbHbIX COeaUHEHWI C yaaneHHbIM CepBepOM AN KaXA0ro nonb3oBaTensi.

Progressive scan / lNporpeccuBHOe CKaHMpOBaHME — 3TO TEXHOMOrMS npeacTaBrneHus
KagpoB B BuAeoHabMogeHUN, MpU KOTOPOW KaxKabl Kagp BOCMPOU3BOAUTCHA MO OOHOW fMHUMM B
nopsgke uUx pasmeLleHus Kaxkayt LecTHaguaTylo AONK CeKyHabl. To ecTb CHavana nokasbliBaeTcs
nuHua 1, 3atem 2, 3aTteM 3 1 Tak ganee. Takum obpasom, nsobpakeHne He ObeTcsa Ha oTaernbHble
nonykagpbl. B aTom cnyvae nonHOCTbIO ncyesaeT ahdekT MepLaHms, NO3TOMY Ka4yeCTBO OTCHSTOro

BMaeo nony4yaeTtca bonee BLICOKNM.

RJ45 — yHUUUUPOBAHHLIN pasbEM, UCMONb3yeMbll B TenekoMMyHuKauusax, wumeert 8

KOoHTakTOB. VMcnonbayetcs ansa co3ganus JIBC ¢ ncnonb3oBaHnem 4-napHeix kabenen BUTom napbl.

Router / MapwpyTusatop — 370 YCTPOMCTBO, KOTOPOE onpeaensaeT Touky bnwkanwen cetu,
B KOTOPYIO MakeT OaHHbIX AOSMKEH ObiTb HanpaBneH Kak B CBOWN OKOHYATEmNbHbIA MYHKT Ha3Ha4YeHuUs.
MapwpyTtunsatop cosgaeTt u/vnv NOAAEPXKMBaAET cneumanbHyto Tabnuuy maplipyTMsauumn, Kotopas
COXpaHsieT MHPOpMaLMIO, Kak TONbKO OHA OCTUraeT onpedeneHHbIX NYHKTOB Ha3HavyeHusa. VHorga

MapLupyTU3aTop BKINKOYEH B Ka4eCTBe YaCTu CETEBOIo KOMMyTaTopa.

PykoBoacTBo no noakstoyeHuto IP-kamepbl N320 m



Be\«UARD Ilpunosxcenus

RTP (Real-Time Transport Protocol / TpaHCNOPTHLIN NPOTOKON B pPeXWUMe pearnbHOro

BpemMeHUu) — 370 npoTokon IP ana nepefjayn AaHHbIX (Hanpumep, ayamo unv BMOEO) B pexume
peanbHoro BpemeHu. [potokon RTP nepeHocuT B CBOEM 3aroroBke AdaHHble, HeOOXxogumble OIS
BOCCTAHOBIIEHUSA rofioca Wnn BUOEOU300paxKeHNs B NPUEMHOM Yy3re, a Takke AaHHble O Tune
koauposaHua uHgopmaumm (JPEG, MPEG 1 T. n.). B 3aronoBke gaHHOroO NpoToOKOMa, B YaCTHOCTH,
nepenarTcs BpeMEHHas MeTka U HoMep nakeTa. 3TWM napameTpbl MNO3BOMASAT NPU MUHUMAanNbHbIX
3agjepxkax onpegenuTtb MOPSAOK WM MOMEHT [EKOOMPOBaHUS KaKAOro Maketa, a Takke
WHTeprnonupoBaTb MOTEPsIHHbIE MakeTbl. B KayecTBe Hwxkenexallero npoTokora TPaHCMOPTHOro

YPOBHS, Kak npasuno, ncnonbayetcs npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTtokon nepegayn NOTOKOB B pexume
peanbHOro BpeMeHW) — 3TO MPOTOKOM ynpaBreHus, KOTOPbIN CAY>XUT OCHOBOW AMfS COrflacoBaHus
TPaAHCNOPTHBLIX NPOTOKONOB, Taknx kak RTP, mHoroagpecHom wnu ogHoagpecHOW nepegayn n ans
cornacoBaHuns ncnonbdyembix kogekoB. RTSP MOXHO paccMaTtpuBaTtb Kak NyrnbT AMCTAHLMOHHOIO
yrnpaBneHnss nNoTokamn [AaHHblX, nNpedocTaBnsieMbiMu cepBepoM MynbTtumeaua. Cepsepbl RTSP
00blMHO uncnonb3yloT RTP B kadecTBe cTaHO4apTHOrO nNpPOTOKOMNa And nepegadn ayamo- u

BUOEOAAHHbIX.

SD (Secure Digital Memory Card/ kapTa namsatu Tuna SD) — chopmaTt kapTbl hiaL-namMsaTy,
pa3paboTaHHbIN A5l UCMONb30BaHMS B OCHOBHOM B MOPTaTMBHbIX YCTPOWCTBaX. Ha cerogHsAWwHWn
AEHb LUMPOKO MCMNONb3yeTcs B LUMAPOBbLIX YCTPOUCTBAX, Hanpumep: B doToannapaTtax, MOOUMbHbIX
TenedoHax, KIIK, kommyHukaTopax u cmaptdoHax, GPS-HaBuratopax, Bugeokamepax M B

HEKOTOPbIX UIPOBbIX NMPUCTaBKaXx.

Shutter / 3OnNeKTPOHHbIN 3aTBOP — 3TO 3MEMEHT MaTpuubl, KOTOPbIN MNO3BOMNSET
perynupoBaTb BPEMS HaKOMMEHMS 3NEeKTPMUYECKOro 3apsiga. Ata geTanb oTBeYaeT 3a ANIMTENbHOCTb

BblAEPXKN N KONMNMYECTBO CBETa, NnonasLwlero Ha matpuuy nepen d)OpMMpOBaHMeM |/|3o6pa>|<eHM9|.

SMTP (Simple Mail Transfer Protocol / [pocTon npoTtokon nepeaa4m NoYTbl) — NPOTOKON
SMTP wncnonb3yeTcsa Ons OTCbUIKM U MOMyYEeHUss SMEKTPOHHOM NoyTbl. OAHAKO MNOCKOSbKY OH
SABMSAETCH «MNPOCTbIM» MO CBOEWN CTPYKTYpE, TO OH OrpaHUYEH B CBOEN BO3MOXHOCTM MO BMECTUMOCTU
coobLeHnn Ha nonyyarwwem KoHue, M OH OBObIMHO WMCMOMb3yeTCda C OOHUM M3 OBYX ApPYrux
npotokonos, POP3 mnu npoTOKONOM MHTEPAKTUBHOIO OOCTYyMa K 3MEKTPOHHOW noudte (MpPOTOKON
IMAP). 3T npoToKOoMbl NO3BONAIOT MNOMb30BATEMD COXPaHATb COOOLLEHMS B MOYTOBOM HALUMKE

cepBepa 1 nepuoanyecky sarpyxaTtb UX U3 cepBepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / MNpoTokon 3awulieHHbIX
cokeToB / [pOTOKON TPaHCNOPTHOro ypoBHA) — 3TU ABa NpoTokona (npotokon SSL gasnsieTcs
npueMHukom npotokona TSL) saBnAwTca  Kpuntorpaduyeckumu  NpPoOTOKOnamu,  KOTopble

obecneunBatloT 6e3onacHyo cBA3b B ceTu. B BGonblumMHCTBE criydaeB npotokon SSL ucnonb3yetcs
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yepes npoTtokon HTTP, 4yToObl cdopmupoBaTb MPOTOKON 3alUMLLEHHOW Nepedayvn runepTekcTa

(npotokon HTTPS) B kayecTBe MCMNONb30BaHHOIO, Hanpumep, B UHTepHeTe ONns OCyLeCTBrEHUs
(PMHAHCOBbLIX TPaH3aKUUI B aNeKTpoHHOM Buge. NpoTtokon SSL ncnonb3yeTt ceptudunkaTbl OTKPLITOrO

KpunTorpaduyeckoro kro4va, YTobbl noaTBepXaaTb MOEHTUYHOCTL cepBepa.

Subnet mask / Macka noaceTun — 6MTOBas Macka, onpegensiollas, kakas 4YacTtb IP-agpeca
y3na ceTu OTHOCUTCA K afpecy CeTu, a kakasi — K agpecy caMoro ysna B aton cetn. Hanpumep, ysen

c IP-agpecom 192.168.0.99 1 mackon nogcetun 255.255.255.0 Haxoantcs B cetn 192.168.0.0.

Switch / KommyTaTop — KOMMyTaTOpPOM SIBNSIETCS CETEBOE YCTPOMCTBO, KOTOPOE COEAUNHSIET
CEerMeHTbl CETU BMECTE M KOTOpoe BbiOMpaeT MapLupyT AMs NEePECLISIKA YCTPOMCTBOM LaHHbIX K €ro
6nwxkanwemy nonyyatento. OBGbIMHO KOMMyTaTOp fABMsieTca Gonee npocTbiM U Gonee OGbICTPbIM
MEeXaHM3MOM, 4YeM CeTeBOM MaplpyTmsatop. HekoTopble KOMMyTaTopbl MMEKT  (PYHKLMIO

mMapLupyTusaTopa.

TCP (Transmission Control Protocol / NMpoTtokon ynpaBneHusa nepegaden) — OoAuH 13
OCHOBHbIX CETEBbIX NPOTOKONOB NHTEepHEeTa, NpeAHa3HavYeHHbIV ANg ynpaBneHus nepegadyen gaHHbIX
B ceTsix u noagcetax TCP/IP. TCP - 970 TpaHCNOPTHLIA MEXaHN3M, NMPEeAOCTaBNSAIOLWNA NMOTOK AAHHbIX
C npegBapuTeNnbHOW YCTAHOBKOW COEOVMHEHUs, 3a CYET OJTOro  Jalowui  YBEPEHHOCTb B
AOCTOBEPHOCTU MOMy4YaeMblX AaHHbIX, OCYLLECTBSAET NOBTOPHbIN 3anpoC AaHHbLIX B Cryvyae notepu

OaHHbIX U YCTpaHAeT AybnnpoBaHMe npu NonyvyeHnn AByx KON ogHoro naketa (cm. takke T/TCP).

TTL (Time to live) — npeaensHbIi Nepnog BpeMEHU NNn YMCno utepawuummn nnu nepexoaos, 3a
KOTOpbIi HAabop OaHHbIX (MakeT) MOXET CyLLEeCcTBOBaTb OO CBOEro MCYE3HOBEHUS. 3HaveHne TTL
MOXET paccMaTpuBaTbCs KaK BEPXHASA rpaHvLa BpeMeHW cylecTBoBaHuA |IP-gevitarpammbl B ceTu.
Mone TTL ycraHaBnuBaeTca oOTnpaBuTenemM pfdentarpaMmmbl U YMEHbLUAETCH KaXAdbiM  Y31OM
(Hanpumep,  MapLIpyTU3aTOpOM) Ha NyTM €ero crnegoBaHusl, B COOTBETCTBUM CO BPEMEHEM
npebbiBaHMst B [OaHHOM YCTPOWCTBE WNW CcOrnacHo npoTtokony obpaboTtkn. Ecnm none TTL
CTaHOBMWTCS pPaBHbIM HyM OO0 TOro, Kak gevrtarpamma npubygeTt B MyHKT Ha3HadeHusl, TO Takas
aentarpamma otbpackiBaetcsa u otnpasutento otceinaetcsa ICMP-nakeT ¢ kogom 11 — «[NpeBbiweHne

BPEMEHHOIo MHTEpPBAana».

UDP (User Datagram Protocol / lpoTtokon aentarpamm nonb3oBaTens) — 3TO NPOTOKON
obMeHa JaHHbIMU C OFPaHUYEHUsIMM Ha NepecbinaemMble JaHHble N0 CeTWU, UCMOMb3YOLLENn NPOTOKONMN
IP. MpoTtokon UDP gaBnsetca anbTepHatmBon npotokony TCP. lMpeumywectso npotokona UDP
COCTOWUT B TOM, YTO ANsi HEro Heobs3aTenbHa AOCTaBKa BCEX AAHHbIX U HEKOTOPblE NakeTbl MOryT
ObITb NPONYLLEHbI, €CNK CeTb NeperpyxeHa. 3To ocobeHHO yaobHO npu nepegade BugeomaTepmanos
B peXume peanbHOro BpeMEHMU, MOCKOMbKY HE MMEET CMbICNa NOBTOPHO nepefaBaTtb yCTapeBLUYHO

NMHopMaumio, KOTopas BCe paBHO He ByaeT oTobpaxeHa.
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UPnP (Universal Plug and Play) — TexHonorus, mno3sonsowas nepcoHanbHbIM

KOMMbIOTEPAM U MHTENNEeKTyanbHbIM CeTeBbIM CUCTEMaM (Hanpumep, oxpaHHoMy o6opyaoBaHuio,
passrekaTtenibHbIM  YCTPOWCTBAM UMM WHTEPHET-L03aM)  COeOUHATbCA  Mexay  cobown
aBTOMaTMyecku n paboTatb COBMECTHO Yepes eauHyto ceTb. [natgopma UPNP ctpontcsa Ha ocHoBe
Takux UHTepHeT-cTaHgapToB., kak TCP/IP, HTTP n XML. TexHonorna UPnP nogaepxunBaeT ceTeBble
NMHPPaCTPYKTYpbl NpakTUyeckn nboro Tmna - kak NpoBoAHble, Tak u 6ecnpoBogHble. B ux vncno, B
yacTHocTK, BxoasaT kabenbHbi Ethernet, 6ecnpoeogHblie cetn Wi-Fi, ceTu Ha ocHoBe TenedgOoHHbIX
NUHUIA, NUHUIN anekTponuTaHua u np. MNMogaepxka UPNP peannsoBaHa B onepaumoOHHbIX cUcTeMax

Windows.

URL (Uniform Resource Locator / EpuMHbIM yKasaTenb pecypcoB) — 3TO

cTaHOapTU3NPOBaHHbIN cnocob 3anuncu afpeca pecypca B ceTu NHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHOi NpPOTOKON Nepegayn AaHHbIX) —
NPOTOKON, CO3AaHHbIN crneumanbHo ans GSM-ceTel, rae HY)XXHO yCcTaHaBnNMBaTb CBA3b NOPTATUBHbIX
ycTponctB ¢ cetbto VHTepHeT. C nomowkbio WAP nonb3oBaTenb MOGUNBHOrO yCTpOMCTBA MOXET

3arpyxaTtb 13 cetn MIHTepHeT nobble LndpoBbie JaHHbIE.

Web-server /| Beb6-cepBep — 310 cepBep, npuHumatowmin HTTP-3anpockl OT KAWEHTOB,
00bl4HO Beb6-OpaysepoB, M Bblgawowmn nm HTTP-otBeThl, 06blMHO BmecTe ¢ HTML-ctpaHuuen,

n3obpaxxeHnem, hannom, Meama-noToKoM UnNu ApYrMMn AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHass TOYHOCTb») — TOProBas Mapka
npombiwneHHon rpynnel «Wi-Fi Alliance» gnsi 6ecnpoBogHbix ceTen Ha 6ase crtaHgapTta |IEEE
802.11. Jlioboe obGopygoBaHue, cooTBeTcTBylOWee cTangapty |IEEE 802.11, moxeT ObiTb
npotectuposaHo B Wi-Fi Alliance gna nonyyeHua cooTBeTCTBYylOLWEro ceptudukata u npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / BecnpoBogHass LAN — ato GecnpoBogHas rokanbHasd ceTb, UCNONb3ylowas B
Ka4decTBe HOCUTENS paauoBOSHbI: OecnpoBoAHOE MOAKIYEHME K CETU KOHEYHOro nornb3oBaTtens.

[1ns OCHOBHOW CeTEBOM CTPYKTYPbI 0OLIYHO MCMONb3yeTcs KabenbHOe coeguHeHe.

WPS (Wi-Fi Protected Setup) — crtaHgapT, npegHasHayYeHHbIN ONs NOofyaBTOMaTUYECKOro
co3faHua BecnpoBogHOM gomaluHen ceTu. [poTokKOoN npu3BaH OKa3aTb NOMOLLb MOMb30BaTENAM,
KoTopble He o6nagarwT LUMPOKUMK 3HaHUSMKM O ©e3onacHoCTM B OeCnpoBOAHBIX CETAX, U Kak
cnencTBMe, UMEHT CROXKHOCTM Mpu ocyllecTereHun Hactpoek. WPS aBtomatnyeckn obosHavaet
UMs ceTu 1 3agaeT WwudposaHme, 4N 3aWwmnTbl OT HECAHKLMOHNMPOBAHHOIO 40CTyna B CETb, NPX 3TOM

HeT HeobX0AMMOCTM BPYYHYIO 3a4aBaTb BCe NapameTpbl.

Anroputm cxatusi Bugeo — 3TO MeToauKa YMeHblueHus pasmepa dauna umdpoBom
BMAEO3anucu  MNOCPeACcTBOM  yaaneHus  rpauyeckux SNemMeHToB, He  BOCMPUHUMAaEMbIX

yenoBe4YeCKMM rna3om.
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BapMd)OKaﬂbelﬁ O0BLEKTMB — O00bLEKTUB, NO3BONSOLWNA  UCNOMb30BaTb pa3nn4yHble

hoKyCHble paccTosiHAS B MPOTMBOMONIOXKHOCTL OOBLEKTMBY C  (QUKCUPOBAHHLIM  (DOKYCHbIM

pacCcTosiHUEM, KOTOPbIV UCMONb3YeT NULLb OAHO PacCTOsIHUE.

Butan napa — BUg kabensi cBA3w, npeacraBndeT cobon OoOHY WM HECKOJ1IbKO nap
M30JIMPOBAHHbLIX MPOBOAHUKOB, CKPYYE€HHbIX MeXay cobon, NOKPbITbIX NIacTUKOBOW OOOMNOYKON.
CsuBaHue npoOBOAHMKOB MNpPOU3BOAUTCA C UelNlbio NOoBbllLEeHUA CTerneHn CBA3Un Mexay cobowm
npoBOAHNKOB oaHoNn napobl (SJ'IeKTpOMaFHI/ITHaFI nomMmexa oAnMHaKOBO BJIUAET Ha oba nposoga I'Iapbl) n
nocnenyruwero ymeHbLleHna anekKTpoMarHMTHbIX NoOMexX OT BHELWWHUX MCTOYHMKOB, a TakKXe B3aMMHbIX

HaBOOOK MNMpu nepenade D,I/l(b(bepeHLll/laJ'lebIX CUrHanos.

BblgepXxka — vHTepBan BpeMeHu, B TeyeHue KOTOpOro CBEeT BO3AEeNCTBYEeT Ha Yy4yacTok
CBETOYYBCTBUTENBHOMO MaTtepuana WM CBETOYYBCTBUTENbHOMW MaTpuubl AN COOGLIEHUs emy

onpenenéHHon aKcnosnunn.

[eTekTop ABMXEHMA — 3TO annapaTtHbii Nnbo nNporpamMMHbIA MOgyrb, OCHOBHOW 3adaven

KOTOPOro siBNsieTcst obHapyxeHve nepemMeLLaLLmnxcs B Nose 3peHnst Kamepbl 0OGbEKTOB.

HeTekTop caboTaxa — 3T0 NPOrpaMMHbI MOAY b, KOTOPbLIA NO3BONSAET OOHapyXnBaTb Takue
CMTyaumu, Kak: pacqOoKyCUpPOBKa, NEPEKPbITUE UMK 3acBEeYMBaHME N300paXKeHUsl, OTBOPOT Kamepbl,
YyacTMyHasa noTepst curHana. lpuvHUMn OencTBMA OCHOBaAH Ha aHanmMse B pexuMMe pearibHOro
BPEMEHN M3MEHEHUS KOHTpacTa JlokanbHbIX ObnacTen kagpoB M3 BMOEOMOTOKA, MOSy4aemoro c
Tenekamepsbl-getektopa. [leTektop caboTtaxa aBTOMaTu4ecku BbIOMpaeT obnactu kagpos, Mo
KOTOpbIM HEO6XOOUMO OUEHMBATb M3MEHEHME KOHTPACTHOCTU BO BPEMEHW W, €CNU U3MEHEHWe
KOHTPACTHOCTM B 3TMX 0ONacTaX NPEBbILAET HEKOTOPbIA OTHOCUTENbHBLIN MOPOr, MNPUHUMAET

peweHne o notepe «none3Horo» BugeocurHana.

Onadparma (ot rpey. diaphragma — neperopopgka) — aTo oTBepCTNE B 06bEKTUBE Kamepbl,
KOTOpOe perynupyet KONM4ecTBO CBeTa, nonagawowero Ha wmaTpuuy. W3meHeHue pasmepa
anadparMbl  NMO3BOSMSIET KOHTPONMPOBATb LENbii psg nokasaTenen, BaXHbIX ANs  NonyyYeHus

Ka4yeCTBEeHHOIro M306pa>|<eH|/|;| .

[domeHHOe ums — 310 onpegeneHHas GykBeHHasi nocnefoBaTenbHOCTL, 0603HaYatoLWas nvs
calTa unu ucnonb3yemMass B MUMEHaX SIEKTPOHHbLIX MOYTOBbLIX SALMKOB. [JOMEHHble MMeHa AatoT
BO3MOXHOCTb afpecauun WHTEPHET-Y3NOB U PacrofioKeHHbIX Ha HUX CeTeBbIX pecypcoB (Beb-

CanToB, CEPBEPOB 3NEKTPOHHOM NOYTbI, APYrMX Cryk0) B yaobHou anga yenoseka hopme.

MK-noacsetka (UK-npoxekTtop) — ycTponctBo, obecneumBarollee noacBeTKy obObekTa

HabnoaeHNs C U3nydYeHnemM B MHPaKpacHOM AuanasoHe.

Kamepa «aeHb/HOUYbY» — 3TO BUAeoKamepa, npegHasHadeHHast Anst paboTbl KPpYrnocyTO4YHO B

pasHbIX YCIOBUSIX OCBELLEHHOCTU. B ycrnoBusix sipKkoM OCBELLEeHHOCTU M3obpaxeHune uBeTHoe. B
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TEMHOE BpeMsi CyTOK, KOorga sipkui CBeT NponagaeT, M HauyvMHalTCs Cymepku, unsobpaxeHue

CTaHOBUTCA qepHo—6enoe, B pe3yJibTaTte 4ero noBbillaeTCcA YyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBsA3M Kogek 31O oOblMHO kopep/aekogep. Kogeku mcnonb3yoTcs B
WHTErpuMpoOBaHHbIX LENaxX WM MUKpocxemax pAns npeobpas3oBaHUA aHanoroBbiX BUOEO- U
aygvocurHanoBs B uudpoBon dopmat ana nocneaywowen nepenadn. Kogek tawke npeobpasyer
npuHMMaemMble UMCPOBLIE CcUrHanbl B aHanoroBbln dopmat. B kogeke ofHa MuUKpocxema
ncnonb3yeTcs Ans npeobpasoBaHMs aHaNoroBoro curHana B LUGPOBON U LMEPOBOro curHana B
aHanorosbin. TepMuH «Kogek» Takke MOXeT OTHOCUTBCHA K KOMMpeccuu/aekoMmnpeccum, n B 9ToM
crnyvyae OH OObl4HO O3HaYaeT anropuTM WM KOMMbIOTEPHYO MporpaMMy Ansi yMeHblleHust obbema

dhainoe 1 nporpamm.

Hopmaano 3aMKHYTbI€ KOHTAaKTbl — TakadaA KOHCTPYKUMA OaTyuKa, KOTopad B NacCMBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, 2 B aKTUBHOM — PAa3OMKHYTbIE.

HopmanbHO pa3oMKHYTble KOHTaKTbl — Takasi KOHCTPYKLUMS AaTyvka, KoTopasi B MacCUBHOM

COCTOAHUN NMeeT Pa3OMKHYTbl€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbI€E.

OOBLEeKTUB — 3TO 4YacTb OMTMYECKOW CUCTEMBI BVID,eOHa6J'II'OD,eHI/IFI, npegHasHadvYeHHada an4d

¢hOoKyCMpPOBKM NOTOKA CBETA HA MaTpULie BUAEOKaAMEPbI.

OTHOweHune curHan/wym — 4YUCNEHHO onpeaensieT coaepXaHuve napasvTHbIX LUYMOB B
curHane. Mamepsietca B geumbenax (aob). Yem Gonblie 3HayeHWe OTHOLUEHWUA curHan/wym ans

BugeocurHana, TeM MeHbLLE MOMEX N UCKAXKEHUN nMeeT V|306pa>|<eHV|e.

Mukcenb — 3TO 0Ha U3 MHOXECTBA TOYEK, COCTaBNALINX LudpoBoe nsobpaxeHue. Liset n

MHTEHCUBHOCTb KaXXao0ro nmkcena CoCtaBiideT KPpOLUEYHYHO obnactb M306pa)KeHI/I$I.

Mpokcu-cepsep (Proxy — npeactaBuTe b, YNOIHOMOYEHHbIN) — Cry>K0a B KOMMNbIOTEPHbIX
ceTsX, MO3BOMAKLWAN KIMEHTaM BbINOSIHATbL KOCBEHHbIE 3anpochbl K APYrMM ceTeBbiM criykbam.
CHavana KNWEeHT MOAKMYaeTcs K MPOKCU-CEpBEPY W 3anpawmBaeT Kakon-nmbo pecypc,
pacrnonoXeHHbl Ha OpYyromMm cepBepe. 3aTemM NpPoKCcU-cepBep NMOO NOLKMYaeTCs K yKasaHHOMY
cepBepy W nonydaeT pecypc y Hero, nubo Bo3BpallaeT pecypc n3 cobCTBeHHOro kawa. lpokcu-
cepBep MNO3BOMSAET 3aliuWaTh KIMEHTCKUMA KOMMbOTEP OT HEKOTOPbIX CETEBbIX aTak M nomoraet

COXpPaHATb aHOHUMHOCTb KIMMEeHTa.

MpoTokon — cTaHaapT, onpeaensiowmin noBegeHe yHKUMOHaNbHbIX 610KOB Npu nepeaaye
AaHHbIX. dopmanusoBaHHble NpaBuna, onpedensiolwme nocregoBaTenbHocTb W cdopmat
COODGLLEHNIA, KOTOPbIMA OOMEHUBAKTCH CETEBblE KOMMOHEHTbI, feXxalinue Ha OQHOM YpPOBHE, HO B

pa3HbIX y3nax.
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PaspelueHne M306paxeHUs — 3TO KONMMYECTBO MUKcenen (Tovek) Ha eauHuuy nnowaau

V|306pa)KeHVIFI. I/I3mep;|eTc;| B Meranumkcenax mnn 0To6pa>KaeTcs| B BMnae AByX BEJIMYMH — BbICOTbI U

LUMPUWHBI N306paxeHus. BelcoTa 1 WpuHa Takke B JAHHOM Cryqae U3MepsitoTCsi B NMUKCENSIX.

PyyHasa pgunacbparma — npoTMBOMNONOXHOCTE aBTOMAaTUYeCKOM Auadparmbl, T.€. HacTponka
anadparMbl Kamepbl [LOMKHA BbINONHATLECA BPYYHYKO [ONS  peryrnupoBkUM  KONMMyecTBa CBeETa,

AoCcTurarowero 4yBCTBUTEITIbHOIO 3rieMeHTa.

CBeTocuna o6bekTMBa — 3TO XapakTepucTuka, NnokasbiBatollasi, Kakoe KONMYeCcTBO CBeTa
cnocobeH nponyckaTb AaHHbIA 0ObekTMB. Yem Gornblue MakcUManbHbld AMaMeTp OTKPbITOW
Avadparmbl (Mnn, COOTBETCTBEHHO, YeM MeHblue F-uyncrno), Tem Gonbluee KONMYecTBO CBETA MOXET

nonacTb CKBO3b OOBHEKTUB Ha CbOKaJ'IbHyI'O NMOCKOCTb, U TEM BhbllLEe CBETOCUITA 0ObeKTUBA.

Cumnnekc - npu CUMMIIEKCHOW CBSI3W CETEBOM Kabenb WnM KaHamnm CBs3M  MOXeT

MCNonb30BaTbCA AJ14 nepeaadn MHd)OpMaLl,I/II/I TONMbKO B O4HOM HanpasieHunn.

YnuyHas Buaeokamepa — 3TO kamepa BuaeoHabnoaeHus, kotopass obnagaeT BCeEMM

HeobX0AMMbIMM XapaKTePUCTUKAMUK 3aLUTbl OT BNSIHUA BHELLHEN cpeabl Ans paboThbl Ha ynuue.

LiBeTHaa Buaeokamepa — 3TO Kamepa, KoTopas [aeT LuBeTHoe wu3obpaxeHue. [lo
onpegeneHnio maTpuvubl Buaeokamep YepHo-6enble, a 4ns NonyyYeHus LBETHOro n3obpaxeHus Bosne
KaXKOon s4erkn Matpuubl popMnpyoTcs LBeTHble onnbTpbl. [epBbin unbTp NPUBHOCUT KPaCHYIO
COCTaBNSAOLLYIO LiBETA, BTOPOW 3ESIEHYI0, @ TPETUN CUHIOK. Takum obpasom, Tpy A4YENKN CTAaHOBSTCSA
ogHom Touykom B uBeToBOM popmate RGB. CnepoBaTtenbHo, BMECTO Tpex TMUKCENen Ha

pe3ynbTupyroem M306pa)KeHI/IVI Mbl nNofty4daeM TOJ1bKO O4UH.

AnekTpomexaHnyeckun UK-cbmunbTp — npegcrasndget cobomn yCTPONCTBO, KOTOPOe CNOCOBHO
B OQHOM peXume nofaBnaTb MHPPaKpPACHbIN AMana3oH npu nomowm nHgpakpacHoro MK-cdomnbtpa, a
B Apyrom pexume NK-pmunbTp ybnpaeTtcs anekTpoMexaHuyeckn, Takum obpasom, aenast OCTYNHbIM

Be€Cb CNEKTP CBETOU3NTy4HEeHUA.
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